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ARE YOU QUALIFIED TO 
DEAL WITH PROTEST?

DO YOU UNDERSTAND the 
rights of Protestors?

DO YOU KNOW the limits of your 
powers as a Security Guard?

ARE YOU at risk of acting unlawfully if 
you attempt to make a citizen’s arrest?

DO YOU KNOW when you 
can use ‘reasonable force’ 
and what this includes?

DO YOU KNOW how to best 
manage the reputational risk 
for your employer or client?

DO YOU HAVE the appropriate 
protest management qualifi cations 
to improve your employability?

In a world where it is increasingly 
easy to mobilise resistance, 
the ability of private security 
guards to manage protestors 
lawfully is in high demand.

Our innovative and forward-
thinking DEALING WITH PROTEST 
course will equip you with the key 
skills and knowledge to deal with 
all types of protest activity. 

THE 2-DAY 
COURSE 
COVERS
- The Legal Framework
-  Police Methodology, Liaison and Response
-  Types of Protest and Actions
-  Impact of Confl ict Resolution & Management
-  Effective Security Personnel Responses

to Protestor Activities
- Scenarios and Practical sessions

VISIT WWW.ECLIPSE-STRATEGIC-SECURITY.COM/TRAINING-COURSES l ECLIPSE_RISK

Proud to sponsor The Professional Security Offi cer
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3Introduction
by Mike O’Sullivan

All too often Security Industry ‘Consultants’ are the butt 
of jokes, spoken about with disdain, and have a totally 

undeserved ‘bad reputation’.

A large part of the problem is that the role of the security consultant is misunderstood and 
under-appreciated.

If you’ve been in the industry more than 5 minutes you may have had direct experience of 
working with consultants. It is however beyond any doubt that unbeknownst to you, you will 
have benefited from their work.

The following all form part and parcel of the challenges a modern security team must deal 
with:

Insider threats, theft, fire safety, health and safety, violence, vandalism, criminal damage, 
terrorism, police, local authority and statutory authority liaison, staff training, hiring and 
yes, firing, maintaining moral, reporting to the board and shareholders, threat awareness, risk 
assessment, business continuity, protest, access control, vetting, industrial espionage, coercion, 
bribery, travel safety, local crime trends, data mining against key staff, hackers and social 
engineering against employees and staff and much, much more…

Sadly, the above list is far from comprehensive.

As well as these types of threats that outside consultants can help manage, there are also the 
challenges that security teams face themselves. For example, how many times have you worked 
on an assignment were the assignment instructions make no sense and do not properly reflect 
the site or challenges that you are facing?
If you’ve ever had the experience of reading assignment instructions where the name of the 
former company that held the contract is still featured, then you will know what I mean.

Water leak at 3am and the call out list still showing the company that lost the contract 18 
months earlier? Call out numbers wrong, the duty officers’ mobile phone in a drawer in a desk 
in the security office? If you are laughing, you weren’t the officer on the spot who had to work 
out what to do.

Obviously thinking on one’s feet is an expected skill-set for a front-line security officer; 
however, wouldn’t it be a lot easier if you had the tools, information and procedures in place 
that are up to date and fit for purpose. Furthermore, that these have all been stress tested and 
demonstrated to be fit for purpose.

When you consider the full range of threats and challenges that businesses face, and they 
continue to grow, it’s easy to understand why specialists, in the form of consultants, are 
required, and in my view necessary.
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Few businesses can afford to have permanently on 
staff all the experts that they need to help them run 
their affairs smoothly, so it makes sense to employ 
consultants on a ‘when needed’ basis.

If you are a front-line security officer are you able to 
write a risk assessment for your site from the physical 
security point of view? Excellent if yes, however in 
my view this is something that should be within your 
skill-set. It’s the security officers equivalent of the 
‘homeowners’ lock doors and keep windows’ secure 
skill-set. 

I’ve worked on plenty of sites where the assignment instructions were written in-house – 
in many cases they were more than adequate, however in many others there were serious 
deficiencies. On one site I found 3 unsecured and unmonitored access points on my first 
patrol. I’d been thrown in the deed end as no trained site officers were available to cover an 
unexpected absence with late notice. 
Now, if someone with no site knowledge can find this kind of thing it makes you wonder what 
the people who write the assignment instructions for that site were thinking. I reported these 
and a number of other issues – several months later the assignment instructions were still not 
updated and the officers on site were still not monitoring the access points I’d highlighted.

I’ve also worked on sites where a security consultants’ recommendations were not implemented. 
This situation is one I don’t understand – why pay for a specialist service then ignore the 
recommendations from an expert?

On one site this lapse meant I had to intervene to prevent a break in attempt that would never 
have happened if the consultant’s advice had been followed. I was able to stay at a distance and 
let the pair of idiots trying to get in know that I’d spotted them and called the police. I say idiots 
because one of them was wearing his team’s colours, hat and the scarf as a face covering. The 
second was carrying 2 fully inflated footballs!

Very opportunistic attempt at crime, and only happened because, as I’m at pains to hammer 
home, the security consultants report on the site had been ignored. 

Following this incident, the recommendations were followed to the letter making the site 
much more secure and a safer working situation for the officer on duty…



5SmartTask for Security Operations
SmartTask eff ortlessly connects guard scheduling, incident reporting, with mobile patrol offi  cers, 
time and attendance confi rmation, electronic DOB, electronic forms and offi  cer management — 
keeping you in control through real-time overview and notifi cations, evident contract compliance, 
improved client satisfaction and data driven decision making.

• Create customised patrols to ensure offi  cers deliver the required services
• Gather insights in to 24x7 security operations for KPI reporting
• Remove paper-based processes and increase accountability
• Improve compliance and security offi  cer engagement
• Digitised security offi  cer management and reporting 
• A Single platform for monitoring security activities 
• Complete control of your security operation
• Save time, increase effi  ciency

Designed, built and supported in 
the UK SmartTask off ers Flexibility, 
Easy adoption and Rapid return on 
investment. Our European Award 
Winning Software is trusted in the 
most demanding mobile applications, 
supporting over 16,000 sites using 
SmartTask daily, with around 5.5 million 
check-points scanned in 250,000 
patrols last year.
Developed in collaboration with the UK 
security industry SmartTask combines 
the key functions required to manage 
a manned security operation across a 
wide range of client types. Our Patrol 
Monitoring App can use a range 
of checkpoint types and with our 
smartforms integrated in to our eDOB 
you can create custom solutions for 
unique business needs.Operational Monitoring Helping 

Highlight The Critical

By providing the security offi  cers and management team 
with easy to use electronic tools they can capture day-
to-day KPI data without impacting their performance. 
These tools help them to highlight critical incidents and 
bring them to the attention of clients and management 
whilst helping ensure the offi  cer is looked after and has 
everything they need to complete their tasks.

For further informa� on please visit our website www.smar� ask.co.uk/security
or contact 01494 444044 or send an email to smar� ask@skillweb.co.uk

Gather insights in to 24x7 security operations for KPI reporting
Remove paper-based processes and increase accountability

Selected by 20% 
of the top 30 UK 
security fi rms

Saves 48 hrs 
a month on 

management time

Over 200 clients 
across the UK 

and beyond smarttask
security workforce management



6

Security Consultants Basics
Security consultants come in all shapes and sizes and have a range of different titles other 
than the standard ‘security consultant’. A job title doesn’t always say anything about someone’s 
experience, qualifications and so on. A few examples of security consultant specialisms that 
I’ve seen include:

• Information security consultant
• Counter-Terrorism specialist
• Network security consultant
• Cyber-security consultant
• Database security consultant
• Compliance security consultant
• CCTV installation specialist
• Penetration testing
• Quality assurance auditor

This list is far from exhaustive but shows that there is a security consultant that specializes in 
just about everything. There are areas of specialism where presently companies rather than 
named specialists provide support, such as in dealing with protests. This demonstrates another 
reason for working with specialists – they will have up to date information and be engaged in 
ongoing research and gathering intelligence, ensuring they are at the forefront of their sector. 
Businesses can benefit from this without needing to employ someone full time if they don’t 
have the budget or need for a full-time employee or contractor.

There are two important areas that consultants are underused in, my opinion, the installation/
upgrade of CCTV systems and testing the integrity of the physical security structure in general, 
quality assurance. 

I’ll explain that in more detail later but there are a few issues that are not always addressed 
which can leave a business vulnerable on several fronts.

CCTV installation/upgrades
CCTV installation/upgrades are a specialist area that all too often falls to the wrong person 
or team. A system should be purchased on the basis of the client’s specific requirements and 
not on any other basis. To the uninformed a CCTV system is a CCTV system! Seasoned 
professionals will know that is not the case.

How many times have end users found themselves using a CCTV system that they were not 
consulted about and is unfit for purpose? 

For example, did anyone consider light pollution? How many sites have cameras over the 
level of street or other lights that blur the viewable area and make it difficult to see what’s 
happening at night when the lights come on? Surveys tend to be carried out during the day. 
Sun glare is another issue – the sun rises in the morning and whites out key cameras for a 
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period during which something could easily be missed. The only place a CCTV operator 
should be looking at a white screen is during a blizzard!

Is it future proof? Easy to upgrade, problem solve, has it been checked for remote 
vulnerabilities? In other words, can someone hack into the system and view your site from 
their laptop off site? If you haven’t checked, you don’t know! 

Is the system user friendly? The buyers often not the users and may be impressed by the 
wrong elements of the system.

Solutions exist that enhance the value of CFTV coverage well beyond what can be achieved 
by a human operator alone. Artificial Intelligence is fast developing in the sector hand in 
hand with solutions that aim to reduce false alerts – this reduces operator fatigue and reduces 
the likelihood that something will be missed because operators are inundated with too many 
false alerts.

Another serious issue are CCTV blind spots that can make for an unsafe working environment 
for officers. A classic example of this are access doors are not properly covered so that it’s 
possible for someone to be by the door but not seen. This means that an officer can be taken 
by surprise when leaving a building for an external patrol for example. This kind of situation 
is a tailgaters paradise.

Seasoned security consultants will generally insist on access to the security team so that they 
can get real firsthand feedback from the people who deal with the problem’s day to day. Without 
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this I can’t see how someone can claim to have done the survey justice! Unfortunately, I’ve 
seen plenty of surveys carried out where the onsite team was not consulted. Service delivery 
invariably suffered as a result of this, what I consider to be a serious lapse!

Quality Assurance
When we talk about quality assurance people’s minds turn to the various standards in place 
that businesses can work towards achieving. These standards are a whole other subject but 
will be leaving them for another day. I’m interested here in addressing other areas of quality 
assurance.

When I worked from a control room (years ago) part of my role was maintaining standards, so 
basic quality assurance. I discovered a truism then that’s still relevant today, that many security 
workers are very indiscrete and a great source of information about the workings of their place 
of work. 

Its leakage in one of its most surprising forms. 

Part of my role was attending my employers’ various sites, sometimes delivering uniform, 
sometimes covering shifts, other times carrying out site visits or responding to alarms and 
requests for help and so on.

I lost count of the number of times I overheard colleagues discussing site specific information 
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with people who had no right or reason to have access to that information. Shift patterns, who 
was on duty over the weekend, who was on holidays, when a cover officer ‘that hasn’t got a clue’ 
would be on duty!

When answering the phone, I’ve also overheard sensitive information being shared by 
colleagues with callers who had not been properly verified. As a rule, I’ve always insisted on 
calling back via an approved number when/if sensitive information is being requested, for 
example when dealing with queries about the access control system. There will be times that 
engineers, or operators need some information from sites before sending an engineer to fix a 
problem.

Everyone on site involved in the process should know who is authorized to share sensitive 
information and refer all queries to them. 

One strange call I overheard was a request from the ‘installer’ to confirm the license expiry 
date. I’d expect the installer to know that without asking! Unfortunately, the information was 
provided, to a withheld number – I suspect it was a competitor looking for information so that 
they knew the optimum time to put in a tender. 

Yes, I did raise my concerns on these occasions, but the culture didn’t work in my favour. 

About 10 years ago I went looking for a team members job after being made redundant from a 
management position. I decided to do some research by approaching security officers on duty 
from various companies and asking for some advice on who I should be considering applying 
to work for.

As it was, I got several recommendations for the same company, whom I was employed by 
within the month.

However, I was surprised, well, make that shocked, by some of my interactions. One of the 
reasons that I applied to work for the company I did was based on the discretion and higher 
levels of professionalism demonstrated by their officers. On 2 of their sites I was asked for ID 
and informed that as I’d made an inquiry that they would have to log it and enter some details 
in their log. As a genuine inquirer I was very happy to cooperate and showed my SIA badge.

However even with that precaution I was impressed that the officers involved didn’t share 
anything site sensitive, they stuck to giving me a general overview about their employer and 
how to contact HR to check for vacancies. All in all, very professional!  

My approach was uncomplicated. Just been made redundant, looking for a job, would you 
recommend any companies as I’ve been out of the job market for a long time.

In response to that several people instead shared sensitive information with me about their 
site, including but not limited to shift patterns, start times, information about colleagues, 
including names! The mind boggles!
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One chap told me how and when to go in if I ever wanted ‘to rob the place’. I can only hope 
they were joking, but somehow doubt it. I sometimes wonder if the oft reported roof hatch has 
been repaired since my visit.

The industry being as it is there will always be layers – however the information that an 
indiscrete security worker can share with complete strangers should be a matter of concern to 
every employer. Indeed, it should also be a matter of concern to their colleagues. 

In my view there is a niche for a novel form of ‘mystery shopping’ under the quality assurance 
umbrella. There are few things as revealing as an independent report on something like this 
from an independent source. 

The mistake to avoid is blaming a person when issues such as this tend to be systemic. Training, 
awareness and culture are key. For example, asking someone how they would feel about a 
stranger being told about their shift patterns and what time they arrive at work, even where 
they live (I kid you not) can make the issue real to them.

One to ponder!
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continued >>>

Julian Leslie
accountants

A complete and wide range of services 
in the areas of Accounting, Taxation 
and Consultancy to limited companies, 
sole proprietorships, partnerships and 
individuals.

• Accounting, Bookkeeping and Payroll
• Business Start Up
• Compliance Service
• Taxation

For professional, personal advice contact 
Julian Leslie today

“Money Matters,
You Matter”

07703 172 009
www.julianleslie.com
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What should a client be looking for when recruiting a consultant?

One of the best starting points is to have prepared a clear brief on exactly what you need to 
employ a security consultant for, and obviously this will vary widely. 

My own suggestion is to look for a combination of experience and education. Employing the 
services of a security consultant is a business expense and should be approached in the same 
way as any other. Writing a proposal focuses the mind and reduces the risk of misunderstanding 
or miscommunication further along in the relationship. A proposal also has the added benefit 
that consultants who are not a good fit will exclude themselves. Of course, some people will 
apply for anything and everything – this is where your due diligence will pay dividends.

Of course, if you already employ a contract security company, I know from experience that 
they may already employ excellent security consultants and specialists in-house. 

Experienced consultants will have established a reputation in their industry sector. Take time 
to read their social media posts, articles, websites and browse any books or white papers that 
they have written or contributed to. Large companies will have appropriations committees, 
they can reasonably expect their existing in-house security manager to complete this research 
in order to complete the tender document and present them later with their recommendations 
based on applications or those invited to tender.

Chances are that you will have relationships with other businesses who have faced similar 
issues – recommendation is always good provided it doesn’t lead to a lessening in your due 
diligence checks. To be fair it’s unlikely but someone else’s genius would turn out to be your 
nightmare! I have a single specific event in mind but can’t share the details, sorry!

There are many reasons why due diligence 
is important – I was recently introduced to 
someone who had completed his contract 
with the French Foreign Legion.

Several pointed questions later and one 
fantasy merchant exposed – incredibly he 
was writing a book about his experiences 
despite, as it turned out, having deserted 
from basic training after a few months. 
Not exactly a sterling military career! The 
most incredible thing to me was that they 
had a publisher lined up! So, due diligence 

– how do you find out if someone has served in the Foreign Legion? Ask their HR dept for a 
reference, if you are stuck happy to provide you with their address! You can write to them in 
any language, the response will be in French…
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List Of Training Courses

You will see from this list that there big differences in approach, course material and methods 
of training. These are a selection of training course providers for security consultants, it is not 
exhaustive. Do your own research: 

Frontier Risks offer a range of courses, of interest is the City & Guilds Level 5, PRA, (Security 
Risk Management Consultants)

https://www.frontierrisks.com/srmc-course

The Career Transition Partnership are the official provider of Armed Forces resettlement - 
they offer a Certified Security Consultant course:

https://www.ctp.org.uk/resettlement-courses/ctp-training-course/
Certified+Security+Consultant+(Module+1)

Bucks New University offer a BA (Hons) in Security Consultancy:
https://bucks.ac.uk/courses/professional/security-consultancy-pt

Tavcom Training offers a range of courses - of interest a BTEC Level 5 certificate in Security 
Consultancy:

https://www.tavcom.com/course/security-consultancy-btec-level-5-certificate/

Professional memberships

Professional memberships are also recommended, and tax deductible!  Again this list is far 
from exhaustive so again, do your own research. The Security Commonwealth is a good place 
to start as it has a directory of 40 members at time of writing 

https://securitycommonwealth.org/about/

Worth investigating further:

The Security Institute
https://security-institute.org/

The Association of Security Consultants
https://securityconsultants.org.uk/

ASIS - UK Chapter 208
http://www.asis.org.uk/

https://www.frontierrisks.com/srmc-course
https://www.ctp.org.uk/resettlement-courses/ctp-training-course/Certified+Security+Consultant+(Modul
https://www.ctp.org.uk/resettlement-courses/ctp-training-course/Certified+Security+Consultant+(Modul
https://www.tavcom.com/course/security-consultancy-btec-level-5-certificate/ 
https://securitycommonwealth.org/about/
https://security-institute.org/
https://securityconsultants.org.uk/
http://www.asis.org.uk/
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Additional Research:
ADS Group Limited

 https://www.adsgroup.org.uk/
Well worth exploring, for example at time of writing their membership list shows 38 
members who can provide ‘Counter terrorism consultancy’ 
https://www.adsgroup.org.uk/member-capabilities/professional-services/counter-terrorism-

consultancy/ - 
They also publish their magazine ‘Advance’ online: 

https://www.adsadvance.co.uk/publications/35/issue1/volume10/

SSR® Personnel
 https://www.ssr-personnel.com/

When it comes to searching for work it pays to go to the people who have already done 
the research and have the industry connections to open doors for you. SSR® Personnel are 
long established, have an excellent reputation. I have registered with them in the past and 
was introduced to opportunities that I would not have found on my own. Aimed more at 
permanent positions rather than independent operators servicing several clients.

A selection of articles explaining why businesses should hire security consultants: 
Enigma Security (Europe) Ltd have published ‘The benefits of hiring a security consultant’ 

http://enigmaeurope.com/benefits-hiring-security-consultant/ 
It is a well written and thought provoking article. They make the excellent point:

“One of the greatest benefits of using an outside consultant is that they can provide you with 
a fresh, unbiased perspective on security issues with your business” 

An opportunity that should not be missed for any business leader!

Silva Consultants have published ‘Why Would an Experienced Security Manager Hire a 
Security Consultant?’ - 

http://www.silvaconsultants.com/why-would-an-experienced-security-manager-hire-a-
security-consultant.html

They offer a different perspective, but they do make some very good points. Short and to the 
point, again an excellent read

A YFS Magazine article followed one of my favourite formats, the 10 points to consider 
format!
10 Reasons Why Companies Hire Consultants -

https://yfsmagazine.com/2019/05/13/10-reasons-why-companies-hire-consultants/

A very useful check list. Although written for the US market the points are valid anywhere...

https://www.adsgroup.org.uk/
https://www.adsgroup.org.uk/member-capabilities/professional-services/counter-terrorism-consultancy/
https://www.adsgroup.org.uk/member-capabilities/professional-services/counter-terrorism-consultancy/
https://www.adsadvance.co.uk/publications/35/issue1/volume10/
https://www.ssr-personnel.com/
http://enigmaeurope.com/benefits-hiring-security-consultant/
https://yfsmagazine.com/2019/05/13/10-reasons-why-companies-hire-consultants/
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Give your employees 
financial freedom
Wagestream gives your Security 
Guards the power to access 
their overtime wages as soon 
as they're earned through a 
simple, instant app

wagestream.co.uk

Productivity 
100% of overtime shifts 
filled

Retention 
People are 40% more likely 
to stay

Recruitment 
See 100% increase in job 
applications

CCoonnttaacctt  JJoonn  ttoo  ffiinndd  oouutt  mmoorree
jjoonn@@wwaaggeessttrreeaamm..ccoo..uukk
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Netskiver design your website, create it for you, arrange 
your domain name, sort out the secure hosting, and 

then show you how to look after your website. 
We can even look after it for you. 

We keep it simple and very affordable.

Contact us today, we can't start work without you.

envelope-open  info@netskiver.com

www.netskiver.com

simplicity



The Security Institute is 
the largest membership 
organisation for security 
professionals in the UK, 
with members from all
over the world. We 
promote standards, 
develop and endorse 
education across the 
sector and provide 
a rich membership 
experience.

 WHAT WE CAN DO FOR YOU

Membership of the Security Institute 
bestows credibility, enhances career 
prospects, provides a valuable network 
of excellent contacts, offers mentoring, 
runs a comprehensive continuing 
professional development (CPD) scheme 
to recognise your efforts in maintaining 
and adding to your skills base; and 
fantastic networking opportunities.

1 The Courtyard, Caldecote, 
Warks, CV10 0AS
024 7634 6464
info@security-institute.org
www.security-institute.org

 HOW TO JOIN THE SECURITY INSTITUTE

Visit our website at www.security-institute.org or contact paula@security-institute.org for an application 
pack. She can also review your CV to give you hints and tips for a better application.

Membership is awarded on a points basis, based on your experience and any security-related education or 
training undertaken. Anyone who works in a role in security and wishes to develop a career in security can 
join, including students. Once a member, you can work your way up through our membership grades as 
your experience grows. 

We also offer Group Membership – please speak to Paula to learn more about this.

MEMBERSHIP LEVELS AND FEES 

There is a £95 one-off application fee payable by everyone applying to join (students are exempt).

Student

Affiliate

Associate

Member

Fellow
 

For anyone studying for a qualification in security

For anyone just starting on their career path in security or who has 
an active interest in the field of security and wishes to take part in 

the Institute’s activities.

Professional grade of membership for those with some experience 
in the security profession and/or security qualifications.

Standard Route: 4 – 20 points and minimum of 3 years general 
security experience ; or -

 Fast-Track Route 1: SyI Certificate, Diploma or Advanced Diploma in 
Security Management, or other security-related qualification at 

Level 5 Diploma or above
Fast-Track Route 2: Security related qualification at Level 3 or above 

and a minimum of 3 years general security experience.

Professional grade of membership for those with considerable 
experience/qualifications in the security profession.

Standard Route: 21-60 points including a minimum of 5 years general 
security experience ; or -

Fast-Track Route: SyI Diploma or Advanced Diploma or other 
security-related qualification at Level 5 Diploma or above

Not applicable for new members. 
Fellows must have been a current member at Member level and 
must have completed CPD, both for a minimum period of 2 years 
immediately prior to application. To work your way up to Fellow 

level, a minimum of 61 points will also be required.

MEMBERSHIP            POST                                                     APPLICABILITY                                                ANNUAL 
    GRADE                NOMINAL                                                   CRITERIA       FEE  
    

/company/the-security-institute/   
@SyInstitute   
@thesecurityinstitute   
Security Institute

*Students on the Institute’s Distance Learning Programme qualify for free student membership. Other universities vary – please enquire.

JOIN US
RESPECTED | RECOGNISED | PROFESSIONAL 

security-institute.org

 KEY BENEFITS OF YOUR MEMBERSHIP

■  Benchmark your training qualifications and 
 leverage your experience

■  The value of your membership is recognised by   
 employers and universities   

■  Exchange experience with other members at our   
 networking events  

■  Enjoy access to job opportunities and our online   
 careers services

■  Gain valuable insights by being involved in our 
 mentoring programme, whatever your career 
 stage

■  Enjoy member-only discounts 

■  Bi-Monthly newsletter with exclusive offers and   
 weekly eNews update   

■  Members-only Linked-In Group

■  Continuing Professional Development that 
 evidences your professionalism  

■  Access to accredited and employer-recognised 
 security related qualifications

■  Participation in a genuinely supportive 
 community

■  Membership to the London Chamber of 
 Commerce and access to their facilities, events
  and resources.
 Commerce and access to their facilities, events
  and resources.

£50 *

£125

£145

£170

£195

n/a

n/a

ASyI

MSyI

FSyI


