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ARE YOU QUALIFIED TO
DEAL WITH PROTEST?
DO YOU UNDERSTAND the
rights of Protestors?
DO YOU KNOW the limits of your
powers as a Security Guard?
ARE YOU at risk of acting unlawfully if
you attempt to make a citizen’s arrest?
DO YOU KNOW when you
can use ‘reasonable force’
and what this includes?

In a world where it is increasingly
easy to mobilise resistance,
the ability of private security
guards to manage protestors
lawfully is in high demand.
Our innovative and forwardthinking DEALING WITH PROTEST
course will equip you with the key
skills and knowledge to deal with
all types of protest activity.

DO YOU KNOW how to best
manage the reputational risk
for your employer or client?
DO YOU HAVE the appropriate
protest management qualiﬁcations
to improve your employability?

THE 2-DAY
COURSE
COVERS
- The Legal Framework
- Police Methodology, Liaison and Response
- Types of Protest and Actions
- Impact of Conﬂict Resolution & Management
- Effective Security Personnel Responses
to Protestor Activities
- Scenarios and Practical sessions

VISIT WWW.ECLIPSE-STRATEGIC-SECURITY.COM/TRAINING-COURSES
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Submissions Guidelines & Copyright
We are always interested in relevant material to include in both the magazine and our website.
We welcome articles, blog posts, news, technical developments, apps, CPD and professional
development features relating to physical security.
The author will always retain ownership/copyright of their own works. We prefer original content
where possible. By submitting the work you give us permission to publish it first. This agreement
covers text, audio and video and graphics.
Where TPSO shares the work, for example interviews, agreement on future use of that material will
be agreed between parties at the time.
Due to the non-exclusive nature of this agreement you are then free to reuse or further develop
your work elsewhere if you wish.
Therefore all material in TPSO magazine is copyright the publication or individual authors by
default. TPSO will effectively have been awarded first British and first electronic rights. Any
variations on this will be included in a footnote outlining the particular conditions that apply.
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Welcome to the second edition of The Professional Security Officer
Magazine.
Why theme it around health safety and welfare at work?
Shift-work, nights, long hours, violence, less than ideal working conditions, all combine to have adverse effects
on your health. In Security jobs exist where all the above can be issues. Read to the end for more on violence!
Give the security guard that chair that no one else wants to sit on? Sure, they won’t complain. Well actually many
do, and quite right! Sitting in a chair that doesn’t properly support you for long hours at a time? That can ruin
your health over the long term. That’s just one example!
It’s well documented that each of the above, on their own, are enough to cause health problems. We are talking
about both physical and psychological health. In combination, those problems can and will only be compounded.
Alarmist?
No.....
If anything, I’m not shouting the message loud enough! One thing we do know about the security industry are
that there are far too many employers that pay scant, if any, attention to the specific needs of their security staff.
Time to start calling them out. Everyone in the workplace is responsible for health and safety. Your first duty of
care is to yourself, then those around you. Often forgotten here is the duty of care that other people also owe to
you.
This message is important. Every day security staff help keep an untold number of people safe and prevent
injuries. By keeping fire exits clear, preventing entry to premises to unauthorised persons, preventing slips, trips
and falls, dealing with the abusive and violent so that other people don’t have to. Front line security staff are
worth their weight in gold!
A typical injury due to a preventable slip at work, can cost an employer dearly. There are potential legal costs,
compensation, cost of cover if someone is off work due to injury. Reputational damage is possible. There’s
also the uncalculated cost to the employee in pain and suffering. They may have to undergo an operation,
recuperation, physiotherapy and deal with any long-term consequences of an injury. Any compensation that
they receive may seem a paltry sum. Its best to avoid all this in the first place.
Accidents don’t happen to you? Well, I’ve lost count of the number of times I’ve stepped into an area where
the floor, freshly mopped, is still wet, with no warning signs and the lights turned off. Slips, trips and falls cost
employers dearly every year. We can do a lot to help prevent these situations in the first place.
Does your
place of work have a near miss reporting policy for example? Is provided safety equipment being used properly?
Ironically, I’ve tripped over more of those yellow warning signs than I’ve ever slipped on wet floors! The basics,
like making sure that they are properly positioned, and removed when no longer required, makes a big difference.
In 2015 the SIA commissioned a survey which examined the levels of violence against security staff. Their
findings would cause a national scandal if experienced in any other profession, including the police! At TPSO we
are putting our heads together to develop a strategy to see what we can do about having this totally unacceptable
situation addressed at the highest levels!
2018 also saw this announcement in many national media outlets: The Office of National Statistics says the
average security guard dies at the age of 62 - when the average life expectancy in the UK is 79.2 years for men
and 82.9 years for women…
The purpose of this edition is to highlight your importance and how vital it is to look after yourself.
As always, the theme developed in the magazine will continue to be developed on the website. We also announce
all new material on the site via our social media channels so joining us there is the best and most reliable way of
being kept up to date and joining in if you wish to.
TPSO, its your magazine.

Michael O’Sullivan
Disclaimer: Peer Publishing Ltd assumes no responsibility or liability for any errors or omissions in the content of this magazine

or associated site. The information provided in whatever format is on an “as is” basis with no guarantees of completeness, accuracy,
usefulness or timeliness.
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Security News and Industry Updates!
Ask For “Angela”.

W

hat on Earth is this I hear you ask? The “Ask for Angela” initiative has been around for several
years now but it remains a hugely important method of ensuring the safety of vulnerable Women in
uncomfortable or dangerous situations.
Quite simply, if a Woman is being harassed, threatened or feels intimidated or unsafe whilst on a night out on
licensed premises she can simply “Ask for Angela” at the bar, or a member of staff. The vast majority of operators
of licensed premises will have educated their employees as to what needs to be done in these circumstances.
Normally, the Woman in trouble will be taken to a safe place in a back of house area, a friend or taxi will be
called, then she will be escorted out of a rear exit to meet her means of departure. The man or group causing the
problem can be stalled by staff, until the subject of the harassment is safely on her way home or to a safe location.

If this is news to you please spread the word and let your loved ones know what to do and who to ask for, if
they are in trouble on a night out!
6

Violence reduction initiative to promote student safety.

S

tarting in late November our South East
Partnerships and Interventions team worked with
local police forces targeting five university towns
calling at their top pubs and clubs where students go to
socialise.
The South East team shared best-practice guidance on
safer physical intervention for door supervisors as a
reminder of how to keep their clients and themselves
safe.
Our team shared a poster and leaflets which featured guidance and illustrations of best practice for safer
restraint. The collateral was intended to be a quick reminder for door supervision licence holders and relates
to the training they received in physical intervention. At the time of writing the poster has been downloaded
nearly 500 times.
The aims of the events were to promote the importance of safer restraint and reduce any possible violence
during the run up to Christmas. The initiative was trialled in Brighton, Reading, Hatfield, Canterbury and
Oxford and was designed to improve students’ safety during the Christmas partying season. Our team worked
in partnership with Sussex Police, Thames Valley Police and Hertfordshire Constabulary.
Kevin Young, our Investigations Manager, South East Region, says that the initiative was a positive way to
promote safer working practices at venues that are likely to encounter violence and was well received by the
pubs and clubs that were visited.
“We wanted students and young people to have a great night out and go home this Christmas unharmed. It also
ensured the safety of the licensed door supervisors who work at these venues, the majority of whom do a very
good job in challenging circumstances.”
An outcome of the initiative is that a Reading doorman was found to have a cloned licence; the investigation
continues.
The campaign also sought to persuade businesses and door supervisors in the local night time economy to
report incidents to the police so that we can get an accurate picture of the level of violence that takes place
against students and door supervisors.
The National Crime Statistics reveal that victims of assault are usually male (2.1% compared with 1.3% of
women) and they account for a larger proportion of victims of violence with injury sustained (53% compared
with women at 47%) and they are aged between 16 and 24. Incidents of violence increases when alcohol is
involved.

A Fantastic Silver Fox Audit Result!

100% success for Moor House Security Team.

T

hroughout the past year the Silver Fox Audit team
from FM Contract Watch have carried out a series of
unannounced audits to independently test the Ultimate
Security team contracted to Moor House Management Services
Ltd. Savills in the City of London.
continued overleaf
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On 16th November, Lynda Moore, Managing Partner of FM Contract Watch presented the 2018
Silver Fox Certificate to two members of the Security team, David Nicholson and Gary Cobham, in
recognition of the excellent results achieved by all the Officers who passed every audit, reaching 100%
on 3 occasions.

Madeleine Pugh, Operations Manager, for Moor House was delighted with the results and congratulated the
Security Officers on their outstanding success.
Left to Right Above:- Madeleine Pugh, David Nicholson, Gary Cobham, Mike Harding.
(We have asked Lynda Moore, to tell us more about these audits, featured later in this issue....
TPSO would very much like to add our congratulations to the entire security team. Nice work! ......Ed.)
Just in case you thought that nobody else cares about standards of training within the security industry, here is
just one of the new initiatives being rolled out by The Security Institute...........

Security Institute: Education,
Accreditation, Training &
Standards Initiative!

F

or many years the training provision and the
personal and professional development of
security staff has been a topic of debate, and
with an industry made up of so many sectors it is
little wonder that the debate continues with so many
differing views.
The Security Institute (SyI) has for a number of years,
held Continuous Professional Development (CPD) with its deserved value, and made it integral to the development of the individuals’ journey from Associate (ASyI) to Member (MSyI) to Fellow (FSyI).
8

As the SyI continues to engage its members and drive improvements within the industry, a number of Special
Interest Groups (SIG) have been developed and one of the newest was launched at last years SyI annual
conference on 24th October; Security Education, Accreditation, Training and Standards (SEATS). This is one
of the most ambitious and encompassing SIGs and the team of volunteers have excellent diversity of industry
experience amongst their number, something that the leadership team are looking forward to harnessing for the
good of the wider security industry. To get such a team together with a common, greater goal is an achievement
in itself.
Broadly speaking, the SEATS SIG is looking to start with a series of mapping exercises, establishing what training,
education and accreditation are currently on offer, and which of those meet any current standards. Once the
mapping is completed the individual workstreams will be looking at seeking improvements and advancement
in aspects of its scope.
So please assist and look out for and engage with the mapping and developments that we will pass out via a
number of channels.

Ron Gregory MSyI.

Chair, The Security Institute, S.E.A.T.S. Special Interest Group.

(This is a big deal, and if you have any thoughts we will be glad to pass them on to the Security Institute,
admin@PeerPublishing.Ltd …........Ed.)

The Security Industry Authority
consultation
on
the
skills’
specifications for licence-linked
qualifications.

I

n October 2018 the Security Industry Authority (SIA)
launched a consultation which will help to determine
the content of the next generation of licence-linked qualifications for the private security industry. The
consultation ran for four weeks concluding on 26 October.
Employers and prospective operatives spend a considerable sum of money each year on these qualifications,
and they need to be fit-for-purpose. The SIA can achieve this only with the help of the private security industry.
The consultation was structured around the SIA’s six licensable sectors (below) that require a qualification.
These are supported by nine skills’ specifications being consulted on and they include common industry knowledge and specialist content areas that go into making up the licence-linked qualifications. Visit the SIA website
for the table of existing specifications.
The SIA’s licensable sectors that require qualifications are:
1.
2.
3.
4.
5.
6.

Cash and Valuables in Transit
Close Protection
Door Supervision
Public Space Surveillance (CCTV)
Security Guarding
Vehicle Immobiliser.
continued overleaf
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The specifications will be re-drafted following this consultation, and will be put out to two further rounds of
public consultation.
Tony Holyland, SIA Head of Quality & Standards, says:

“This consultation is a fantastic way for those of you working in the industry to contribute and
to help to get the specifications right. This is your opportunity to shape the future of the licencelinked qualifications to ensure they are relevant for your industry in the years ahead.”
The specifications were created in collaboration with the private security industry. The SIA worked with expert
working groups drawn from each of the specialist areas to develop the content for the qualifications.
The SIA has commissioned IFF Research to carry out research into the industry which will finish in October.
The findings of the research will be used to help shape the next edition of the specifications.
When this consultation concludes the SIA will work together with the expert working groups and they will
analyse, review and amend them.
The SIA will then make the next draft of the specifications available to the public again for comment. This will
be supported by a further consultation that will be designed around more in-depth interviews.
The development of the specifications is a key milestone in the SIA’s Private Security Skills & Qualifications
Review; and this consultation is an essential element.
(When the SIA releases it’s ‘next steps’, TPSO magazine will let you know, and we will campaign for the rights
and wishes of front line UK security workers. What do you want to tell the SIA?... Within reason.... Let TPSO
know …..... Ed)

So many of us work alone, out of hours or a long way from help or support. TPSO is an enthusiastic supporter
of the Lone Worker Safety Expo. We asked reporter Mark Glover, to tell us all about LWSE 2018.....

RE-INVENTING THE WHEEL

T

he 2018 Lone Worker Safety Expo represented a shift in attitude toward mental health and wellbeing and
a strong urge to re-define what the term lone working actually means.
“Can you see why I struggle with this term lone worker?” said Nicole Vazquez, addressing delegates
inside No 11 Cavendish Square, a grade 2 listed Georgian townhouse and venue for the conference.
Event organiser Nicole had just canvassed the floor asking delegates how their job role incorporates lone
working: sectors including security, transport and retail were put forward. “It [lone working] can mean so
many different things to so many different people,” Nicole responded. “But we have to somehow bring everyone
together on all of this.”
Taking place in central London on October 2, the conference had undergone something of a re-brand. The
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show’s content looked to represent the fluid nature of lone working and to question the nature of the risks
to employees. Content straddled legislation, regulation and technology but also ventured into new territory
including mental health and wellbeing.
“Over the last couple of years there has been an advancement in the recognition that isolation can have on
stress,” Nicole continued in her introduction to the day, acknowledging that the traditional idea of risk has now
changed.
Still though, legislation and regulation underpins
health and safety and following a welcoming address by
Louise Ward, Health, Safety and Environment Director
at Siemens, speakers from The Health and Safety
Executive (HSE) and law firm Pinsent Masons gave
delegates insight into what to look out for in that regard.
“There is no lone worker act or lone worker regulation
said Sean Elson, Partner at Pinsent Masons, “Most of the
issues that I see around lone working are seen through
the prism of the general duties of the Health and Safety
at Work Act, through risk-assessment, arrangements
under the Management Regulations, PUWER and COSHH.”
And while the law, according to Elson “remains stable”, what is expected as ‘reasonably practicable’ is changing.
“It does not stay the same. It is constantly moving,” he said. “What is it we have to do to satisfy our duties.”
Referencing PPE: “It is changing at a rapid rate, even though the under lying legal duties, you could say, haven’t
changed in years.”
The HSE was represented by Barbara Hockey, Head of the regulator’s Vulnerable Worker Team, an area that
encompasses lone workers and in recent years has seen a shift in mental health, stress and wellbeing factors. The
HSE’s management standards, Hockey said, are useful to apply when dealing with employers who have work
related stress issues. “They apply a systemic approach,” she said, “so it can really help work through the issue.”
Chris Shaw, Head of Health and Safety at North East London NHS Foundation Trust, shared with delegates the
NHS’s mantra towards health and safety and lone working. “If you don’t look after your staff, then how can you
look after your patients?” he said.
Shaw’s trust is a community and mental health one, and its many staff are seen as lone workers who often find
themselves in vulnerable positions and Shaw explained the challenges involved in managing such a workforce.
“The NHS across the UK, employs approximately two million people; it’s a business in itself,” he said. “across all
sorts of roles: engineers and construction and they all lone work.”
Previous speakers Louise Ward and Sean Elson who were joined by Heather Beach from the Healthy Work
Company, Adi Scott from Worthwhile Training, IOSH’s Duncan Spencer, BSIA Lone Worker Section ViceChairman Craig Swallow and Matthew Trigg from Human Applications for a lively panel debate on the morning’s
content.
The panel and the floor came back to the definition of the term lone working and what it means in 2018 and
beyond. “Additional guidance would be useful for the duty holders,” said Sean Elson, with a nod towards the
HSE.
Post-lunch workshops covering managing violence
and aggression, risk assessing and duty of care and
helping employees stay safe while travelling abroad
were all enthusiastically attended, including Heather
Beach’s session on managing the mental health
and wellbeing of lone workers. “A lack of human
connection is a stress factor for lone workers,” she
said before saying that “depression will be the leading
cause of disability by 2020, according to the World
Health Organisation.”
continued overleaf
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It’s a startling statistic and one that took some delegates by surprise. The impact of stress on lone workers was
one of the key takeaways from the day, as was the notion that some delegates didn’t even realise they had lone
workers in their ranks at all.
Speaking to event organiser Nicole after the event she told me of one conversation she had with a delegate. “I
came thinking I had six lone workers, but after today, I realised I had 54,” they told.
Nicole continued: “If today we have expanded the definition of lone working and highlighted to organisations
how it can have a real impact on their employees’ safety, security and wellbeing, we will have achieved what we
set out to do this year. Next year we aim to provide even more advice about how you manage the risks”.

Mark Glover

Freelance: Writer, editor and digital content +44 (0) 77 9294 6684
https://markgloverwriting.wordpress.com/

The UK OSPAs announced the finalists of the 2019 awards:
at a networking reception held at International Security Expo on Wednesday 28th November 2018.

N

ow in their third year, the UK OSPAs serve to acknowledge the creditable and infinite contributions
that companies, initiatives, teams and individuals make to the security industry and wider community.
The awards recognise exceptional performance in different categories.

“The standard of entries this year has again been really high making the judging process as
difficult as ever” commented Professor Martin Gill, Founder of the OSPAs. “Those that have
been selected were marked independently by the judging panel and all reached a score threshold
– ensuring they represent the very best in the industry.”
Finalists will now go forward to the next phase of the competition and winners will be announced at the OSPAs
awards dinner taking place on Thursday, 28th February 2019 at the Royal Lancaster London.
The 2019 UK OSPAs have been sponsored by Innovise, global leaders in workforce management software to the
security service sector. Martin Gill further added “we are delighted to be working with Innovise as our headline
sponsor, the staff have shown great interest and support for the OSPAs and what they stand for.”
The 2019 finalists are:
Outstanding In-House Security Manager/Director
supported by ASIS UK Chapter
• Jake Bensalah – De La Rue
• Lisa Corbridge – Barnsley Hospital NHS Foundation Trust
• Oliver Curran – University College London
• Jozsef Ladanyi – St Pancras Renaissance Hotel London
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Outstanding Contract Security Manager/Director
• Helen Hyman – VSG
• Mohammed Jamil – Corps Security
• Kuldeep Kainth – CIS Security
• Gwen Mackenzie – ISS
• Daniel McClendon – Mitie TSM
• Brian O’Shaughnessy – ICTS UK & Ireland
• John Sephton – Axis Security
• Mark Wallace – Kingdom Services Group
• Paul Williamson – Croma Vigilant
• Robert Woodward – Sodexo

Outstanding Security Training Initiative
• Amazon and the Global Security Academy
• Bob’s Business
• Stephen Beels – Auxilia Consultancy
• CDVI
• Deltar Training Solutions
• FGH Security
• Frontier Risks
• Intqual-pro – The Cyber Stars Initiative
• SecuriGroup
• SSGC

Outstanding Security Team
• Amazon UK Security & Loss Prevention Team
• CIS Security – King’s College London Team
• Cordant Security – Worcester Bosch Team
• CriticalArc – The Heriot-Watt University
Safeguarding Team
• Croma Vigilant & Glasgow Fort Team
• ICTS UK & Ireland – Epsom & St Helier
University Hospitals NHS Trust Team
• ISS – Chelsea Football Club Team
• OCS – York Trust Security Team
• Securitas UK – University of Bedfordshire Team
• VSG – One Piccadilly Gardens Security Team

Outstanding Security Installer/Integrator
sponsored by NSI
• 2020 Vision Systems
• Astra Security
• Integrated Visual Protection
• Interphone
• Mitie TSM
Outstanding Event Team
• Amulet
• Corps Security – Ascot Racecourse
• Croma Vigilant – Edinburgh ICC
• FGH Security – Events Division
• ICTS UK & Ireland
• ISA Support Services
• Protectus Security Solutions
• SecuriGroup – Events Department

Outstanding Contract Security Company
• Axis Security
• CIS Security
• Croma Vigilant
• FGH Security
• ICTS UK & Ireland
• Kingdom Services Group
• Sodexo
• SecuriGroup
• Ultimate

Outstanding Security Partnership
• Atalian Servest Security and the Foreign and
Commonwealth Office
• Cordant Security and SEGRO
• CrisisCast and Unibail-Rodamco-Westfield
• Croma Vigilant in Partnership with London
Borough of Camden (RSP)
• FGH Security – Drastic on Plastic
• Portsmouth Business Crime Reduction
Partnership
• SecuriGroup and European Championships 2018
• SelectaDNA in partnership with the Metropolitan
Police
• Sodexo and University Hospitals of North
Midlands NHS Trust
• Sutcliffe & Co Insurance Brokers in partnership
with IASME Consortium

Outstanding Security Consultant
• Blackstone Consultancy
• Mike Bluestone – Corps Security
• Stephen Beels – RISC
• Ian Johnson Associates (IJA)
• ICTS Consult
• Chris G. Caesar – PBCRP
Outstanding Customer Service Initiative
sponsored by Axis Security
• Project Dixon – Barnsley Hospital
• FGH Security
• G4S/JLL Solutions Hub
• Sutcliffe & Co Insurance Brokers in association
with IASME Consortium
13
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Outstanding New Security Product
sponsored by International Security Expo
• Audax® with BIO-AX® body worn video camera ‘eco’ system
• ClanTect with motion detection technology
• Evolve Dynamics with Sky Mantis all weather drone
• Facewatch with cloud-based facial recognition platform
• FalconDHQ with real time situation and management system
• StaySafe with IncidentEye incident management solution
• L3 Security & Detection with ClearScan® checkpoint CT (computed tomography) scanner
• Selectamark Security Systems with SelectaDNA tagging spray
• Thruvision with Thruvision TAC people screening camera
• Verint with FaceDetect facial recognition video analysis solution

Outstanding Equipment Manufacturer
• CDVI
• Gallagher Security
• GJD

Outstanding Young Security Professional
sponsored by ADS
• Sam Beynon – Mitie TSM
• Nikki Boakye – CIS Security
• Philip Cane – De La Rue
• Tomas Evans – PGI
• Sarah Laur – innogy SE
• Mohammed Naeem – SES Group
• Ahmad Rafique – SSG Support Services

Outstanding Security Officer
• Emma Threlfall – Axis Security
• Robert Bonner – Cordant Security
• Fasil Defaga – Corps Security
• Maxine Ingham – ISS
• Matthew Leach – Boots UK
• Stephen O’Conner – VSG
• Omohudo Osemeobo – Amulet
• Matthew Poole – G4S
• Mohamad Teemul – CIS Security
• Jana Weberova – Cordant Security

Lifetime Achievement
sponsored by The Security Institute
• Recipient will be announced at the Awards
Ceremony
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Reproduced by kind permission of Roy Cooper, Professional Security Magazine.

The Professional Security Magazine Women in Security Awards are the security profession’s dedicated
awards that recognise and honour the accomplishments, value and contributions of women within the wider world of security.
Winners of the 2018 Women in Security Awards:
Manager
• Lisa Corbridge – Barnsley Hospital NHS Foundation Trust
Technical
• Angela King – Advanced Access
Frontline
• Emma Threlfall – Axis Security
Industry
• Pauline Norstrom – NetVu
TPSO Magazine would like to add our congratulations to the 2018, WIS Award Winners.
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Useful Contact Information!

In alphabetical order, not necessarily in order of greatest need!

Alcoholics Anonymous

Citizens Advice Bureau

www.alcoholics-anonymous.org.uk
0800 9177 650

www.citizensadvice.org.uk
03454 040506

Environmental Health Department
via local councils

Frank (Drug Advice)

www.gov.uk/find-local-council

www.talktofrank.com
0300 123 6600

Gambling Aware

GMB (Trade Union)

www.begambleaware.org
0808 8020 133

www.gmb.org.uk
020 7391 6700

Health & Safety Executive

Minimum Wage Reporting

www.hse.gov.uk
03453009923 / 01519229235

www.gov.uk/national-minimum-wage-rates
via ACAS 0300 123 1100

National Business Crime Centre

NHS Direct

www.nbcc.police.uk
0207 161 6664

www.nhs.uk
Call 111
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Think we need to add anything to this list?
Let us know: admin@peerpublishing.ltd
Police Non-Emergency

Relate (Relationship Help)

www.police.uk/information-and-advice/reporting-crime
Call 101

www.relate.org.uk
0300 100 1234

Security Industry Authority

Samaritans

www.sia.homeoffice.gov.uk
0300 123 9298

www.samaritans.org
Call: 116 123

Security Institute

Speaking Clock

www.security-institute.org
02476 346 464

www.speaking-clock.com
Call: 123

Step Change (Debt Help)

Trading Standards (via CAB)

www.stepchange.org
0800 138 1111

www.citizensadvice.org.uk/consumer/getmore-help/report-to-trading-standards/
03454 040506

T.P.S.O. Magazine (Get in touch!)

Unite (Trade Union)

www.theprofessionalsecurityofficer.com
admin@PeerPublishing.Ltd

www.unitetheunion.org
020 7611 2500
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Meet the TPSO Team:
Michael O’Sullivan.
After 5 years distinguished service in the French Foreign Legion, (Yeah. I
wouldn’t nick his pint!............... Ed.)
Mike returned to the UK and commenced a career in the physical security
industry in the City of London.
Looking to diversify and better utilize his skills, Mike ran a very successful
training organisation for many years and gained valuable qualifications and
experience in counselling, and psychology.
Mike was eventually drawn back to his vocation, as a protector, returning to the
security industry, but his drive to make a difference, increase standards and
improve the working life of front line security professionals, lead him to come
up with the idea for “The Professional Security Officer Magazine”.
A man on a mission......
Mike is also currently hard at work developing advanced training packages for Front Line security workers, to
distinguish intelligent, committed and engaged Professionals, from the bulk of the SIA licensed masses, and
create a new “advanced standard” within the industry. He is also responsible for the outstanding TPSO website
and a number of genuinely “Industry Changing” research initiatives.

Rollo Davies MSyI.
Rollo, the “looks” of the TPSO operation, (I can not believe you did your own bio!
Delusional cretin!....... Ed!), was a Met Police Officer from age 19. He subsequently
spent 25 years in the Physical Security Industry.
He became increasingly disillusioned by the lack of appreciation, respect and
recognition afforded those in the front line of the industry, so he tried to do
something about it. Firstly in 2011, he founded, a now sadly defunct, Trade
Union, The National Security Workers Union, NSWU. Recently he had a phone
call from an old friend about starting a magazine.
The rest is history.
He is an enthusiastic member of The Security Institute (How he slipped through that vetting net we will never
know....... Ed.) and an increasingly influential campaigner for increased standards, industry wide.
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(This article was written for TPSO magazine, PRIOR to the December 2018, Gatwick Airport Drone debacle. It
seems that industry expert, Barry Richards, should probably have been the man to call.......)

The

Threat

from

Above

How the Commercial ‘off The Shelf ’ Unmanned Aerial Vehicle Revolution Threatens Security!

U

nmanned Aerial Vehicles are generally defined as “powered, aerial vehicles that do not carry a human
operator, use aerodynamic forces to provide vehicle lift, can fly autonomously or be piloted remotely.
They can be expendable or recoverable, and can carry a lethal or nonlethal payload.”
Although gathered under a single acronym, UAVs, or drones, they can display considerable variations among
different models.
An unmanned aerial vehicle system has two parts, the drone itself and the control system.
Typical commercial off the shelf (CoTS) UAV’s are made of light composite materials. This reduces weight
and increases maneuverability. They come equipped with high performance cameras and can be flown using a
smartphone or tablet.
The increasing use UAV’s for commercial enterprise has been predicted to grow exponentially.
PricewaterhouseCoopers are predicting the global market for commercial UAV applications to be worth $127
billion by 2020. There are already more drones in the world than all of the manned aircraft that have ever existed
in the history of the world combined.
Drones have huge potential for the technologically advancement of business and commercial operations. The
question that arises is to what extent does new unmanned technology challenge traditional security concepts of
vulnerability and risk?
Drone cameras now have high optical zoom and infra-red capability. This enhanced zoom functionality provides
eyes on target up to distances of 3 miles and night flight surveillance and reconnaissance ability. In addition
modern CoTs can fly at speeds in excess of 40 miles per hour with altitudes making them difficult to see.
https://www.youtube.com/watch?v=7gt8a_ETPRE
As CoTS drones become increasingly advanced and inexpensive the need for effective mitigation against the
growing aerial security threat from criminals increases.
https://www.cambridge-news.co.uk/news/cambridge-news/burglars-drones-homes-reports-rocket-14785783
Open source information illustrates how UAV’s are being used by criminals for ISR (intelligence, surveillance,
and reconnaissance) capability and smuggling of contraband over prison walls.
https://www.youtube.com/watch?v=1Qr8JYi5XEA
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There has also been growing concern that non state actors will deploy weaponized drones against vulnerable
targets, mass gatherings or national infrastructure.
(Airports possibly?.......... Ed!)
https://www.youtube.com/watch?v=hvd02yvlIN0
Given their retail availability, lack of verified identification requirement to procure and general ease of use,
drones deny the frontline security operative exclusive access into places that have been defined as secure and
protected. Without the ability to mitigate against aerial perimeter breaches criminals and non-state actors can
access places security staff can’t protect.
The potentially malign individual now has the means and motive to operate above and beyond existing installed
security measures and provides uncontested access to the air. This then undermines the ability to maintain
security and operational capability from the ground.
Frontline security professionals now need to develop plans to provide protective aerial security. It needs to be
appropriate to the level of exposed risk. Operations manuals or event management plans need to be reviewed.
Ensuring that plans are sufficiently robust to provide enhanced protection to people on the ground, when the
threat level is raised, is critical!
(Dear Sussex Constabluary............... Ed)
Any upgrade of resources should be pre-planned, proportionate and in place.
Whilst creating the plan or checking its effectiveness frontline security personnel should consider the following
questions.
1. Do the plans to minimise the aerial threat take into account all of the left of launch opportunity?
2. Have security teams received training on items or actions required to detect, disrupt and thereby defeat any
aerial perimeter breaches?
3. Have counter-UAV technologies been considered as a means to mitigate against an aerial security perimeter
breaches?
4. Do the plans integrate with existing command and control operations?
The employment of drones by criminals or terrorists is not a far-off threat providing the ability to bypass
defensive and security perimeters.

The threat is here now!

The reality today is that UAVs complicate matters for security personnel and defensive planners. They
democratize airpower, forcing the consideration of the third-dimension when thinking about potential threats
to high-risk personnel, events and businesses.
It is paramount that a proactive approach be developed in providing mitigation and security against the defined
aerial threat.
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Drone Control aims to create an environment and infrastructure within the legal and regulatory framework that
and provides reassurance on societal concerns of safety, security, privacy, data protection.
We are a trusted advisor on aerial security, our surveillance drones provide our clients with detailed reporting
and our expertise enable us to advise appropriate security risk mitigation recommendations.

Barry Richards.

www.dronecontroluk.com
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If you aspire to progress within the security industry, you will come across the term SeMS. TPSO asked the UK’s
leading experts, what this was all about? Andy Blackwell and John Wood of 3DAssurance have been delivering
practical and strategic Security Management Systems (SeMS) for the past 5 years. Here they de-mystify the jargon
and describe SeMS in practical terms. For more information go to www.3dassurance.com

What is SeMS and Why You Need to
Know About It?
‘A football lesson for security’

4-4-2 has been proven over the years as the most widely used and effective framework for
football success. That same model works in security, without resorting to the managementspeak beloved of Security Management Consultants.
The best football teams build from the back. The Back Four must be a rock-solid foundation to launch the
attack; without that the defence is exposed and the midfield and strikers are cut adrift. At the other end of the
pitch, the Strikers score the goals, provided they get the service from the backs and midfield.
But as everyone knows, the Midfield Generals are the creative force that drive the team forward and create the
environment in which the Strikers can thrive. And finally, the manager or coach has the job of selecting and
organising the team and tactics. He’s ultimately accountable for the success of the team.
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What’s all this got to do with security?
4-4-2 is a system, not IT, not a magic wand, not a silver bullet: it’s an organised method that everyone in the
team understands, where everyone has a defined role and where they fit together into – there’s only one word
for it – ‘the System’.
So when you hear management going on about the Security Management System or SeMS, they are actually
talking 4-4-2.

The Back Four (“Foundation Processes”)

The Back Four are the foundations, the processes that make security run smoothly, things like incident response
and resourcing. Without those the rest of the system is doomed to failure.

The Strikers (“Corporate Assurance”)

With all that going for them, the Strikers are free to do their thing, giving the organisation Corporate Assurance
that security is good.
In security, the Strikers are (a) threat & risk management, and (b) performance monitoring. People’s eyes
usually glaze over at the mention of risk management but it’s not as theoretical or complicated as the geeks
would have you believe.
We all manage risks every day crossing the road, or overtaking a car. Have I got time to get across? is there room
to overtake? what will I do if something comes the other way? etc, etc. Chances are you don’t use a 5 x 5 matrix,
you use your judgement.
continued on next page...
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A Football Lesson for Security.... continued

In the SeMS, the threat & risk management component adopts the same approach. Decisions
sometimes have to be quick, information is often incomplete, and judgement has to replace ‘scientific
analysis’. And unsurprisingly, we have found that experience and judgement give better results than arithmetic.
Finally, why performance monitoring? If your last overtaking manoeuvre was a bit too close for comfort,
you will learn from that and do better next time. Monitoring performance is not about blame or
catching out mistakes, it’s about doing better security in the future.
So to become the Barcelona of the security world (other teams are available) (I’m sure you mean Arsenal?.........
Ed!) we advocate following the 4-4-2 model, aka SeMS.
Where does the front-line security officer fit in the 4-4-2 picture? He/she fills every position on the pitch.
None of those components work without people – this is not an IT system, remember. The one position that
management must fill is the ‘Accountable Manager’. The overall design, the tactics and the deployment of people
must all fit together. This is why successful teams have a Pep Guardiola and lesser teams have… (you will have
a name in mind no doubt).
Like football, the front-line officers aren’t just obeying orders, they are following the tactics but have to use their
skill and judgement, minute by minute, to respond to constantly changing circumstances and events.

The Midfield Generals (“Culture & Accountability”)

But the real driving force of security management is the Midfield Generals and later we will go into detail about
the midfield’s role in creating the right Culture and Accountability (Culture is just a fancy word for ‘the way we
do things round here’, and accountability is everyone knowing, and buying into, what’s expected of them).
Of course, the tactics, the players and the system must be right, but that’s not the magic ingredient. It’s leadership,
it’s culture properly baked in, and it’s management ‘walking the talk’ showing that security matters: it’s ‘do as I
do’ not just ‘do as I say’ by managers right up to Board level. The benefit of this leadership shows in other areas
too, like customer service or safety.
So the Accountable Manager must show a personal commitment to create the best possible SeMS,
i.e. the team and tactics. He/she must ensure all necessary education & training is given and that
everybody understands what is expected of them – their accountability and responsibilities. The
final Midfield General is communication. The Accountable Manager must keep up the messaging
that security is important, that the tactics are right, that he/she has complete faith in the whole
squad and that top management is fully behind the team.

Nice theory, how do you make this happen in reality?
How does this happen in real life? How does the Accountable Manager build a success like Leicester City did?
They built a common sense of purpose, and mutual trust and understanding of each other’s roles, personal
commitment from every player and leadership from the manager and above. The management speak for that
is ‘culture’.

The role of the Security Officer

The eagle-eyed reader may be worrying that we have not mentioned the goalkeeper. When the chips are down,
when all else fails, the goalkeeper is the critical line of defence and in truth, all the outfield players are responsible
for preventing attacks on the goal and to support the goalkeeper when an attack gets through. Even Harry Kane
is tasked with disrupting attacks at their inception or tracking back to bolster the defence.
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So in addition to being the lifeblood of every outfield role, front line security officers are the goalkeepers –
they ARE the entire team, the SeMS. This is one of the reasons we advocate building the SeMS using existing
resources, not parachuting in a new team of people. It’s the front-line team that has the knowledge, the
loyalty and the skills to be a Barcelona. (Yeah whatever................ Ed!)
What happens if your organisation doesn’t have a Pep Guardiola? All is not lost, the front-line can
commit themselves to 4-4-2, even if management is AWOL. They have the skills, the experience
and the
motivation to deliver the best possible security. The need for an Accountable Manager will become
obvious
and management will find somebody in the organisation who can take on that role.

Andy Blackwell.

Director, 3DAssurance.
Andy is widely acknowledged as a SeMS and aviation security
expert. As Head of Security at Virgin Atlantic, he was the first
to implement the SeMS Framework. Now a leading SeMS
exponent, Andy has authored numerous articles on SeMS and
security, and speaks regularly at international security events.

John Wood.

Director, 3DAssurance.
John was responsible at the UK CAA for developing the
SeMS framework, working with and guiding many industry
stakeholders. Experienced in design and implementation of
effective strategic change in public and private sectors, John
has been a lead designer of numerous governance, risk and
compliance systems.
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So. You want to be a Site
Security Manager?

by John Sephton MSyI.

Earlier this year I put out a meme... Yes, I crossed that line. Here it is:

It was a tongue in cheek effort suggesting that getting into cryptocurrency was a lot like getting to, and
remaining in, security management. But I feel the words are true to this day. So what can we do to ensure they
don’t become a reality, and everybody is more informed and stays afloat?
I have started with the most common question I get asked:
Q: How do I get into site security management?

BRANDING, NETWORKING, KNOWLEDGE

Site Security Management is the first goal for every budding manned security professional who has started their
journey into security. Every security officer or supervisor I have talked to mentions that one day they would like
to get into site management eventually, and they are looking for advice on how to get there. They also ask what
qualifications they may need? How to apply for the positions, what to do in an interview, what to take with them
to their interviews and how did I get there?

26

I start by getting people to look at the available job roles that are advertised and ask, how much of it can you
demonstrate? How much can you do? and what skills keep cropping up that you need to learn?
This is especially relevant when people are transitioning from the Forces into security, which is another article.
Right now, we are concentrating on the grass roots security officer / supervisor getting into a management
position.
The main thing is not to get stuck down on a site, or company, with no progression, and ask to get involved with
projects to enhance your skillset. If there is no scope for progression and you are ambitious, get out there and be
seen, be noticed and network. These opportunities very rarely get handed to you. You have to get out and seek
them!

Branding

Gucci, Kellogg’s, McVities, Ferrari, Nestle, Google, Facebook, LinkedIn these are all household names in their
respective fields. In the security industry, you must be a known entity in yours and the company in which you
work for, then concentrate on the wider security community. Develop a niche, a style a way of working that
defines who you are. Get on your senior managements radar and
add value, some of the best advice I was given was “always act like
the next level up and have integrity and standards”.

Your brand is you and
you are your brand!
It’s the impression that remains after you leave, that makes you
memorable to others. Paraphrased from Jeff Bezos: “If you are
acting like the grey man and coasting, you’ll be lost in the sea of security officers and not be noticed for bigger
things. You need people to say, “I know somebody who is perfect for this role because of XYZ” and then send
the person or opportunity your way”.

Top tips:
1. Be you. Just be the real you. Not the superficial business you, the you that you are daily. You have friends

and they like and respond to you so why not in business too?
2. Consistency is key. Do what you do well, do it large and do it noticeable. Don’t make promises you can’t
keep and work at a higher level every day. Consistency drives results and people’s perception of you.
3. Find your WHY! Simon Sinek said: “people don’t buy what you do, they buy WHY you do it.” They will
always opt for more informed and passionate, over anything else.
4. Online Presence. Start your own blog, website or dominate your own LinkedIn space and contribute to
groups. Get noticed as a contributor and start discussions, leave replies, and help people. Write articles on
things in your field and publish them, Amazon even lets you self-publish.

Networking

This is another skill, or necessary evil, that all security professionals need to embrace. Yes, it is awkward, and
yes, I get it isn’t everybody’s thing, but to get on you need to get out and go to these events. There are various
events you can go to and the City of London Crime prevention meetings are great. The Security Institute host
some great networking events which are formal and informal, and I am sure a quick internet search will bring
up such events.
A little suggestion: If you do go networking, get some business cards made up and potentially have a QR code
for your LinkedIn account. (There is a big feature elsewhere in this edition that looks at this area in detail........
Ed.) I am sure LinkedIn has a nearby feature where you switch it on and it locates the nearest person with the
same function on.
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Top tips:

1. Always be polite, professional and humble when you are first starting out. Introduce yourself and listen.
Remain professional and ask questions where appropriate and say its your first time at an event. You will be
surprised at who is willing to guide or introduce you to people once they know it is your first time.
2. Don’t be a wall flower. You are there to meet people, and unfortunately, being out of your comfort zone
comes with the territory. Try talking to the other wall flowers then make a team to venture into the abyss
and start a conversation with somebody.
3. Be natural and patient. The more relaxed you are when meeting someone, the better the interaction. Just be
yourself and you will find people respond to the genuine you. Networking takes time and eventually it will
pay off. But once you start collecting business cards of new contacts, try not to inundate them constantly
with requests for coffee and meetups. Just keep it cool and calm and things will happen. The more you attend
these events the more people you will know when you get there.

Knowledge

The words “what course should I take to get into security management” come
out of every mentee mouth I have had the privilege to guide. My answer is
this:
Make sure any management course you take is accredited. Don’t waste your
money on courses that cost £30-60 and expect the contents to rock your
world or employers to know what they are. Those short courses are good
for guidance, but a real qualification will have accreditation by a reputable
organisation. The even better courses will have university credits attached to
them so pick wisely, and always check the content to see if it strikes a chord. I
would go as far as suggest having a cyber element as the world is progressing and the management of security
is changing all the time.
Please note this next bit, because it is really Important…

“If you have significant experience in the industry, you
can go straight to a master’s degree”

I wasn’t informed of this gem of information until I was 2.5 years into a Bsc, had I known this I would have
completed a MSc first, but my discovery is now your guidance. I started my BSc at 30yrs old, so you are never
too old to start, again this was because I researched and wasn’t guided. There are various options for student
loans, but some people are figuring out a personal loan has a better APR than a traditional loan, but research
carefully.
Another course I would potentially look into is a business continuity course, the BCI (Business Continuity
Institute) do an in depth course in this area and covers the process behind it. When you pass this course, you
get the post nominals of CBCI. More employers are looking at business continuity as an add on to their security
management needs. These courses do carry a cost and if you start off with an introductory course you can use
it as a stepping stone in professional development and list it on your CV as such.

To summarise: Getting into security management can be a minefield, but once you are there, it is down to

you, but you aren’t alone. Learn, ask questions, network and navigate through your career how you want it.
Be the sheep who is constantly jumping up and down in the pack and get noticed. Publish articles, raise your
profile, write things for your companies’ magazine. Anything that raises your profile is great. Also, review job
adverts for the roles you want, for the skills you need to work on, and work on them! The jobs are there. The
opportunities are there. You need to be prepared to go for what you want, learn from setbacks and do not give up.
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John Sephton MSyI.

John is a Senior Security Manager, business continuity and risk professional, with 18 years
experience. Specialising in improving, managing and innovating security contracts, he is a
finalist for the prestigious OSPAs, ‘Outstanding Security Manager’ 2018 award.
Innovation is always top of his agenda, as is empowering teams to work smarter. He is also an
active member of the Security Institute sitting on the Validation Board and is responsible for
the Young Members Committee, social media output.
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What can
be done to
improve the
professional
security
officer of the
future?
by Paul Barnard MSt (Cantab), MSyI.
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What can be done to improve the professional security officer of the
future?

M

y policing background stretches back over the last few decades, so I bring to the security sector a vast
range of experience from the operational side and I understand what is needed to professionalise
people on the frontline.

I had many challenges in policing, but one radio message from July 2005 still remains with me; “Guv, I think
you’d better get down here, I have a guy here with me who said he just felt an explosion underground”
Everything stopped and I thought of all the things it could be, hoping it was not as it seemed. But in this
instance, it was the very worse-case tragic terrorist attack.
I understand how first responders react at such news and that’s where my frontline experience helps. I know
confidence, even for security guards, is provided by being given good information and intelligence, detailed
briefings, excellent training and testing what you do, so it becomes natural - but when the real test arrives, we
all react differently, but still these key elements make a difference.
So, what more can be done to improve the professional security officer?
Well even before 7/7, Security guards across the country had received training in Project Griffin- a superb
counter terrorism initiative which has since grown into Action Counters Terrorism, with an online portal to
enable the product to reach the masses.
Indeed, security is something we all want, some we don’t see and some we do. We demand it for our homes,
cars, our technology, when we go out and for our family. But some of that security doesn’t require people, that’s
true.
Did you know, security in some new builds across the globe is technology driven with robot security guards and
integrated solutions?
However, terrorism arguably, still poses the biggest threat and risk to life. The UK is at a Severe Threat Level
from International Terrorism, which means an attack is highly likely.
And then there are those who are not terrorists, but still want to disrupt everyday business, the insider, the
protestors or criminals.
As frontline security officers, you may or may not have the technology to hand to help you, but there are in my
opinion three things that will make you the best you can be, doing the job you do in trying to deter and disrupt
the above activity;
• Information, Intelligence and briefings
• Professional training that is relevant, modern and accredited
• Testing, exercising and communications
Intelligence and information should not be confused – they are different. In basic terms information is something
you may readily know about an event or a protest for instance, whereas intelligence, will be about something
specific which is not readily known, but will need to be corroborated if possible.
So, if there is a protest happening, where you are the security on duty, the minimum you should have is a
briefing from your supervisor/manager detailing what is happening and what your role is and is not. Not only
is this good practice, it’s essential so you are as best informed as you can be.
Intelligence may suggest or demonstrate that something during this protest may happen, which is out of the
ordinary. Now, the police for a number of reasons may not share this with the private sector, but if it is shared,
there may need to be a different briefing and you may be asked to respond differently as a security detail.
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The challenge the authorities have, is passing on enough information for such briefings to security officers about
terrorism, without disclosing how it came about. It’s a difficult balancing act, but one I know senior police
Chiefs are determined to get right.
There is a lot of good work going on across the country to achieve these solutions, for instance with a number of
security companies agreeing, we can help shift the debate to maximise how frontline security can be improved.
On the ground, like many others, I argue that security does not stop at the front door of a building. Effective
patrolling around it provides you with more information and get to know your neighbours, because they will
also look after you.
As far as training is concerned, there are significant areas for improvement. You may be aware that the Security
Industry Authority (SIA) is undertaking a review of the licensing process and content over the next couple of
years. For a number of people this is very welcome and timely. I know one idea is to make sure all personal
training is capable of being “passported” so it’s transferable.
We live in a very different world from 16 years ago, with the pace of change, new technology and new physical
and online threats to society. Then there is the deterioration in police numbers, meaning that inevitably the
security industry has stepped into the public space, to ‘police’ events, open public spaces and crowded places.
I see stories every day about the bravery of security officers up and down the country, including the assaults they
face. I admire what you do and how you have stepped up. Some may say assaults, “…are a mark of our time”, but
that does not make them acceptable.
So, if that’s the case what training has been provided to make you more professional and capable, but moreover
how do we know it’s made a difference?
In all aspects of security staff training, including Counter Terrorism, there is a growing body of calls for security
staff to receive professionally accredited and re-accredited training, capable of being linked to a unique identity
for each person, so its transported wherever you work in the security sector and is capable of being seen by
employers.
And yes absolutely, what you are paid should be linked to the quality of what you can deliver, so I’d expect
eventually pay rates to rise.
In an ideal world you will have the right information, intelligence, briefings and training – but so what? How
effective is that if its note tested and exercised? Well simply it’s not.
So finally, I will discuss testing and exercising. This should be part of the every day rhythm. Whether, its testing
CCTV operators, exercising dynamic lockdown of a building or rehearsing a first aid or an assault scenario – its
all good practice and essential. Of course, it’s difficult but it’s not impossible.
Likewise, there are over 2,000 security companies out there, with over 800 members of the Approved Contractor
Scheme. I’m sure many of you will recognise, especially in larger towns and cities, that buildings and public
spaces can have many different security companies, in one area. But in times of emergency, do we all act as one,
or differently?
The short answer, is no not always and often for good reasons, because all buildings are different. But by testing
and exercising together and sharing best practice, surely that makes good commercial sense and to improve the
safety of security officers and the public/businesses they protect? In my view it’s a must.
continued on next page...
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I wonder if further legislation could help better protect the public by extending the Civil Contingencies Act,
which places responsibilities and expectations on certain public bodies to deal with major incidents and civil
emergencies, to include the private sector, so we are all truly working together and make testing and exercising
security procedures a MUST?

Paul Barnard MSt (Cantab), MSyI.

After a long and distinguished career in UK Policing, retiring as a Detective Chief Superintendent with the
City of London Police, Paul is currently Director of Security and Risk Mitigation with Ward Security. With
a proven track record in Counter Terrorism & Risk Mitigation, he has also recently accepted a Directorship
with The Security Institute, and is responsible for their important new Youth Engagement initiative – “Next
Generation in Security.”
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Keeping
Security
Safe in
2019

by Philip Ingram MBE
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Keeping Security Safe in 2019 ...

T

he ‘traditional’ threats from criminal behaviour will likely continue the downward trend Joe Traynor
from the Office for National Statistics (ONS) described in the latest Crime Survey for England and Wales,
when he wrote:

“Over recent decades, we’ve seen continued falls in overall levels of crime but in the last year the trend has
been more stable. The latest figures show no change in the total level of crime but variation by crime types.”
Theft is on the increase whereas computer crime is decreasing and some of the other important headlines
include a continued rise in the number of police recorded offences involving knives or sharp instruments, the
number of homicides increased following a long-term decline and good news, a decrease in the number of
police recorded offences involving firearms.
Then we get the more complex threats including cyber and terrorism. There is an inevitability that these will
continue to evolve in the way we have seen them do so over the past few years. Several factors will influence
this through 2019.
The first factor is the dreaded BREXIT and the effect this may have on the ability for security organisations to
share and get information and intelligence to and from the rest of Europe. However, the UK is more of a net
contributor to the overall European threat picture as opposed to net user, so there is a real urgency for European
agencies to maintain their access to UK criminal and terror related intelligence feeds.
Slightly more worrying is the impact BREXIT may have on Irish Republican terrorism. In 2016/17 Northern
Ireland saw 8 murders, 55 bombs, 113 shootings, 80 guns recovered, 53kg of explosives recovered and 244 terror
related arrests.
The trend over the 20 years since the Good Friday Agreement was signed is similar and averages out as
approximately one terror related event every four days. This is almost wholly Northern Ireland focused with
the threat level to Great Britain set as Moderate. However, any increase in terror activity in Northern Ireland
because of post BREXIT border issues carries the potential for that to spill across the Irish Sea.
Islamist extremist terror will remain the highest priority for the Security Services and CT Policing with the
Director General of MI5 saying, “Europe faces an intense, unrelenting and multidimensional international
terrorist threat. Daesh continues to pose the most acute threat, but Al Qaeda and other Islamist terrorist groups
haven’t gone away.”
However, growing in intensity is the threat from extreme right-wing terror and this is reflected in the growth
of individuals referred to the PREVENT programme. In 2016/17, of the 6,093 individuals referred, 3,704 (61%)
were referred for concerns related to Islamist extremism and 968 (16%) were referred for concerns related to
right wing extremism and this trend is likely to continue.
2018 has highlighted three ‘new’ risk areas that are likely to continue through 2019. These are information and
data as a weapon, the ‘return’ of hostile intelligence agencies as a recognised threat and the potential for further
use of chemical, biological or radiological weapons.
Andrew Parker described these threats in a speech to his German counterparts when he said, “The Russian
state’s now well-practised doctrine of blending media manipulation, social media disinformation and distortion
with new and old forms of espionage, high levels of cyber attacks, military force and criminal thuggery is what
is meant these days by the label ‘hybrid threats’”
In early November we saw reports of Russia, China and Nigeria ‘hijacking Google’ in what was assessed as
testing a capability. One thing is clear, that we probably haven’t even imagined some of the new threats that are
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developing, and we have to be aware of complete reliance on an interconnected world. Ensuring the are good
old fashioned analogue reversionary measures in place to ensure safety, security and business continuity can
only be seen as sound planning. They don’t have to be smart, they just need to work.
What is clear is the threat landscape is diversifying and traditional boundaries between what would be state on
state actions, or organised crime or just good old traditional criminal behaviour are blurring.
Police resources will never be enough to meet the threats and novel ways of increasing their capability will be
sought. This is where the only realistic way forward is through greater public - private cooperation and the
police are going to have to rely on cooperation with the private sector and private sector security staff more and
more.
Being on the front line is no longer a phrase that should be used, as no matter where you are in the security
eco system, everyone has a role to play and one weak cog could cause the whole thing to collapse. Greater
cooperation, greater integration, greater working together between organisations, agencies, the police and
across different disciplines, will be a theme that will continue through 2019. It is simple, greater cooperation
and understanding needs to be embraced or our systems are likely to become less secure.
Philip Ingram MBE, is an internationally respected
defence and security journalist and consultant.
Building on a long and distinguished military career,
retiring as a full colonel, after performing intelligence,
counter-intelligence, security and planning roles,
whilst on active service.
He is also the man behind the rapidly expanding, and
highly regarded, organisation, Grey Hare Media.
Philip is a strategic thinker and recognised subject
matter expert on issues of international security,
defence and geo political events.
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At TPSO Magazine, we constantly promote increased standards across the Security Industry. One of the very best
ways to ensure a security team is operating efficiently and effectively is in-depth external assessment.
This is becoming increasingly popular, so you may well experience an audit of this kind at some stage in the future,
if you haven’t already? The leader in the UK security industry is FM Contract Watch LLP and we asked a Partner,
Lynda Moore, to tell us about it.

INDEPENDENT AUDITS –
THE SAFE WAY FORWARD

I

t is dangerous in any building not to regularly test alarms, fire and evacuation procedures. When a real
emergency occurs and procedures are found wanting then, quite simply, a full investigation will follow
and insurers will think long and hard before necessarily agreeing to cover losses. So why should security
guarding services be any different? If we don’t regularly test the service and identify any loopholes, then
how can we be sure that it will stand up to a genuine intrusion?
Many companies use their own staff to regularly test the contract security that they provide, but the only real
test is an independent, unannounced visit by auditors, who have no connection whatsoever to the organization
and can give an unbiased view of the service provided.
At the moment, there is no official requirement for independent audits; however, it would make real sense
for such audits to be a much more important part of the SIA Approved Contractor Scheme, and their results
taken into consideration during the annual assessment. Likewise, such audits should also be included as a
requirement for companies operating to BS 7499:2013 Static site guarding and mobile patrol service - Code of
Practice. Currently, the vast majority of the inspection focuses the attention on the head office environment and
documentation, but what is actually happening on site is the main concern for the customer.
In an industry where the working hours are long and the wages are often low, it is inevitable that there will
be periods of time when there is an inconsistent performance and complacency sets in. Yet, this will not be
identified unless the operation is tested or an intrusion occurs, possibly with catastrophic consequences, by
which time it is too late.
At the moment, it is very often the end-user who takes the initiative to employ an independent company to
test their security. Why do they do this? It may be part of their overall compliance, especially if they are in the
financial services sector, but very often because they want reassurance that the contract company are operating
to the required standards and they are getting the service they are paying for.
There are, however, a growing number of contract security companies that employ an independent organisation
to test their security operation. This can be seen as a real differentiator when submitting a tender and gives the
end-user some comfort that the company is confident in the service they provide. The results of these audits
are shared and form an integral part of the Key Performance Indicators and Service Level Agreement and often
gives these companies the edge over their competitors.
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“If we don’t
regularly test the service
and identify any loopholes,
then how can we be sure that
it will stand up to a genuine
intrusion?”

There are a wide variety of independent audits that can be carried out, including the straight forward penetration
audits, to test the Security Officer’s awareness and capabilities in the event of an attempt at unauthorised entry.
This could be, simply, by tailgating through the security barriers during a busy time, producing a false ID/
visitor’s pass or a good story to convince the Security Officer to issue an access pass. It is a brave Security
Officer who refuses entry to a smartly dressed person, carrying a briefcase and claiming to be a Director of the
organisation, requesting entry out of hours as he has left his access card at home.
In some instances, especially retail and event environments, a customer service audit is more appropriate and
Security Officers are tested as to their knowledge and ability to deal with issues in a professional manner.
Alternatively, it may be someone acting suspiciously around the perimeter of the premises, to see if the CCTV
operator is alert.
At FM Contract Watch, we have a team of experienced Security Consultants who carry out independent audits
throughout the UK and it has been proven that, where independent audits are carried out on a regular basis, the
level of security is heightened. The Security Officers become more alert and suspicious of individuals, challenging
the reason for their presence and carefully checking their ID and documentation. Many organisations view the
audits as part of an ongoing training scheme for their security team.
Independent security audits should be seen as a cost-effective benefit which complement the service that is
being provided by the security contractor. It gives genuine comfort to both parties that everything possible is
being done to ensure that their premises remain secure.

www.fmcontractwatch.co.uk
Lynda Moore has almost four decades of experience in the UK security
industry and is currently the Managing Partner of FM Contract
Watch, an independent organisation offering support services to the
security guarding industry. This includes the ACS Pacesetters, a
membership association for contract security companies achieving a
score in the top 15% of all SIA Approved Contractors, The Silver Fox
Audit Scheme which audits and tests security teams throughout the
UK and Security Consultancy Services.
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FM Contract Watch is an independent company
established in 2012 to provide support services to the
Security Guarding Industry
The ACS Pacesetters
An association promoting Contract Security Guarding
companies who have achieved a Security Industry Authority
Approved Contractor Scheme score in the top 15% of all
accredited companies.

The Silver Fox Audit Scheme
Independent Penetration and Customer Service Audits to
test security and reception teams across the UK.

Security Consultancy
Reviews and Assessment of both contract and in-house
security guarding services.
www.fmcontractwatch.co.uk – Tel: 01844 260350
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Online Safety
‘Essentials’’
by Will Geddes

W

hen you consider that it’s only been approximately 25 years since both the internet and mobile
phones were fully commercialised (even the first iPhone was only released in 2007), it’s really
quite astounding how rapidly technology has now immersed itself into almost every aspect of
our lives. Within a single device, most of us now manage our communications, schedules, work,
address books, banking, wallet, social life, relationships, shopping and private photographs. If you then add the
IoT (the internet of things), maybe you even control your car, your home and even your security systems on that
same device, too. Like it or not, from the moment you wake you up in the morning, to the last thing you check
before you go to sleep, you are likely chained to it. Brilliantly helpful it may be, doesn’t it make us especially
vulnerable? I’m sure someone once said to me that putting ‘all your eggs in one basket’ wasn’t necessarily a good
thing. The questions is, do we really have a choice? The online world shows no signs of abating in its takeover
(read as ‘taking-over’) of our entire lives. We have little choice. We must evolve, adapt, and participate in the
growing ecosystem that is the internet.
We are now co-habitants of two separate worlds - a ‘real’ one and an ‘online’ one. Both worlds can often represent
different things. From groups of friends, colleagues and associates, to even our sentiments and the opinions
which we form. Have you ever expressed something online, that you probably wouldn’t in the ‘real’ world?
Saying things in the virtual world is somewhat easier; less shackled by the conventions and good-manners that
we would be mindful of if saying out loud in the real world. Chipping in on a comments thread with opinions
or remarks that could be deemed political, offensive or even antagonistic can also be, let’s face it, even amusing
at times. It’s also not that surprising really that ‘trolling’ has also become an increasing issue, with 45% of UK
adult internet users indicating that they have experienced some form of online harm . People think and can
often feel it’s easier to potentially express themselves online - without the filter or the risk that they would have,
face-to-face, with their friends or colleagues, that would likely result in disdain, judgement, ridicule or even a
good hiding. As some are discovering, the online world can sometimes bring out an entirely different persona
in them. This is likely due to the anonymity offers to hide behind. And here lies the problem.
I’ve dealt with such a wide spectrum of cases over the years from extortionists through to direct threats. All
have differed, other than the commonality that a large percentage of them (other than the evidently criminally
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motivated) the perpetrators have often turned out to be somewhat relatively ‘normal’ people. Corporate
executives, housewives, academics, charity workers to IT specialists. Most of whom you would likely walk past
on the street or sit next to on the train and not give a second glance. Some, in a ‘real world’ sense, you might
even potentially admire for their success or achievements, and wouldn’t believe for a moment could perform or
carry out the heinous things their online alter ego would.
Which is why we should never, ever take anything online at face value. I wouldn’t generally be so trite as to trot
out the usual tropes of ‘if it seems too good to be true, it generally isn’t’ but this mantra is something we need to
always apply with virtually anything online.
Hackers continue to target unsuspecting browsers (as in people, not web-browser) who use platforms on
electronic devices to purchase items. 91% of cyber attacks start with a phishing email , which cements the
sentiment that one should only open attachments or follow links from a trusted email address.
Fake deals and bait are blistered into said emails, as well as dummy websites, auction listings; even ads that
pepper the sides of our screens every day. Avoid clicking these links, for not only do victims never obtain
the “great” deal being dangled in front of them, but they also open themselves up to becoming susceptible to
identity theft and/or bank fraud.
I know this is obvious advice, but we also forget that as adults, our most effective defence mechanism is often
the basic human instincts honed over many years and with the battle-scars we’ve acquired and earnt through
our own ‘trial and error’.
However, let’s not be entirely negative. The online world provides us with amazing abilities (education,
communication, international friendships, instant access to information otherwise unavailable), but equally
it also comes with risks; big ones. Not just the obvious ‘headline-grabbing’ ones. Some of these risks we can
control but there are many others we can’t. Therefore we need to ensure that we protect not only what we do
online and offline, whether that be our privacy, our profile, the information we transmit and even receive and,
especially, where we wish to protect our information. As security professionals you will understand that any
affective security needs to be defence in depth. The more doors the intruder has to walk through, the slower and
harder their access will be. The more locks you put on those doors, the more difficult it will be for them beyond
that. And the one thing that’s pretty universal with most common criminals is that they will always seek the path
of least resistance. They’re lazy. They want to get what they can get, as easily as they possibly can and with the
least amount of difficulty. Don’t make it too easy for them.
One of the ways we can do this is to make our digital profile as confused as possible. What do I mean by this?
Well, I always like to equate our online profile as akin to a tapestry or jigsaw puzzle. Remember that TV show
called ‘CatchPhrase’? The one where a few blocks of a picture were removed piece by piece and the contestants
had to guess what the picture was as it is incrementally revealed? Equally, jigsaw puzzles. Quite often you could
probably fill in maybe two thirds or the pieces and you could then work out what the puzzle picture was likely
going to be. The same is with our online, or digital, profile. If we put too many pieces of our life online, we’re
giving the enemy enough to ‘guess’ the rest of our picture. That picture could and will likely be our likes, dislikes,
political leanings, preferences for holidays, romantic/sexual partners, banking, favourite football team or sports
to even our preferred cat or dog food. And when it comes to our passwords, there’s a good likelihood that many
of you reading this might gulp when I would speculate that something in that list probably features somewhere
within your password preferences too? So my best advice would be to limit how much you want to put out there
(don’t overshare) and throw as many few literal and proverbial curve balls into the mix; different usernames,
different passwords, different email names and addresses. Make them think the picture they’re building on you
is going to be a donkey when really it’s a lion.

‘The real problem is not whether machines think but whether men do’ - B.F. Skinner
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NBCC Update, January 2019.
The National Business Crime Centre was last featured in this magazine following its launch in 2018, with details
of the unit introduced as well as a strong focus on its work around the Police and Security Initiative (PaS). A year
on, the NBCC has celebrated its one year anniversary, where National Police Chiefs Council lead for Business
Crime and Private Security Liaison, Sir Craig Mackay, addressed guests at New Scotland Yard where, due to Sir
Craig’s retirement from the Police Service, he announced the new lead for the NBCC would be Commissioner
Ian Dyson from the City of London Police.
This is a welcome appointment and a natural fit for the unit, who continue to progress bold initiatives to tackle
business crime and have seen unprecedented progress in creating and strengthening relationships between law
enforcement, the private sector and the private security industry.
To recap, The NBCC supports officers from all 43 Police Forces, Police Service of Northern Ireland, the Scottish
Business Reliance Centre and other national specialist units, to act as a conduit for sharing preventative advice
on crime trends nationally, with the team aiming to have travelled to reach every region by the end of 2018.
NBCC areas of work fall under three main strategic strands of Partnership, Intelligence and Prevention.
An exciting update is that the Police and Security initiative has been approved as a viable national project and a
number of projects are being launched, including a partnership between Sainsbury’s and Sussex Police looking
at using security officers more widely, with Nottingham due to launch a Community Guarding project similar
to that of Sussex in the near future. A definitive ‘Business Crime’ definition is being progressed via a separate
working group led by Home Office and attended by NBCC.
The NBCC website is freely available as a resource for security and staff in businesses to learn, share and support
each other to prevent and combat crime. Items on the site are split between relevant news on crimes affecting
business and a library of guidance produced by NBCC, partners and third parties as well as information about
schemes and resources for the business community. We would encourage all those associated with professional
security to be the first to hear the latest news and developments from the NBCC by going onto the site and
subscribing: www.nbcc.police.uk. It has also launched a secure online ‘Knowledge Hub’, where industry experts
and anyone from the world of business or private security can set up groups to share information and prevention
advice under categories such as retail, rural or organised crime, as well as security and any other popular fields.
Just some of the significant projects led by the National Business Crime Centre have included the ‘Tackling
Violence against Business’ conference in March 2018. This was attended by over 200 business leaders, security
professionals and representatives from police forces and local authorities, who all gathered together to share
experiences and expertise in fighting crime and to hear the latest advice on topics from the new data protection
regulations, CPS advice for obtaining best evidence, to preventing acid and knife attacks. Following a series of
meetings with businesses, The NBCC undertook analysis looking at violent crime in London in hot spot areas
and the NBCC is supporting the national implementation of industry standards regarding the sale of knives.
Ongoing engagement with domestic and international academic groups is helping to understand escalating
crime trends and how we can adopt and embrace a truly collaborative approach going forwards.
43

www.theprofessionalsecurityofficer.com

Further areas of influence have included the creation of Cyber Protection workshops for small and medium sized
businesses, run in partnership with the National Cyber Security Centre, as well as the first ever international
‘Citizens Academy’ in partnership with Homeland Security, where leaders from global companies attended
six, weekly workshops hosted at iconic venues including the Old Bailey, U.S Embassy, GCHQ and House of
Parliament, to learn about policing practices, modern challenges and share their skills and experience.
There is so much more work the NBCC are progressing, from reviewing the Community Safety Accreditation
Scheme (CSAS) to develop consistency across all forces, to utilising expertise from policing intelligence hubs
around the UK and working with numerous private industry membership groups and serious and acquisitive
crime leads to change the landscape for how we respond to the organised crime groups currently moving around
the UK. They are also looking to create bespoke training initiatives in 2019, aimed at security professionals
within business, to share policing expertise in combatting business crime together.
Please sign up to the website at
www.nbcc.police.uk
or email contact@nbcc.police.uk for more information.
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Are business leaders failing in their duty of care
for Security Professionals?

by David Hughes BA(Hons), GCGI, MCMI, MSyI, Tech IOSH

In my experience, the security community have long felt that the security sector has been marginalised across
many areas when it comes to broader business support. Often seen as a standalone discipline, businesses have
been slow to fully integrate not only the philosophies of good corporate responsibility exalted by security
professionals, but often fail in the inclusion of its security staff in all aspects of their duty of care responsibilities.
I will address the wider topic of corporate responsibility and risk management later, but for now wish to
highlight the concern regarding health, safety, welfare and the provision of adequate support for the 320,000+
SIA licenced staff in the UK.
As part of my degree thesis I studied the effects of poor leadership in the workplace. Data showed a clear
correlation between ineffective leadership & increases in workplace illness & staff absenteeism due to stress.
Executive bodies & institutes such as the HSE & the IoD are working to address this, but more needs to be done.
We are seeing a rise in ‘wellbeing’ programs as companies try to address this issue, but in my humble opinion
this is a cause & effect’ problem. While businesses scrutinise return on investment data (ROI) while trying to
establish ‘positive’ benefit cost ratios (BCR) many are ignorant to the fact that leadership disengagement is a
major driver in these figures.
Similarly, in a journal editorial from the Chartered Institute of Personnel and Development (CIPD) they
showed - “One in five-line managers ‘ineffective’, according to employees. The article stated: “A third of the UK
workforce is likely to leave their current employer in the next two years because of the poor relationship they
have with their line manager.”
The article clarified the point:

“Although staff recognise the challenges managers
face in doing their job – 37% said their manager
didn’t have enough time to handle the people aspects
of management – managerial failings are having a
negative impact on the wellbeing of UK workers”.
continued on next page...
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Are business leaders failing in their duty of care for Security Professionals?

Not all companies ‘live’ by the values and standards they proport. Studies show the top performing companies
are those that do live by their ‘values’ and the best companies have higher staff satisfaction rates. This is seldom
achieved where leaders are not involved at all levels of the company and actively listening to and supporting
their staff. I will conclude this point at the end of this article but for now let’s look at some of the issues in detail.
The Health & Safety Executive (HSE) produced a report (2017) relating to workplace illness, with special regards
to work-related stress, depression & anxiety. The report showed the following:
That it is estimated ½ million workers are suffering from work related stress, anxiety and depression. The
estimated cost of total absences from the workplace due to ill-health costs the economy £5.2 Billion annually.

Amongst the main factors cited for these ‘staff illnesses’ are workplace pressures such as the need to achieve
targets & objectives, or too much responsibility being placed on individuals. The lack of management support
is also seen as a major contributor to these illnesses.
In a related article published by the British Institute of Facilities Management, cognitive neuroscientist and
psychologist Dr Lynda Shaw says, “that the current generation of workers face more stress than any in the past”.
She reported - “Research has shown that positive support in the workplace stimulates brain chemicals, associated
with social bonding and trust, meaning that belonging to a good work community can not only alleviate stress,
but also help depression and anxiety disorders”.
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A lack of support, recognition and feedback from supervisors was cited among the top causes of stress for UK
employees in the study. Perhaps the most fundamental part of being a leader is to listen. Often, poor leaders
understand the term ‘Human Capital’ incorrectly. In reality it relates to, among other things the collective
knowledge, personality attributes & creativity, embodied in the ability to perform labour so as to produce
economic value. Management systems that treat people as “factors of production” are inherently demotivating.
I have seen all too often those disenfranchised security officers, hard-working, dedicated and ignored.
If you have ever used the CPNI guard-force ‘Motivation Analysis Tool’
the astute amongst you could not have failed to notice the ‘industry
benchmark values’ for ‘Management Influences on Motivation’ are
either assessed as ‘weak’ or ‘may need improvement’. This evidence
alone should focus our minds to addressing the problem of workplace
disenfranchisement for security officers’.
Closer support for staff is only one area that requires greater attention.
Within the security sector, staff are exposed to many risks which
threaten their health, safety & life. While we tend to think about the
risk of ‘violence’ that many confront, some equally important issues
are seldom considered.
How many security staff have ever conducted an occupational health
survey for night shift working? (Long-term night shift work is associated with an increased risk of certain
cancers, as well as metabolic problems, heart disease, ulcers, gastrointestinal problems and obesity). For those
readers familiar with BS 7499, you’ll recall this is covered albeit briefly, in sub para 5.3.2. However, how many
security managers let alone non-security managers are aware of this? To clarify, (because I have been asked the
question) this is not about night working regulations. Rather, it is about providing appropriate health cover for
those at risk of known hazards. It’s the ‘moral’ component of health & safety legislation.
Operating within the spirit of the Law does not necessarily mean you are complying with it. An example;
manual handling (MH): How many of the readers have been sent on a manual handling course. You learn the
risks & hazards involved and are taught correct lifting techniques to adopt. If you are attending a better standard
of course you may even get to practice what you have learnt. For some companies they consider that is all that
is required. Their staff go on to conduct MH duties, and over time develop back and upper limb disorders.
Greater time is spent away from work due to injury or while at work productivity is reduced. My first point is
that ‘awareness of hazards does not reduce the effect of them!’. Studies have shown what must be obvious, that
even if you adopt the correct posture but continue to conduct MH activities, over time your body will suffer.
My second point is that if you read the regulations the first thing is states is to ‘avoid’ the need to conduct the
activity’, if that cannot be achieved then ‘reduce’ the risk. So instead of only sending staff on courses, automate
your systems or reduce loads to easily managed sizes and introduce mechanical aids. Now look at the ONS chart
again, the top 3 reasons for days lost relate to back & upper limb injuries.
While companies tend to consider obvious workplace hazards when producing risk assessments, often the
workplace practices of security officers are not considered or understood. I challenge the reader to review this
within their own workplace. Do your security teams have risk assessments for patrolling, road traffic duties*,
DSE, confrontation with intruders etc. If you do, are they ‘in date’? How often are they reviewed, updated,
but more importantly, read and signed by the staff they are designed to protect. Do those staff know how to
report issues or highlight concerns which have been overlooked? How many of your night security team have
completed a company occupational health survey, & if they have, has their condition been reviewed lately?
*Only recently a security officer in Grimsby lost his life conducting access control duties. 3 companies including
his own security firm were fined for failing to introduce appropriate safety measures and awareness training. I
am not going to comment on the details of that incident because I don’t know the full extent of the event, I am
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sure the 3 firms are devastated by the occurrence, but it brings me back to my study into leadership disconnect
with workplace activities.
Findings of an HSE/IoD report from 2008 found that director involvement in workplace activities & understanding
of issues of legislation was poor. The introduction of the ‘Corporate Manslaughter and Corporate Homicide Act’
2007 (CMCHA) had little apparent effect on directors at the time, with only 54% indicating they were aware of
changes to legislation, and 65% of those not being able to name the Act.
When directors were questioned about their views as to what would increase their attention on health and safety
the study found:
65% said more guidance
51% greater penalties for directors
48% new legislation
This issue falls out of the bigger problem of collective responsibility. As I alluded to earlier, the function of the
security officer and their managers is often considered separate to that of the ‘core business of a company. Often,
as is the experience expressed by many in the security industry, non-security managers & leaders omit (perhaps
not intentionally) the duty of care responsibilities they fulfil for other staff. So, what can be done?
The SIA and bodies such as the Security Institute are diligently trying to improve the working condition and
standards of those within the industry. But as the data shows, leaders are failing staff generally, so we within the
security industry must do more to support those who remain in the peripheral vision of those responsible for
their care. There is certainly a need for closer support & guidance regarding safety arrangements for security
staff.

As a health, safety and security practitioner I have witnessed all too often this corporate failing. It was in part the
reason I undertook further research into this issue in order to fully comprehend the scale of the problem. Sadly,
as the data shows, I do not believe we have the time to wait for businesses to change this from within, nor can
they do it alone. Leaders and managers need to be better informed. This will require greater engagement from
security professionals & institutes with the provision of more readily accessible security awareness information
& guidance. I except also that there will always be more to do (by security & non-security staff alike) but we
should not, therefore, lose everything on the altar of perfection & abandon our efforts because of the challenge
faced. I sincerely believe with collective effort and singular vision we can improve the safety & welfare standards
of those in the security industry. I, along with my partners are making this & workplace risk management a
priority for our business & look forward to working in co-operation with others who share this aim.
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Bullying
Security Industry.

in the

Bullying in the security industry is a problem. I’ve experienced it myself. I’ve seen other people
subjected to it. I’ve spoken to many colleagues who have shared their stories with me.

I’ve seen people who should have been fired, protected, and their innocent targets sacrificed instead, only for the
bullying to continue with the next person!
This article is an opinion piece, drawn mostly from my own experiences and recollections from a career in the
UK security industry that began in 1989.
Bullying IS a significant problem, and whether you are experiencing it directly or must deal with it from an
employer’s perspective, the importance of being properly informed cannot be overstated.
The Definition of Bullying and Harassment from the National Bullying Helpline website is worth reading. Their
site is at: https://www.nationalbullyinghelpline.co.uk
Definitions exist for a reason, they provide a framework against which, actions and situations are judged and
actions decided. However, no one who is being bullied needs a definition to understand what is happening. How
serious can bullying be? It causes stress, destroys lives and can lead to illness and worse. As well as the effects on
the individual concerned there are also the knock-on effects on their family, friends and colleagues.
Business costs in dealing with bullying are likely to be significant, especially if the employer fails in some way to
deal with situations that have been reported to them.
Those costs to the security industry are difficult to calculate. One major employer, where business costs related
to bullying have been calculated, is the NHS. The figures should raise red flags for any business owner.
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Bullying in the NHS is costing the service more than £2 billion per year in England:

https://www.telegraph.co.uk/news/2018/10/23/bullying-nhs-costing-service-2-billion-per-year-england-research/

That is a staggering sum of money and beggars belief! As a financial loss to any business sector that demands some
serious attention. Why then do employers continue to fail in dealing with bullying within their organisations?
There are different reasons, and you will discover them for yourself if you continue to research the subject.
Where bullying is the problem, be informed. Be very informed.......
Don’t make the mistake of listening to the wrong people! The world is full of ‘experts’ who make up their own
fantasy legislation and who think their uninformed opinions are actually worth something. Generally, the more
clueless these ‘experts’ are, the more convincing they sound.
If you are being bullied you may feel powerless when the opposite is in fact the case. There are many resources
that you can call on for help. A comprehensive list of these is provided at the bottom of this article.
First, I’d like to get a few things out there. We’ve all heard that all bullies are cowards. In some cases, this will be
true, but in my experience, they rarely are. A stereotype is not the best basis on which to form a plan of action.
And action is needed to deal effectively with bullies.
A colleague of mine arrived at a new site one day for a temporary assignment to help cover team members that
were out due to operations and illness. The ‘manager’, I’ll use the word lightly, told him that he thought all exservices thought too much of ourselves, were all full of s**t, (plus a few choicer comments) before telling him
that it wouldn’t take him long to ‘break him’ and force him off ‘his’ site.
For two weeks the security officer filled up a notebook with every comment, threat and unlawful instruction
that was thrown his way. At that point he submitted a formal grievance via his employer. This eventually led to
the managers dismissal, but only after a fight with the company.
They initially balked and suggested that it was all just banter and the manager didn’t really mean any of it. A
suggestion was made that my colleague might need to ‘man up’!
I don’t even know what that means? Even if we were to adopt the patriarchal, misogynistic view of the world that
‘manning up’ seems to suggest – I don’t see anything in the least bit ‘manly’ about accepting a scenario where
being abused in the workplace is ok.
So far nothing unexpected. Those of you with a few years and experiences under your belt in the industry will
not be surprised by that response.
At the outcome of the first meeting regarding the complaint my colleague was moved off the site and the ‘manager’
left in place. The written complaints procedure had been completely ignored. In a nutshell my colleague was
viewed as the problem that had to be dealt with, not the person who seemed to think that threats and abuse were
acceptable behaviour in the workplace.
My colleague again wrote to the company with a 7-day ultimatum. He told them that he was placing the matter
in the hands of a solicitor and would be reporting the threats made against his person to the police.
By this stage he was being recognised for his performance and had already been named ‘employee of the month’.
With nothing to lose he also told his employer that removing him from the site was effectively punishing him for
speaking out. That, and failing to follow their own complaints procedure, would form the basis of future action
if they failed to reopened his complaint within 7 days. A solicitor’s letter was also thrown into the mix!
‘Round two’ saw every line of the company’s formal complaints procedure followed to the letter.
About 6 to 8 weeks later the bully was dismissed. A history of ignored complaints was uncovered during the
second, more thorough, investigation.
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This is a list of some things worth knowing, far from comprehensive but the aim of this article is to encourage
you to study this subject and become knowledgeable.
◊ Employers often try to ignore, deflect or bury a complaint.
◊ It’s actually very easy to remain calm and not respond to attempts at provocation when you are well informed
and have a strategy.
◊ Support is invaluable, you need people around you that you can talk to about the situation.
◊ Don’t expect the bully to have any insight into their own behaviour. They will have an endless list of reasons
why their behaviour is your fault!
◊ Bullies and their allies will lie about you and will conspire to ‘get you’.
◊ Bullies will lie about you with no compunction whatsoever.
◊ This is one situation where a plan WILL survive first contact with the enemy. Know what you are doing and
why you are doing it.
◊ Culture is never acceptable as an excuse for allowing bullying to continue in an organisation. If bullying was
not acceptable in the French Foreign Legion in the 80’s, it isn’t acceptable in the modern security industry.
◊ Incompetent leaders exist, are often highly regarded and believe their own BS.
◊ Competent workers are seen by the above as a threat.
◊ Bullies will blame their victims.
◊ Take notes, take notes, take notes! You are a security professional, you should already understand the
importance of this!
◊ Informal and formal complaints procedures are normal. Understand them and use them.
◊ Corporate bullying leads to closing of ranks and someone standing up for themselves being ostracised. In
this case you are going to a tribunal, or more likely, settling out of court.
◊ False accusations of bullying and resultant stress do sadly occur as some people blatantly play the
compensation card! These people are an insult to those genuinely suffering and can cause a great deal of
damage.
In the end, how you deal with bullies and bullying behaviour if you experience it, will depend on numerous
factors. Don’t try to do it alone! Talk to someone, get support.

Resources:
•
•
•
•
•
•
•
•

ACAS advice and guidance, Bullying and harassment: www.acas.org.uk/bullying
Free ACAS Employment Law Advice for Business Owners and Employers: https://employeradvice.org
Citizens Advice Bureau - Discrimination at work - bullying and harassment: https://www.citizensadvice.org.
uk/work/discrimination-at-work/common-situations/discrimination-at-work-bullying-and-harassment/
Citizens Advice Bureau – Sample letter to raise a grievance at work: https://www.citizensadvice.org.uk/
work/problems-at-work/Letter-to-raise-a-grievance-at-work/
Citizens Advice Bureau - Victimisation at work: https://www.citizensadvice.org.uk/work/discriminationat-work/what-are-the-different-types-of-discrimination/victimisation-at-work/
National Bullying Helpline: https://www.nationalbullyinghelpline.co.uk
From Gov.uk: Workplace bullying and harassment: https://www.gov.uk/workplace-bullying-and-harassment
Workplace Bullying Institute: https://www.workplacebullying.org
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Articles of interest:

ŗŗ From Security Magazine: Workplace Bullying: How Security Professionals Can Help https://www.
securitymagazine.com/articles/87926-workplace-bullying-how-security-professionals-can-help
ŗŗ From Talent Magazine & HR: The 7 Ways Organizations Justify Bullying in The Workplace: https://www.
tlnt.com/the-7-ways-organizations-justify-bullying-in-the-workplace/
ŗŗ From the NHS website: How to identify if you’re being bullied at work, how to stop it, and advice on getting
support https://www.nhs.uk/conditions/stress-anxiety-depression/bullying-at-work/
ŗŗ From The Guardian: Bullying at work: your legal rights https://www.theguardian.com/careers/2017/mar/29/
bullying-at-work-your-legal-rights

Videos of interest:

cc How I survived workplace bullying | Sherry Benson-Podolchuk | TEDxWinnipeg https://www.youtube.
com/watch?v=YmRKlZEXVQM
cc Bullying and Corporate Psychopaths at Work: Clive Boddy at TEDxHanzeUniversity https://www.youtube.
com/watch?v=tlB1pFwGhA4
cc How to speak up when you feel like you can’t | Adam Galinsky | TEDxNewYork https://www.youtube.com/
watch?v=KPzccnst-Xg
cc Master the minefield - dealing with bullies, bozos & buffoons | Jeanne Sullivan | TEDxBarnardCollege
https://www.youtube.com/watch?v=QsO2zqJIjQM

Mike O’Sullivan
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Cheap LED Torches. Winners or Binners?
First of all, this was supposed to be a review of 4 cheap torches, all sourced from Amazon and all boasting an
average purchaser review score of over 4 out of 5.
Unfortunately, lesson 1 proved to be: when ordering, ensure the distributor is based in the UK. Two of the four
torches are apparently still in the safe, if not speedy hands of “China Post” the Chinese State postal service. Still,
it has only been 5 weeks since ordering so I’m sure they will arrive any time now. (Don’t hold your breath...........
Ed!)
The 2 torches that are still AWOL however, are not causing more anxiety due to the amount I paid for them: 58p
+ £1.99 delivery and a whopping £1.85 + £1 delivery.... a grand total of £5.42.
Lesson 2: Not all reviews left by buyers of stuff on Amazon are actually, well, reviews by buyers of stuff on
Amazon. Things to look for are reviews using terms and speech that don’t sound like they are written by a native
English speaker. Amazon has recognised the huge ‘fake review’ problem to some extent, and now labels reviews
from people that have genuinely bought the item from them as being from a “Verified Purchaser”. So regardless
of how great the bulk of reviews are, look at the bad reviews as a better guide to the item concerned. If bad
reviews only highlight minor issues then the item is probably not too bad a bet.
Anyway, I digress.
I have been left with 2 LED torches to review.

The H&S Super Bright Cree T6 Torch at £7.99 with
free delivery on orders totalling over £20.

The Ledeak T6 Upgrade L2, Cree Torch & accessory
kit at £15.99, again with free delivery on orders over
£20.

I bought them at the same time, so qualified for the free delivery.
Why did I pay “so much” for the Ledeak T6 kit? Well, it comes with the basic torch with wrist strap fitted, but
also: a black nylon belt pouch; a half decent 18650 rechargeable battery with plastic sleeve, allowing a snug fit
in the torch; USB battery charger; adapter enabling you to use 3 x AAA batteries; and a plastic bracket allowing
‘tactical’ mounting of the torch on a rifle, or more likely, your bike handlebars. All this in a military looking
green plastic case!
None of this is what you would call high quality, but everything worked, and so far, nothing has broken.
The H&S Super Bright comes with a AAA triple battery adapter, 3 x AAA batteries and a sleeve to allow use of
a 18650 rechargeable cell, but none of the other gubbins of the Ledeak.
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Both torches are made of black painted metal with a sliding front lens housing allowing tightly focussed or
widely spread, flood lighting. Both torches are operated by a single large button on the end cap. Both torches
offer 3 light power settings, a strobe function and an S.O.S. setting, so they could not be more evenly matched.
Both feel well made and the sliding lens bodies are smooth in operation. The on / off button on the base of
both units also controls the function by pressing the button numerous times until the desired setting operates.
The buttons are positive to use with a reassuringly loud click.
The Ledeak unit is strangely slightly longer and less compact than the H&S offering, and slightly heavier but
both torches are pocket size, making the belt pouch of the Ledeak somewhat redundant. The design and construction of the H&S seem to give it a more high quality feel.

With both torches on the maximum power setting there wasn’t much to separate the two, however the Ledeak
had a slightly clearer and less diffused light when both were on the tightest focus position.
That being said, I tested both units using identical good quality 18650 batteries, and the maximum brightness
setting will reduce operating time massively. Use the low or medium power settings on these and you would
expect at least 2-4 hours mixed duty use.
The H&S and Ledeak both survived my normal 5 night shift week, before I had to recharge the batteries, but
I rarely need to have a torch burning for more than 30 minutes per shift and this will be hugely dependant on
the quality of battery you use so these findings are highly subjective.
Both of these torches were described as “waterproof ” and I operated both in heavy rain without incident. Both
survived drops on to concrete from 4ft but with scratching and paint loss.
I did not try out the “Explosion Proof ” claim of the Ledeak, for obvious reasons.
Summary: If you don’t own a 18650 battery and decent charger then the extra money is still good value so go
for the Ledeak T6 kit. Personally, I have a couple of good batteries and a charger already so the slightly better
quality and more compact H&S Super Bright would be my choice.
Both of these offer high specs for not too much dosh so there is no loser...... My regular duty torch is American
made, no bigger than these, no more powerful, ok I can charge the battery while it is still in the torch, but at
nearly £70 I have to consider if I’m just a brand sucker?
Sometimes you get more than you pay for, which seems to be the case here.
Just be very careful when choosing your online bargain.
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Overall Scores out of 10:
•

Ledeak. 7 (Lots of kit for the money and good performance from the torch, but the extras, other 		
than the battery, really are cheap as chips quality.)

•

H&S. 8 (Feels like it should cost twice as much. Make sure you use a good quality 18650 battery and
this should prove a decent duty torch.)

Rollo Davies.
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(With this edition of TPSO magazine taking a long hard look at the Health, Safety and Well-being of
front line security professionals, we have to address the huge issue of PTSD suffered by so many of our
colleagues. Here we have one of the U.K.’s leading experts, David Tredrea, highlighting the day to day
problems experienced by PTSD sufferers.... Please be warned. This article pulls no punches and may
cause distress for those lucky enough not to have been touched by this area of mental illness................ Ed)
		

The ‘Real’ Face of PTSD!
by David Tredrea

Joe was sitting quietly at his desk, all systems calm;
he was very warm despite it being obviously cold and
wet outside. He glanced the occasional cars passing by
wondering which of the drivers were coming or going
– and pondered those who may not even know! He’d
just eaten his favourite large sandwich, burped then
swallowed 1/3 of his thermos of tea. Tomorrow was
his daughter’s 10th birthday and he checked his mobile
phone to see pictures of the new bike he’d bought for
her, complete with pink handle-bars and tassels.
As his mind drifted, curiously and oddly, he heard
a slight clinky sound and sensed, out of the corner of
his eye, some unusual movement in the corridor set off
behind his back. Then Wham! ….. quickly everything
went black. All he could hear were muffled voices and
felt himself being dragged backwards by his feet to an
area behind the photocopier. Gaffer tape was roughly
put over his mouth, then rolled over (face-down) and
similar tape over his wrists and feet. A woolly balaclava
was yanked over his head that smelled as if it had just
come off a sheep that had given birth. What Joe really
needed was a pee … oh yeah, and his amber radio callsign Delta 2 which he now remembered was in his jacket
pocket draped over the back of his chair. He had also
dropped his mobile phone when thwacked on the back of his head. He felt - and knew - he was very vulnerable
even though there was silence. That was scary … and Joe was not easily scared after all his years of front-line
exposure. For some reason, he kept hearing the worm-voice in his head repeating: “Daft bugger. You’ve just
wasted a ton buying your daughter her bike …” Joe knew from his military training that one day he might get
taken and that he should keep cool and fill his brain with positive thoughts and images – a sort of
“Safe-house in the sky”. It wasn’t working though so Joe peed himself because he couldn’t think of anything else
to do – and that made him feel better.
About 2 weeks later, Joe came to see me for mental health support. His employer of 3 years was worried he was
not fit for work and reported his buddies had noticed him dozy, with hand-tremors and possibly crying. Joe
was reluctant to talk and seemed unable to focus on what he needed. His ability to concentrate was gone and
his typical sense of fun and pranks had disappeared. He seemed angry with everyone but knew not why.
The back story was Joe’s company HQ had been bandit attacked by professionals – probably 6 experts according
to others. Joe had been taken out first, then his 3 colleagues disabled for the 15 minutes or so it took to
execute their heist. No-one knew what had been stolen but, of course, everyone knew that only the MD’s office
and computer had been targeted.
Digital video was useless and there were (supposedly) no other forensics of merit. There was no media cover
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and a blanket-ban on all external communications had been imposed on all staff the following morning. There
was no forced entry and no real physical injury although paramedics had attended soon after the Police arrived
some 30 minutes after Joe’s black-out.
Joe did not want to go to A&E as he thought he might miss his daughter’s birthday and, anyway, apart from wet
pants felt OK. He was taken home in a police car and 2 days later gave a formal statement but the Police told
him nothing of use about the incident. He had rung his colleagues to check they were OK and other mates had
popped over to check if he needed anything. His daughter had gone to school and his wife to work as a dental
receptionist. HR and OH at work had told him to take the rest of the week off and to go to his
GP is he needed anything further. Although Joe was drowsy and disorientated, he felt OK and, anyway, thought
he could do with a few days off to sort out his garden and generally catch-up.

Day 3 was fine but day 4 he started vomiting without good reason and had a bad headache. He went to see his
GP and was signed off for another week with stress and tummy flu. He was not given any medication and told to
rest and drink lots of fluid – but no alcohol. For days 5 to 8 he remained in bed then started to feel better. By
day 10 he was chopping down an overgrown tree in his garden. He returned to work on day 14 but came to see
me on Day 16 looking tired, de-hydrated and sweaty. I rang the GP as well as the employer’s nurse who both
thought there might be PTSD brought on by the attack. They wondered if that could be ‘cured’ rather like antibiotics might put right a problem chest or septic finger.
Well …. What do you think? Some of the PTSD signs are there but (imho) not enough – nor for long enough.
Many experts are of the view PTSD takes up to 6 months after an event to justify the diagnosis. Meanwhile, there
are all sorts of physical and mental reactions to an overwhelming event that might (or might not) be temporary
– transitional in medical jargon. It is reasonable to expect there may be a short-lived lack of concentration,
sleep disturbance, flashbacks, anger, despair, frustration, appetite change, more booze intake even impotence –
but sometimes an increased sexual arousal.
Find out more soon, via the TPSO website about Joe’s recovery what we did, what he did, what I did and why
I was curious as to why only Joe suffered when his colleagues who were similarly violated by the same people
yet appear calm and peaceful. To me, it is fascinating why each individual varies in their reaction to trauma
– some overwhelmed by relatively small events (the straw which breaks the camel’s back) and others appear
hardly affected by the most brutal of attack, rape and kidnap. Part of the answer lies in the rage of ‘red-misting’
- you can look that up on the search engine of your choice - and other parts lie elsewhere. To help you out …
it has nothing to do with age, race, strength, sexuality, intelligence, religion or pay-grade. Any ideas what was
uppermost in Joe’s mind’s list of conflicts? If you want to send me your suggestions, I’d like to know!
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David Tredrea

David has worked in the specialist international trauma arena for over 40 years - Later, as lead researcher in the
rapid treatment of burns to front-line workers, David became very interested in how burn victims process pain;
some do well yet others don’t, despite similar age, race, injury and treatment.
Just after ‘Black-Hawk Down’, David was in Mogadishu as UNICEF consultant in child trauma, then air-lifted to
Rwanda for the genocide then into New York for 6 months to advise UN very top-brass on the nature of trauma
in East Africa, especially for its own teams and aid agencies.
(Blimey! I’ve tried to produce a short mini bio for David...... And I just can’t. Sincere apologies to him and TPSO
readers as this is just a minor fragment of his incredible history.........Ed!)
Since returning to the UK, David has assisted many Police Forces and other major services still with the
occasional overseas rescue mission such as the tsunami, plane crash and hostage. David tends to be a fast, nobullshit operator, who gets to the roots of the problems quickly in order to find the best, durable, ethical, and
most cost-effective solutions. These are often a mix of clinical, emotional, operational or financial imperatives
- obviously each tailored for uniqueness.
Best of all, David is fun yet tough, effective, rapid, discreet, remarkable at storing secrets, loyal and expert at
seeing wider pictures of dread implications and finding best pathways quickly – MENSA style!
dpt@consultant.com
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Criminology:

what use is it to a security officer?

by Rob Kennedy BA(Hons) MSyI

T

here is some fantastic work undertaken every day by security operatives that contributes positively to
society. Those of us that work within the industry are often unsung heroes keeping people safe and
protecting property. Credit must be given to those that provide a security presence when most people
are at work, home or enjoying themselves within the night time economy. We also do some fantastic
work across all sectors of the industry providing reassurance to the public as they go about their day to day
business.
There are so many positives that can be attributed to the individuals that work within the sector. The knowledge
staff have of individual sites is often first rate. This enables a swift response to any changes to the environment
that warrants further investigation. These positives contribute to the combined safety, security and continuity of
business in the environment that we operate. Sadly, security is still deemed by many as a grudge spend, this will
hopefully change with the professionalisation of the industry enabling better communication with the client
and public.
The purpose of this article is to introduce key concepts of criminology to enable security officers to overcome
challenges and accelerate their individual progression. It is also the intention to demonstrate that the world of
academia can meet the real world of operations. This combination provides the opportunity to contribute to
improving operations and mitigate risk. This will hopefully further encourage you as an individual to consider
undertaking an academic qualification whilst also enabling better communication and demonstrate the value
of this to clients. We will start by explaining four theories that underpin situational crime prevention strategies:
Routine Activity Theory
This is the theory that argues for a crime to be committed the convergence of three factors are required:
• An offender
• A suitable target (or potential victim)
• The absence of a capable guardian
An offender could be anyone that is motivated to commit a crime. A suitable target could be an object worth
stealing, physical structures that could be damaged or an individual who could be victimised. The absence
of a capable guardian is the lack of a security presence. If any of these three factors are removed, then the
opportunity for crime to occur is dramatically reduced. To put this into context this could be the addition of
a security officer (capable guardian) at a retail site or the removal of a target for example Argos removes most
targets from the potential criminal.
Rational Choice Theory
Rational Choice Theory argues that potential offenders make choices and decisions during both the planning
stages and the carrying out of criminal activities. If rational choices are made by the would be criminal to
increase the chances of their success, then these choices can be influenced by the perception the criminal
has regarding the security protecting the suitable target. This gives the security professional the opportunity
to influence the behaviour of the criminal. If the chances of the criminal succeeding are low, or the risk of
being caught is high, then the criminal is likely to make the rational choice to move onto a softer target, this is
known as displacement. This is superbly demonstrated by the great work done by security officers and crowd
management/customer service stewards at our major rail stations. They provide a high visibility layer of security
supported by effective patrols. They also demonstrate great customer service skills that can be used to ‘approach’
individuals to ascertain their purpose, and report any suspicious behaviour using the ‘WHAT’ protocol.
continued on next page
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Crime Mapping
The recording of where and when crimes are committed can contribute to the identification of crime ‘hot-spots’.
Resources can then be deployed to mitigate these ‘hot-spots’ as a crime prevention strategy. This could be an
area of a retail unit that houses CRAVED (concealable, removable, available, valuable, enjoyable, disposable)
goods or simply redeploying Door Supervisors to the cloak room when closing to mitigate potential acts of
violence within a queue.
Crime Prevention through Environmental Design (CPTED)
It is worth mentioning CPTED (pronounced SIP-TED) within this article as it focuses on how space within
the operational environment is managed to influence behaviour. This is done by utilising symbolic barriers and
altering the said space to encourage acceptable behaviour. The core techniques of CPTED enhance territoriality,
access control, natural surveillance, image, maintenance and milieu. CPTED however probably deserves its own
article written.

These theories then underpin Situational Crime Prevention…
Situational Crime Prevention (SCP) methods are employed by many security professionals to protect people
and assets. SCP is based on the management, design and manipulation of the physical and human environment
to reduce the opportunity for specific types of crime. SCP has five factors that are supported by 25 techniques to
reduce crime, those factors are:
•
Increase the effort (of the criminal)
•
Increase the risk (of being caught)
•
Reduce the rewards (of the criminal act)
•
Reduce provocations (within the environment)
•
Remove excuses (to commit the crime)
The 25 techniques can be found on the Centre for Problem-Orientated Policing website:
http://www.popcenter.org/25techniques/
The use of SCP and CPTED combined has proven to be a success with numerous case studies providing
evidence of positive results across dynamic circumstances. Hopefully this has enabled a better understanding of
criminological theory. The challenge for you now is to apply this theory to meet the various challenges you may
encounter. Try problem solving with the 25 techniques, it will help you immensely in your current and future roles.
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Criminology:

what use is it to a security officer?

continued

Why should you consider an academic qualification? That’s an easy one to answer, the security industry
is moving forward with the view to professionalise the industry becoming a reality. The final step to this
professionalisation in my opinion lies with the educating of the clients that require such services. You can be a
key driver behind this and should consider an academic qualification to enhance your development. You will
also rise quite swiftly within the industry as progression is very achievable.

Rob Kennedy BA(Hons) MSyI

A motivated and determined security professional currently studying for
the MSc in Security and Risk Management with the University of Leicester.
Rob is a Training and Development Manager with SecuriGroup, an engaged
member of the Security Institute, and a growing voice in the UK physical
security industry.

www.securigroup.co.uk
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Salary negotiations in
2019.
How to come out on top.
The Expert’s View.
by Mike Hurst CPP FIRP MSyI

I

n September ASIS International re-launched their flagship event, now rebranded as the Global Security
Exchange (GSX). This year the event was in Las Vegas, which for those of you who haven’t been – I’m not
sure I’d bother. (Ay? Can I have your ticket then next year Mike?........... Ed.) The event was great, but I found
LV to be rather otherworldly.
Anyway, part of the event was The Career Center (US spelling) and I was invited to join a panel with two US
recruiters, I have never met: the panel was moderated by a CSO. Now, I don’t talk to many recruiters, at least
not about recruitment, so I was quite pleased that we agreed on pretty much everything.
We came to the subject of salary and contract negotiations and if age was considered an issue. The questions
from the moderator are below and I will attempt, broadly, to summarise the answers given. Unfortunately, as
is often the case, there are not always exact right and wrong answers and some of the answers are similar but
hopefully they will still be of use. Caveat: this is full of generalisations
Question - Who are better negotiators young Question - What is the most important skill set to
professionals or “older employees”?
have these days, in a compensation discussions?
The consensus here was that someone’s negotiation
skills do not necessarily match their age. Younger
people may lack the experience of these situations to
be effective and realistic, but older ones may lack some
enthusiasm and ambition. Whilst it isn’t necessary to
agree with the other party, it is important the ability
to understand their position as this will help you.
Also, and this will recur in other answers, preparation
matters. The three of us agreed that sometimes
women are less likely to push themselves forward and
more likely to accept less (there were two men and one
woman on the panel)......

Preparation (see, I told you it would recur) and
knowledge. You need to be able to justify why you
should receive an increase. Just because your colleague
receives and increase, it doesn’t mean you deserve
one. Be prepared to quantify what you do and how
that benefits your employer. Benchmarking can be
useful, if you can show that for the role you are in, the
going rate is X and you are being paid less than that,
it may be a positive factor: Glassdoor and other sites
may help. Always try to conduct these negotiations
in a professional and friendly way. Avoid taking an
aggressive standpoint and if you can negotiate with a
smile, that can go a long way.
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Question - What is the most common mistake people
make during remuneration discussions?

Question - Is there a change between young people
now and let’s say, 10 years ago?

Not having a clear objective and making unrealistic
requests. It is important to have a clear understanding
of the state of the market and how well your employer
is doing. Remember, it’s not always about the base
salary.
Commission, bonuses, holidays, future
opportunities etc, can also be a factor.

There is an argument that for some younger people,
communicating face to face rather than via social
media, text -speak and emojis is harder. This may well
be true for some, but experience tells me that most
people will adapt how they communicate and the
language they use, dependent on the situation.
Many companies will, as part of the process of having
a diverse workforce, want to employ young people and
will try hard to recruit them, but younger people need
to realise that sometimes the person recruiting is of a
completely different generation and their expectations
may vary wildly from that of the candidate’s. As
an example, in the Summer, Dr Alison Wakefield,
Chairman of the Security Institute, invited me to
speak to some of the students at a security summer
camp she was running at Portsmouth University. I
was talking about the importance of business cards
and one of the young Masters students said that no
one uses them anymore. My response was that I do,
and I’m a recruiter.

Question - Are employers ready for this discussion or is this still a huge leap for them?
Often they simply are not. Although if HR are involved, (they often are) they may well be more prepared.
The employer may have a fixed idea of what pay increase they are awarding (or not) and may just expect the
employee to accept it. This means it is extremely important to avoid being too confrontational and as said
previously, prepare, research, justify your salary expectations, and remember to smile.
Hopefully there is something of interest in the above, but if you have specific questions, please drop me a note
to mike@hja.co.uk.

Mike Hurst
Mike Hurst CPP FIRP MSyI is a Director of
HJA Fire and Security Recruitment and cofounder of AllSecurityEvents.com.
He is the Vice Chairman of ASIS International
UK and a former Director of the Security
Institute. He also sits on the BSI GQ/3
Committee.

64

65

www.theprofessionalsecurityofficer.com

Security – It’s
in your mind.
by Nicola Whiting

Managing your mental state, has direct impact on your health and security.
The need to stay safe
Feeling safe is the second most basic need a human has: on Maslow’s Hierarchy of Needs it next in importance
to being alive, breathing, eating, drinking etc. We all need to feel safe. When we feel safe we think clearly,
respond to events appropriately and tend to make better decisions. When we feel unsafe or threatened, the
brain’s alarm system floods our body with hormones, triggering feelings of stress and anxiety - it becomes very
difficult to think clearly and we become ‘primed for action’ or ‘paralyzed by fear’ (both of which can have serious
consequences).
Our “Evolutionary Security Officer”…
We all have evolutionary hardwiring dedicated to assessing risk and reacting to danger. It’s designed for our
own protection, tasked with ensuring our security and survival - and prioritized to receive all of our sensory
information first. This part of our brain (the amygdala) can be thought of as our ‘evolutionary security officer’.
When faced with danger, or a stressful situation, this ‘security officer’ tells us to fight, flight, or freeze. It
wants us either running from, or confronting, an attacker - not working out logically the strategic risk of a
successful attack.
Our ‘security officer’ constantly assesses everything we sense, checking for signs of danger. Anything it perceives
as a threat – a broken lock, the shadow in the corner of the open room, the unexpected noise on patrol – can
cause it to ramp up your responses. This response is chemical and primarily driven by three hormones (that
have a massive impact on your body) Adrenaline, Norepinephrine and Cortisol.
Most people are aware of Adrenaline, our key ‘fight or flight’ hormone. Norepinephrine provides similar
assistance – partnering with Adrenaline to make sure our muscles are ready for instant action. Cortisol supports
them by adding a resource management system, it shuts down functions like reproduction and the immune
system and redirects that energy to survival. Combined together these three hormones provide a boost of
energy, focus and resources which - in a dangerous situation - can be life-saving.
When “Good” Hormones go “Bad”
These hormones are vital for our survival, but over time, persistent surges of stress hormones can damage your
blood vessels, increase your blood pressure, and elevate your risk of heart attacks or stroke. Anxiety, weight gain,
headaches, and insomnia are also all symptoms associated with longer-term elevated levels of stress.
Experiencing some stress is normal, however (over time or after extreme events) the fight or flight response can
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become over stimulated and ‘hyper-vigilant’. Hypervigilance - often found in anxiety disorders like PTSD (posttraumatic stress disorder) - is when you become constantly alert for real or perceived threat, which can affect
your judgement, interactions with others and appropriateness of response.
Regular everyday stresses can become magnified and we can react to them in disproportionate ways. We become
more vulnerable to being overwhelmed which can lead to anxiety or panic attacks.
It’s important to reduce the likelihood of being overwhelmed by feelings of stress, but how? The ideal solution
is to remove or reduce the security risk (fix the lock, have back-up etc.) but this isn’t always possible. We can
however learn skills which help retrain our ‘inner security officer’ - allowing us to manage stress more effectively.
Retraining your ‘Security Officer’:
To help control stress, you’ll need to learn to manage and support your parasympathetic nervous system (also
known as the “rest and digest” system). The ‘rest and digest’ response is the opposite of the ‘flight or fight’
response. It helps balance your energy, promotes healthy immunity and allows your body and mind to rest and
repair itself.
What can I do that’s practical?
This varies from person to person – everyone has a different way to achieve a sense of stillness, inner calm, or
peace. For some, Yoga or meditation can help – for others it’s something mindful yet physical, such as Tai Chi.
For those who can’t sit still, many have found that walking in nature, swimming laps or running has been their
key to de-stressing. Whether its mindfulness, prayer or talking things through with a friend (or professional) –
rest and repair are essential to your health and safety.
One of the quickest and most accessible ways to achieve some measure of stress reduction is detailed below –
and everyone can do it!
How to calm your security officer: Breathing
Have you noticed that our breathing often speeds up when preparing us for flight or fight and that
our breathing slows when we’re relaxed? The good news is that we can take control of our breathing pattern to
help us manage our stress response.
The ‘Calming Breath’ (also called 7-11 breathing)
7/11 breathing is a style of breathing used in meditation and yoga. It’s a powerful, ancient and well used relaxation
technique that’s been used successfully all over the world…. Here’s how to do it:
1. Place your hands on your stomach and breathe in, filling your stomach up with air. (This is how you breathe
when doing deep ‘diaphragmatic breathing’).
2. Breathe out more slowly than when you were breathing in. (It is the out-breath which stimulates the
relaxation response).
3. Repeat this process, breathing in for a count of 7, and out for a count of 11.
N.B. If you can’t manage 7/11 breathing then adjust the numbers (as long as the out-breath is proportionately
longer than the in-breath then you should still feel some calming effect).
Finally…..
As a security professional, others depend on you for protecting their livelihoods and even lives. Ensuring your
own safety whilst doing so, is essential, and effective stress management can help keep your ‘inner security
guard’ in peak condition! Reducing stress can help you: think clearly, make better decisions and respond to
events more quickly and appropriately. Ultimately learning to manage stress may be a safety investment, that’s
well worth making...
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Nicola Whiting
Nicola Whiting is Chief Strategy Officer at
Titania Group.
She is an Amazon bestselling author, writer and
advocate for diversity in all forms.
In 2017 SC Magazine named her one of the
top 20 most influential women working in
cybersecurity.

You could advertise here!
Will you reach the right audience? Well, you’re reading this.
So are your customers...

Want a cost effective way to sell your company to areas and audiences
that
no other publication can reach?
Email Mike today: Admin@PeerPublishing.Ltd
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The Benefits of ‘Mindfulness’ for
Front Line Security.

by Tony O’Brien

M

indfulness was a subject that I scoffed at when I was introduced to it many years ago. I like many
of you had visions of Buddhist monks and endless hours of chanting in the corner of a dark
temple. I was first introduced to mindfulness by an old martial arts instructor about 18 years ago.
It was taught to me as a method to control breathing and relax during sparring sessions. At first, I
thought it was absolute craziness, but I saw my instructor roll and spar numerous opponents without wheezing
while I was gasping after a few rounds. Once I started taking it a little more serious, I found myself improving
not just in my martial arts but in everyday life as well. Later in my security career I found t not only to have
many positive applications, but I also met other successful security professionals who engaged in this practice.
So, what is mindfulness? For me, mindfulness is being aware of your thoughts, your emotions and your physical
conditions. Being aware of these things not only helps you focus and relax but gives you much more control
over them in a subtle way. I’m sure we can all agree that the items I mention above are all important factors in
performing successfully in the security industry regardless of the sector you work in.
A few myths and a reality.
Myth 1: Mindfulness is a Zen like calm only achieved
by monks.
Reality: Mindfulness can be practised by anybody. It
isn’t about being ultra-calm (although calmness is a
by-product). It is simply about being aware of your
emotions and having control over your emotional
state.
Myth 2: You need to sit and chant for hours to meditate
Reality: What’s being described here is meditation as
a practice of mindfulness. This can be done in as little
time as you wish, and you can sit in absolute silence
to do it. It can be done in 30 seconds or 30 minutes. I
recommend 10 minutes to start. (Surely you have 10
minutes to sit in silence)
Myth 3: You need to sit cross legged on a carpet while
being mindful.
Reality: You can sit, stand, walk, run, lift weights while
being mindful. It can be practiced on any couch, chair,
car or floor you want. I’ve meditated on buses, trains,
gym changing rooms and cars.

“A Mind is
like a parachute.
It doesn’t work if it
isn’t open”.
Frank Zappa

Myth 4: It doesn’t work anyway so waste your time.
Reality: I believe it works. And so, do some of the most successful people in the world. It was practised
by Shaolin warrior monks, Chinese king Fu masters, and samurai warriors. In more modern times breathing
control is practised by people such as Horion and Rickson Gracie, Arnold Schwarzenegger, Special forces soldiers, the Russian art of Systema and many others.
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So, what has this got to do with working in security you might ask. Well nothing and plenty to be honest.
There are countless security operatives out there who get by just fine without it. There are also countless of us out
there who would like to be better able to focus, to relax or to control our emotions or our physical responses. If
you could spend 10 minutes before work making yourself feel more energised, more alert, more focussed and
less likely to get stressed would you think it was worthwhile? In the long term there are proven benefits in terms
of both physical and mental health. Looking after your own wellbeing is a key factor for successful security
operatives many of whom will find themselves in stressful working environments. This simple step can go a way
to assisting with that.
Practical applications
It doesn’t need to be the stereotypical cross-legged chanting monk-like image you have in your head. Sit down
for 10 minutes before work in a quiet place. Take some deep breaths. Close your eyes and relax. If you struggle
to sit still for 10 minutes there are amazing free apps out there like Headspace which talk you through the whole
process. Don’t worry if you find your mind straying for most of the time. It gets easier. I used to do this most
nights for 10 minutes in the car before going into work. I can honestly say it made a huge difference to me. It
made me much calmer, more relaxed and more alert. I used to consider it getting my work mindset in place and
leaving all the emotional and physical baggage of the day behind.
Even on those nights where it was wet, miserable and
violent I found myself better able to manage my mood,
my temper and my concentration (most of the time).
During violent encounters, it helped me to detach from
the fear and anger of the encounter and respond more
effectively and controlled which I have no doubt kept
me and my team safer.
The main benefit I got from it though wasn’t in these
difficult moments I’ve described above. The main
benefit I found was in dealing with the aftermath of these
difficult moments. The stress and adrenaline you feel
after a conflict or a difficult situation. Being relaxed and
mindful helped me rationalise the stressful after effects
of violence and the sometimes-difficult moments of
personal abuse or threats. This is now more commonly
known as resilience but it is just another positive by
product of mindfulness. If any of you have ever come
home from work feeling down, second guessing your
words or your actions in a conflict situation or worrying about the consequences of a violent encounter then
this will help. It helped me manage that horrible feeling after conflict of adrenaline being dumped through the
system.
One of the most common questions asked by people new to mindfulness is “how will I know it’s working”?
The truthful answer is that generally you won’t. Usually the positive control, awareness and behaviours associated
with mindfulness will be noticed by other people around you before you notice them yourself. Others notice
that your calmer under stress, more controlled, more aware and when they begin to comment on it you realise
it personally the benefits are already obvious to others.
I usually finish off an article with a summary and one of two action points for the people who have taken the
continued on next page...
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time to read the entire article. On this occasion that approach is incredibly difficult as mindfulness is a very
subjective area. If I could suggest 2 things for you to try out over the next week:
1. Take 10 minutes before work each day to sit down by yourself. Close your eyes, sit in silence and just breathe
in and out. It’s isn’t going to hurt and it may help. (I highly recommend the free Headspace app for this.)
2. After you finish work. Sit down for 5 minutes and do the same. Look forward to getting home to your family,
your gym, your friends or your bed and leave all the stress of work behind you.
If you have stuck with me to the end, I thank you and I ask you to try these things. If it helps you in any way to
become better at your job or personally then that’s great. If it’s not for you then thank you for trying at least. By
simply trying you have shown your dedication to improving yourself as a person and a professional and for that
I commend you. Your mental wellbeing is something only you can control and improve. Don’t let it slip.
I’ll leave you with the words of George S Patton below. If it’s good enough for him, it’s good enough for me.

“Now of you are going to win any battle you have to do one thing. You have to make the mind run the
body. Never let the body tell the mind what to do. The body will always give up. The body is always tired
in the morning, noon and night. But the body is never tired if the mind is not tired.”
For more information on the Headspace app I mentioned go to:

www.headspace.com

Tony O’Brien.
Tony is a respected specialist in the field of security,
safety and the management of conflict and risk in organisations.
As a top industry consultant, on a daily basis, he is helping organisations develop solutions to their risk management and conflict management processes through
designing training, policy and risk assessments
to
meet real world challenges.
He is also qualified as an expert witness, in the use of
force, and most security related fields.
Also a QQI subject matter expert for the security and
safety sectors
Winner of the 2016 IITD Rising Star Award.
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Who to Follow On Social Media?

January 2019.

Social media can be a fantastic source of news, knowledge and even networking opportunities. Just recognise
and avoid the current torrent of, and I hate to use the term, “Fake News”...
Twitter tends to be the ‘go to’ source for up to date news and views.
LinkedIn has a huge stockpile of articles giving advice and guidance across the whole spectrum of Security.
Facebook has a large number of interactive pages on many security fields, giving you a chance to voice
your opinion and hear the thoughts of others.
Instagram has a huge stockpile of people photographing their dinner
or showing everybody how great they look in a mirror!
(Very bitter. Did you get banned again?......... Ed.)
For our purposes, Twitter and LinkedIn are the formats to get involved in, with the highest amount of
industry professionals out there, giving their valuable views and advice.
If I were you, I’d find and follow these people:

Michael O’Sullivan

Paul Drury FSyI

Co-Founder TPSO Magazine, worked
UK security industry since 1989, many
different roles. Military experience French
Foreign Legion Rapid Intervention Force

Security Pro & Vice Chairman and Fellow
of @syinstitute

@ProSecurityMag

@ChatbackSy

https://twitter.com/ProSecurityMag

https://twitter.com/ChatbackSy
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Philip Ingram MBE

Dan Kaszeta

@PhilipIngMBE

@DanKaszeta

Freelance Norn Iron security, cyber,
intelligence, terrorism & geopolitics
journalist. CBRN expert. Former senior
intelligence & security officer. Usual
Caveats

Life-long security and CBRN specialist.
Veteran. Writer. Londoner. US-UK Dual
National.

https://twitter.com/PhilipIngMBE

https://twitter.com/DanKaszeta

Mike Hurst, CPP

Andy Blackwell

Disrupting paradigms. CPP®️
Top 10
security influencer. MD - HJA Recruitment

Threat and Risk Consulting. Director
@BSC, @3DAssurance. Advisor @
ISARRUK. Partners: @NCCGroupPlc @
Redline_AvSec. fmr. Head of Security @
virginatlantic. SeMS

@_MikeHurst

@bsc_secure

https://twitter.com/_MikeHurst

https://twitter.com/bsc_secure
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Mike Gillespie

BrianSims BA (Hons) Hon FSyI

@Advent_IM_MD

@RiskXtra

Managing Director of Advent IM Ltd,
Member of Select Committee on Cyber
Intelligence CSCSS

Brian Sims BA (Hons) Hon FSyI, Editor,
Risk Xtra (Pro-Activ Publications)

https://twitter.com/Advent_IM_MD

https://twitter.com/RiskXtra

NBCC

Will Geddes

The National Business Crime Centre is
working with businesses and police to
reduce crime.

Intl Security Specialist | Analyst for Press
& Media | Cat Dad | Best-Selling Author of:
Parent Alert: How to Keep Your Kids Safe
Online

@willgeddes

@BusinessCrimeUK

https://twitter.com/BusinessCrimeUK

https://twitter.com/willgeddes
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ASIS UK CHAPTER

Dr. Alison Wakefield

With 35,000 members we are the global
leader in security education, certification
network & standards,. Educate, Engage,
Empower Xchange.

Dr Alison Wakefield FSyI, Chairman
of the @SyInstitute, the UK’s largest
association for security professionals. See
also @SyInstituteCE.

@ASIS_UK

@SyIChair

https://twitter.com/ASIS_UK

https://twitter.com/SyIChair

Mahbubul Islam CSyP

Mark Tucknutt

Director - The Security Institute. Chartered
Security Professional who likes to highlight
that Cyber Security is a property of
something else. Amputee and proud.

Founder of Toren Consulting. Co-Chair of
the SyI Built Environment Security SIG.
SQSS, SABRE CP and CA. Tweets do not
reflect SyI positions.

@MahbubulCSyP

@MarkTucknutt

https://twitter.com/mahbubulCsYP

https://twitter.com/marktucknutt
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Nicola Whiting

Richard Bell

CSO, Titania Ltd | Infosec Geek | ESTJ-A|
Amazon Bestselling Author & Speaker |
Belives in Go-Giving | Is ActuallyAutistic

Chief Operating Officer @TenIntelligence;
global investigation and protection group
• Director @cybersimplified • @hyufc_
official • @FootBellR (views are mine)

@CyberGoGiver

@securityspeak

https://twitter.com/cybergogiver

https://twitter.com/securityspeak

Security Analyst

Stephen Mackenzie

Managing Consultant at SRSRM, Member
of the Security Institute. Can help with that
sticky security problem.

Independent fire, security & resilience
advisor.
International
innovator,
researcher & campaigner. Public speaker,
media commentator & technical author.

@Selyst

@StephenFireRisk

https://twitter.com/selyst

https://twitter.com/stephenfirerisk
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Bonnie Butlin

Tony O Brien

Training and Development Specialist

Co-Founder & Executive Director,
Security Partners’ Forum & Expert
Network Member (Cybersecurity) @
World Economic Forum

Specialist in the field of security, safety
and the management of conflict and risk
in organisations. Helping organisations
develop solutions to their risk management
and conflict management processes.
https://www.linkedin.com/in/tonyobriensecurity

https://www.linkedin.com/in/bonnie-butlin-560b2439/

Nicholas Reed (ASMS, MSc,
MSyI, MIPSA, TechIOSH)

Ellie Hurst ASyI
Cyber Security Consulting * Reducing the
risk of cyber security incidents through
friendly, bespoke services & training

Head of Protective Services - passionate
strategic risk, security, safety and
governance professional

https://www.linkedin.com/in/elliehurst/

https://www.linkedin.com/in/nicholasreed1978/
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Rollo Davies MSyI

Grant Lecky MSc. CSyP, CBCP,

The Professional Security Officer
Magazine

CMCP, CORP
Training and Development Specialist

Editor of this new publication for FRONT
LINE Security Professionals, always
passionate about security, in all its forms.

Editorial Board Member, Canadian Who’s
Who and Expert Network Member (Risk &
Resilience) at the World Economic Forum.

https://www.linkedin.com/in/rollodavies

https://www.linkedin.com/in/grantlecky

John Sephton MSyI

Peer Publishing Ltd

Security Manager | Business Continuity
Manager

The Professional Security Officer
Magazine

Senior security manager and business
continuity and risk professional. 18 years
experience in improving, managing and
innovating security contracts. Leading,
mentoring and motivating large teams.

The magazine for FRONT LINE Security
Professionals. Written by front line
Security Officers, it will have all the news,
views, helpful info, product reviews, good
ideas and articles that YOU want to read.

https://www.linkedin.com/in/johnsephton

https://www.linkedin.com/in/tpso
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Peter Houlis BA(Hons) CSyP,
FSyl, CTSP

Peter Jones

Chartered Security Professional Security
Consultant, Director The Security Institute

Chief Executive | Nineteen Group |
International Organiser of Major-Scale
Trade Exhibitions

https://www.linkedin.com/in/peter-houlis-ba-honscsyp-fsyl-ctsp-4548262/

https://www.linkedin.com/in/peter-jones-0b501010/

Dr Rachel Anne Carter, MSyI

Dr Richard Diston DSyRM MSc
CISSP CISA CRISC CGEIT

Cyber Innovation; Manager and CoFounder Journal of Terrorism & Cyber
Insurance; Insurance Director

Cyber Security Instructor at Firebrand
Training

https://www.linkedin.com/in/rachelannecarter/

https://www.linkedin.com/in/dr-richard-diston-dsyrm-msccissp-cisa-crisc-cgeit-32a8021b/
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How to
train for the
un-trainable,
and kick risk
to the curb…
by Jason Sexton

Risk

is a general term. And it
ought to be. It is always
around us to varying
levels. There are all sorts of
mitigation concepts and products. But risk can never be
fully eliminated, and that means there is always a chance
that something out of the ordinary could happen. Across
the board risk is assessed and handled accordingly
through assessment, policy, legalisation and training, but
this cannot prepare for every eventuality. That’s a scary thought. What do you do when an incident occurs that
you haven’t prepared for?
Let’s delve into a simple framework to apply to the unknown; an idea or process to help you consider your
approach to the unplanned and unchartered risk event. We’ll discuss:
• A real-life scenario of an unexpected risk event
• The gap in risk knowledge on the ground
• Using what I call ‘Critical Action Points’ (CAPs) to manage the risk event/zone
Let’s say it’s a routine evening for your Security team at a place of mass gathering. The hustle and bustle of
commuters heading home from work, people going to enjoy dinner and drinks, or simply passing through.
There is an almighty ‘BANG’. A call is made over the radio for Security to respond as reports are coming in that
a large panel of glass has shattered onto the escalators below. Someone may have been hurt.
On arrival Security find the two escalators running with patrons still going up and down, stepping over a pile
of smashed glass. There is a gap in the panelling above the escalator, but there are still shards of safety glass
preciously hanging. Security are generally trained to deal with the immediate issue, so get to work moving
patrons away and stopping the one escalator with glass on it directly below where it fell. The rest of the damaged
glass falls, sending it flying and causing a small cut to a passer-by. Maintenance arrive and group with security
to discuss the issue. Patrons still find ways to take shortcuts through the incident. Eventually a larger exclusion
zone is set in place.
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Considering the above scenario (a real-life situation), it is easy to see that some form of risk management has
taken place, albeit that security staff on the ground may not know to call it that. When maintenance arrive, they
conduct a risk assessment and realise more glass could fall, prompting security to extend the exclusion zone.
In this discussion, resources group together to learn and gain information, but this takes time. What happens
around the incident in the mean time is risk exposure that you don’t want. It isn’t that security, maintenance or
the risk responders aren’t trained – it is that they are trained in specific areas. Sometimes that can be limiting.
This type of incident is rare, so there is no clear procedure for isolating such an incident. Everyone works
together to get there eventually, but it leaves passers-by, staff and the business entity still open to risks. How do
you plan for something like this? What if this turned out to be an explosion, or caused by a malicious act?
Risk planning is something most organisations undertake, and there are always broad statements and response
plans. When people are assigned jobs, they learn over time how to handle situations that occur regularly, while
developing a ‘work it out as we go’ approach for anything unknown. This is a legitimate response to unknown
incidents, but it means that people are exposed to risks for a longer period while personnel work through all the
possibilities. If we know that we want to reduce risk first, then we must provide a simple formula for any person
to follow when they come across a developing situation not encountered before.
We can summarise key steps in responding to unknown incidents in a formula I refer to as ‘Critical Action
Points’ or CAPs. The idea here is to get to the core of what we need to do as a first responder. Simply put, when
something happens in front of you, or you arrive at an incident and you’re not sure where to begin, the key is
to stop people getting in harm’s way – reduce risk to people and you reduce risk overall. Sometimes there may
appear to be competing priorities (such as a fire and trying to evacuate people, or a first aid incident and trying
to preserve life) but all scenarios have a ‘safety first’ component which is key to arming any individual with the
ability to respond to the unknown. Critical Action Points (CAPs) can be ordered as follows:
Safety first.
Make sure it is safe for you to approach. If not, or there is doubt, do not approach.
Isolate or Evacuate.
If you can approach safely, isolate the immediate area to reduce people entering the risk zone and try to make
it safe (e.g. turn off gas supplies, etc.). If it is not safe, start evacuating from where you are outwards, away from
the risk zone.
You can only do what you can do.
Cordon and Contain.
This may involve barriers, caution tape, closing doors (while remaining able to provide emergency services
access) as examples. This can be done at the risk zone as you isolate it, or further away if you have had to
evacuate.
If you are not confident on the risk level of the situation, make the containment bigger.
Get help.
Call for the appropriate services to remedy the problem as per your usual protocols.
These four Critical Action Points (CAPs) are an ideal way to simplify the approach to managing risk for everyone.
We adapt to the inherit requirements of our roles and manage frequent risks well, but when a new, unusual, or
challenging situation arises, we must pause and consider our response. Using CAPs puts the emphasis on safety;
mitigating risk first and foremost to yourself, and then to others.
For all businesses, risk practitioners, security and first responders, the CAPs method can be applied to help keep
people safe and in turn reduce risk and exposure to all involved, including the organisations bottom line.
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Jason Sexton
Jason has been working in the security industry for over 10 years in both
Australia and New Zealand, combining experience in major events, asset
protection, crowd control, gaming, training and operations management.
He holds a Diploma of Security and Risk Management and a Bachelor of
Information Systems. Jason actively works in the industry as a consultant
and security manager. You can find him on LinkedIn at:www.linkedin.com/in/JS-GHC

Coming May 2019
Edition 3 of The Professional Security Officer Magazine will be looking at:

“Terrorism & Criminal Activity. Recognition, Prevention and Response.”
We will feature a wealth of articles from:
•
•
•
•
•

Police.
Military.
Internationally acclaimed industry influencers.
Top Experts.
YOU!

We will also have valuable information and guidance on career development.
The latest industry news and updates.
Important reference material.
Competition!

What else?
You decide.
It’s YOUR magazine!
Just Email: Rollo@peerpublishing.ltd
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(TPSO asked our friends at leading workplace health and ergonomics company, Posturite, to explain why a combination of
chair choice and work habits can help keep security personnel more comfortable and less likely to develop aches and pains.)

Top ergonomic tips for
tackling pain at work.

I

f you work in an office or a control room, odds are you spend a lot of the day (or night) sitting down on a
task chair. Sitting-related problems take a long time to develop. Often you won’t know there’s a problem
with your posture or your chair until the pain sets in, and by then it’s probably already affecting your
concentration, well-being and productivity. Musculoskeletal problems like back pain and upper limb
disorders (commonly known as RSI) can affect your mood, make it difficult to concentrate and of course impact
all areas of your life, not just work. While the chair you use is by no means the only measure of how at risk you
are of developing an MSD, if it’s uncomfortable then this will probably influence how you feel, act and perform
at work in some way simply because of the amount of time you spend using it.
Prolonged sitting in itself, regardless of the chair you use, is thought to increase your risk of health problems like
diabetes, obesity, high blood pressure and cardiovascular disease. This is why it is so important to firstly consider
the type of chair you use (especially if that chair is being used for long periods of time, by multiple people), and
secondly, to encourage and practice healthy working habits like taking breaks, stretching and moving regularly.
If you use display screen equipment (DSE) such as TV screens or computer monitors daily for prolonged periods
of time, it is the responsibility of your employer to provide appropriate seating that meets the DSE regulations.
However, meeting DSE regulations isn’t everything. Our Seating Specialist David Kirtley, who has 17 years of
experience in the ergonomics industry, says the key to getting the right product is to: “Trial, trial, trial. That’s the
only way that they can make their staff happy.”
Unfortunately ergonomic equipment is still seen by many employers as a last resort for specialist cases rather
than as a cost and pain-saving prevention for everyone. Usually this is because of the higher upfront cost of
buying ergonomic products, and the fact that it is often difficult to measure the exact cost of musculoskeletal
disorders in the workplace.

“Experience shows that neglecting to give seating the attention it deserves often proves to be
costly, not only in maintenance and replacements, but in physical damage caused to employees,”
adds David.

HSE reports that 35% of all work-related illnesses in 2017-2018 were attributed to musculoskeletal problems,
resulting in a loss of 6.6 million days across a 12-month period. In addition, researchers from Imperial College
London, Arthritis Research UK and the University of Aberdeen found that almost half the UK population may
be living with chronic pain. It is vital that we use well-designed, properly set-up equipment at work seeing as
this is where we all spend so much of our time.
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When it comes to buying chairs for security personnel, David says:
“In the typical security office scenario, chairs are often used 24/7 by
people of varying heights, weights and shapes. While it is difficult
to find a one-size-fits-all solution, there are certain chair models I
would recommend over others. On the whole, choose a durable,
sturdy, well-padded chair with plenty of adjustment options.”
David’s three chairs of choice for security personnel are:
HÅG Tribute - this generously padded chair comes with inbuilt
lumbar support and the HÅG in Balance® mechanism which is
highly praised in the industry. It means that (when activated) the
chair moves intuitively with the user so their muscles are constantly
engaged. This is an excellent way of remaining active while sitting.
RH Logic 24/7 - this is a fully customisable chair with options for
coccyx cut-outs, neck rests, arm rests and memory foam seats.
It comes as standard with a lumbar pump so users can find the
perfect amount of support for them, instantly. It is also durable,
well-built and comes with a 5-year warranty for 24/7 use.
Throna - armchair-level comfort with great ergonomic support.
The frame design is inspired by seats used in the automotive
industry, making it extremely sturdy and comfortable for extended
use and easily adaptable to various sizes and ergonomic needs.
All of these chairs can be found on: www.posturite.co.uk.
A range of adjustment options are important if the chair is being used in shifts. As a minimum you want height
adjustment, seat pan depth and back tilt. Staff should be provided with training or instructions on how to use
the functions on the chair to get the most out of them.
David would like to offer all TPSO readers a free consultation and chair trial with his team. Please email
him on davidkirtley@posturite.co.uk to arrange. For more advice on ergonomics and posture, please visit
our online art of sitting resource:
https://www.posturite.co.uk/help-advice/useful-resources/learning-guides/art-of-sitting
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Making Social Media Work For
You.
How to use it to your maximum professional advantage &
How to avoid becoming unemployable!

Love

it or hate it, over the last 2 decades, social media in all of it’s forms, has become a part of
everyday life. From the days of “Friends Reunited” and “MySpace” to the current plethora of
platforms, one thing is undeniable, we share huge amounts of personal data, intentionally or otherwise, with
the world.
This sharing of information can have disastrous consequences for your career, or paint you in a highly
positive light.
It is a fact that employers increasingly look at candidates social media footprints, especially for more senior
roles, but it has become a lot more than that.
Social media can also be used to create your own personal “brand” and project and highlight your attributes,
achievements and professional image. You can also form hugely valuable professional networks of industry
contacts, regardless of whether you have ever met these people in real life or not. You just need to display
ideas, views and opinions that align you with those you wish to connect with. There are ways and means
to do this and none of this should take more than 30 minutes out of your average day, but will pay massive
professional dividends in the future.
Before we look at how to sell yourself, there are a few UNIVERSAL HABITS TO AVOID:....

continued on next page...
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NEVER swear or use bad language in a tweet or post. Regardless of your motivation or annoyance. Any
reader will view it as a lack of suitable vocabulary and rightly or wrongly, perceive you as less intelligent.
NEVER try to connect or ‘friend’ anyone because you like a profile picture. Well, unless you’re on a dating
site obviously. It doesn’t matter how hot you think Ms Dawson, the CEO of a large multi national company
is, or how much of a stud Mr Davies, the publisher of the planet’s most popular security industry magazine
is, (In your dreams sunshine........ Ed!) business professionals don’t network based on physical attraction.
Comment on how great someone looks in their LinkedIn profile and you will be lambasted into a black hole
in space, and rightly so!
NEVER spout “extreme” views. Think what ever you like, even share, within your circle of friends in
PRIVATE. We don’t, yet anyway, live in a country where your thoughts are monitored, however, publicly
express any “unpopular” views, or worst of all, any open dislike or criticism of any race, colour, religion, sect
or creed, and you open the gates of Hades. Be absolutely warned, 10,000 posts about your charity work or
featuring lovely fluffy puppies will count for nothing, after just one, ill thought out tweet.
NEVER post after a few drinks! Even if you are trying to make a decent and valid point, the more you have
consumed, the sillier you will sound. Even if you think you are fine. Just don’t. Bottom line: If you wouldn’t
drive a car, don’t post to social media. I applied for a job online after a ‘major’ night out a few years ago. It
was a fantastic job with a large company, great pay and perfect for my skill set. Waking up with a hangover in
the morning, I read my super duper application and it sounded as if it was written by a 6 year old! I wanted
to change my name and leave the country.
If you find somebody’s views offensive or are particularly annoyed by an individual for any reason, simply
“Muting” or “Blocking” that person is far easier and less stressful than engaging. You need to appreciate that
sometimes, bothering to argue with someone who is very clearly extremely misguided, is just a waste of time
and energy.

But now for the good news. There are a lot of easy things you can do to boost your profile and get noticed by
the RIGHT people, on the main social media platforms. Here are our Top Tips:
LinkedIn is THE network for professionals. It provides
not only opportunities to expand your network of
contacts but also has a huge range of informative
posts and articles to increase your security industry
knowledge base. There is a small list of people we
suggest you follow, in every edition of TPSO magazine,
and I strongly recommend you do so. Want to get the
best from this network? Here’s our advice:
•

Size may not be everything, but when it comes to
your professional network, a larger circle of contacts
tends to lend credibility, so grow your NETWORK...
For years, LinkedIn stated that you were only supposed to connect with those you had met in the real world.
Seeing how restrictive this had become, this was abandoned a few years ago for a much more sensible
approach. Join groups that you have a genuine professional interest in. Follow security industry leaders, a
good start would be the 50 or so people in the TPSO Key Names in Security list. Follow the top and most
highly rated companies. You may find the ACS Pacesetters list helpful. Follow those you want to hear the
opinion of. Search for people that do what you do, in the country you work in, and follow those that do jobs
you aspire to. Before long you will find that many of the people you have followed, will follow you back as
long as..........
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•

…....... You have a great profile. Use a decent head and shoulders photo. Doesn’t have to be professional, but
it shouldn’t have 20 drunk mates in the background, taken whilst on a beano in Magaluf. The profile should
be upbeat and positive. Highlight your achievements. BE HONEST, but remember that this isn’t your CV so
feel free to leave out jobs or experience that don’t you any favours or support the professional image you’d
like to portray. You will also find that recruiters generally value experience, skills and achievements over
qualifications, so highlight everything RELEVENT and don’t worry too much about the GCSE in Biology.
• Ask former colleagues or bosses for RECOMMENDATIONS, but remember to always reciprocate and
if you are for example, a professional security supervisor, looking at advancement to management, a
recommendation from your boss in the chip shop you worked in during the summer of 2002 isn’t going to
fit with the brand you are creating for yourself, regardless of how great you were at battering haddock. A
few quality and appropriate recommendations from decent sources, are better than many that have no real
relation to your career path.
• “LIKE” and “SHARE” POSTS and articles that you are impressed by, or that you found useful. Especially
those of some of the bigger LinkedIn players within the security industry. This gets your name out there in
the right circles as does............
…....... Making positive and intelligent COMMENTS on the posts and articles that you have found interesting,
entertaining or informative. Just please don’t comment for the sake of it. A few honest and thoughtful responses
to the posts of others, will be far better received that dozens and dozens of “I agree” or “How true” comments.
• If you have read an article that was of particular interest to you, feel free to thank the poster and offer any
positive feedback, if you are qualified to do so. It probably isn’t wise to point out that the Global Head of
Cyber Security for a large multi national company, missed something vital out in a long piece, if you are still
a security officer at a warehouse.... unless you are 100% certain of your knowledge. In which case go for it.
But be super polite! Impress them. Do not annoy them. If in doubt, just don’t touch the keyboard!
• And finally: Unless you are a film star, or in a witness protection program, DO NOT set your preferences to
block contact requests “unless they know your email address”! LinkedIn is not a huge cauldron of spam and
phishing attempts so you will gain little in security terms, but you will miss connecting with recruiters and
professionals that can help you, and it’s annoying, so just don’t.
Basic psychology states that people tend to like the people that openly like them, so make supportive and
encouraging comments on the posts of your peers and you will rapidly find these people commenting on,
liking and sharing your work.
Twitter is THE news and views platform and is also
an active home to some of the top names in the global
security industry. Although the younger generation
tend to be swerving Twitter these days, the movers and
shakers in the industry are still joining on mass so this
needs to be a major weapon in your brand creation
armoury.
It is sadly, also the home to many “bots”, sources
of false or misleading information, employed by nation
states, political parties and numerous interest groups
with specific agendas, so don’t get sucked in.
Here are my tips to rapidly becoming a respected
security industry micro (1000+ followers) influencer.
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Have a quality profile. Yet again, use a decent head & shoulders photo. Use every available character to
promote who you are, as searches look for terms in the profile description, so be descriptive. “Security
Professional” is not going to gain as much attention as “City of London based, blue chip physical security
professional. Security Institute member, currently studying for a level 4 qualification in risk management.
If you have any doubts as to whether or not your employer monitors your Twitter feed, presume they do, so
do not forget to add the Twitter disclaimer of “All Tweets Are Solely My Own” and “Likes = bookmarks not
endorsements”, just in case you say, or even seem to support something, that may not be in line with your
employers company policy. It probably won’t save you if you have gone totally postal, but it may help, a bit,
possibly.
Be positive. This is no silly point. Study Twitter for any length of time and you will find that the moaning,
miserable types attract other moaning, miserable types, generally angry with the world because it is certainly
not their fault that they have failed in their career or can’t get a girl or boyfriend. Professional types are
positive. If you don’t feel it, fake it until you do! Professionals in the security industry are attracted to
positivity because it reeks of success and achievement. You will also quickly find that all of the real players
and influencers in the security industry are genuinely very nice people. I kid you not. You will find so many
real industry stars ready to help you and give you good advice, but you need to display the positive attitude!
BE: Warm, Enthusiastic, Supportive, Keen, Intelligent, Agreeable, Humble.
AVOID: Argumentative, Arrogant, Opinionated, Insulting, Discouraging......
Follow the key security industry people and top companies. Look at the all those that follow the people and
organisations you are interested in and follow all of those that resonate with you. Repeat this and before
long you will have a substantial list of followers. If you hit the maximum Twitter follow limit, just go back
4 weeks into the list of people you follow, and unfollow anyone that has not followed you until you are able
to continue. Don’t go off track and WATCH OUT FOR BOTS! Don’t follow accounts with no descriptions,
only a few followers and with anything less than a professional profile. BOTS will follow you however so be
prepared to lose a few followers whenever Twitter does a purge on “suspect” accounts. Within a month it is
quite possible to gain a following of 1000+, just bear in mind that obtaining valid followers gets harder as
you progress.
DO NOT automatically follow back everyone that follows you. Some may be bots. Some may be con artists.
Some may just be so far from your desired network as to dilute and devalue you professional brand. Check
each profile before you accept anyone.
Occasionally do a Twitter search OF YOUR OWN NAME. Why may you ask? Well as you grow in followers
and your online profile expands, you will unfortunately attract criminals who will duplicate your account,
pretending to be you, in order to con the unsuspecting in a myriad of ways. It is very, very freaky and
immensely unpleasant but, Twitter are pretty good at suspending and then deleting these malicious “clone
accounts”, just ensure you check from time to to time and let Twitter know if you find any, via the reporting
system on the profile page of these ‘shady’ accounts. If you think I’m Joking, I have had 7 so far this year, all
using my photo, full name, description and slight variations of my Twitter @handle!
Create quality content. No need to become a journalist. Just Tweet news and info relevant to your target
readership. Where to get this info? Retweeting news that you find on Twitter is fine but for the little extra
edge, may I introduce you to a service such as “Google Alerts”.
Just Tweet! Been somewhere interesting? Take photos and tweet them with a comment. Had a great idea? Run
it up the Twitter flagpole and see who salutes! Want to publicly thank someone or company for something?
Twitter is your tool. Just remember, where you can, try to include a photo, graphic or even one of the Twitter
stock GIFs. It simply increases views of your post. We all love pictures after all!

Facebook has been around for a long time, in social media terms, so I’m not going to go into great detail about the
pros and cons. Be aware that this is the platform that normally gives employers the grounds to reject applicants,
continued on next page...
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fire existing employees and helps the Police catch the less intelligent segment of the criminal fraternity.
Think about this:
•

It is a bit of an urban myth that prospective
employers will look at your Facebook page and
reject you because of a few photos of you being
a “bit merry” in a bar in San Antonio. Everyone
is allowed to be a bit silly on holiday. Employers
these days tend to recognise this. Facebook is
generally the platform for photo sharing with
friends and family so if you’re posting stuff that
you want restricted to a certain closed group, then
please look at and alter, your “Privacy Settings”,
then ensure all posts are set for “Friends Only”
viewing.
• Check what your friends may have “tagged” you
in. You may have the tightest security and have MI5 levels of caution on your account, but if your mate Dave
has tagged you in a photo, viewable by anyone, involving 5g of Colombian marching dust, three prostitutes
and a goat, you are not going to get the amazing job in the City that you had your hopes on. Probably.
• Join security related groups and pages. You have the chance to interact with like minded professionals in
a wide range of fields. You can be robust with your views, and feel free to add constructive criticism to the
posts of others but, in the words of Jack Nicholson, “BE POLITE!”
I have reason to believe that there is a Professional Security Officer Magazine Facebook page. Just saying.
Instagram seems to have a small following within the security
industry. As an individual security professional, unless you
have some fantastic pictures of yourself pouting in a mirror,
I really wouldn’t bother. (But of course the TPSO magazine
Instagram Page is fabulous! Obviously........... Ed!)
To be honest, that’s about all we could really recommend.
Trends and fashions come and go but LinkedIn, Twitter and
Facebook seem to endure so I’d make these the basis of your
“online professional branding” campaign.

In summary:
• Be professional online. Be the person you want to be seen as.
• Be respectful and positive.
• Develop a network of quality industry contacts.
• Showcase your skills and advanced knowledge.
But remember, the brand, image and contacts you develop online are just a part of the machine you will
need to drive your career. CPD and advanced training are the others. Actively work on all of these areas and
the sky is the limit.
See you online @:
www.twitter.com/SecurityRollo | www.linkedin.com/in/rollodavies
www.facebook.com/groups/TPSOmag | www.instagram.com/securityrollo/

Rollo Davies.
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The Trouble with Trauma

T

he risk of trauma is a clear and present danger for security staff exposed to the risk of physical assault
or witnessing harrowing incidents. The symptoms of trauma can include uncharacteristically poor
behaviour and attendance at work - and can result in job loss, family breakdown, addiction and even
suicide.
There is a clear responsibility for employers to help security staff who experience these issues to get help. When
a major incident occurs at work, such as a recorded assault on a staff member, there is a need to discuss this with
the employee and perhaps suggest they take some time off or consult their GP.
But what if they are suffering from a traumatic event that happened in the past, perhaps during a former military
career? This can be an issue for the security community given the number of staff with a Forces’ background.
Unresolved issues of trauma may surface or be triggered many years later by something that happens at work
or at home.
The problem for all responsible employers and line managers is understanding the issues of trauma and being
able to recognise the symptoms and then ‘signpost’ effective help. The goal is to take action before the situation
deteriorates, both for the staff member and the organisation.
So what can you do to identify and resolve these issues - particularly for any Forces’ Veterans who may have
issues arising from service for their country in recent war zones?

PTSD Resolution.

Constantly, it seems, we read in the media about the failure of this country to help veterans suffering from PTSD
(Post Traumatic Stress Disorder). Incidents of suicide are highlighted, resulting from unresolved mental health
issues, it is said.
It is important to say firstly that such incidents are in fact very rare; but also that there is hope. People can get
better. A counselling programme for treating PTSD is achieving great results in the UK, with nearly eight out
of ten armed forces’ veterans approaching PTSD Resolution being treated successfully by the charity. Treatment
is free to Veterans, Reservists and their families and is provided locally, through a nationwide network of 200
therapists.

Trauma Training.

Looking at the general population, mental health
disorders account for one in five of all work days lost
and cost employers £25 billion according to N.I.C.E.
The incidence of such disorders amongst ex-forces
personnel is not known - at least statistics are not made
available.
Few employers can recognise the symptoms of trauma
- far less assist employees constructively and find out if
they need help and then arrange appropriate treatment.
This is why PTSD Resolution introduced TATE, Trauma
Awareness Training for Employers. The charity set up
half-day workshops to help company owners, line
managers, human relations people and other staff to
understand more about the problem of trauma, however
caused.
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So what can you do about the problem of trauma, today?
If as a line manager, you have staff who have been exposed to violent scenes, or maybe are going to come across
them in current duties, you or they need to be helped, ideally through an agreed process.
Here is an outline guide:1. If you or a staff member is experiencing the effects of trauma, you are not going mad and this is not a sign
of weakness. It is a normal reaction to extreme events. It can happen to anyone, even robust and apparently
stable people. Everyone has a threshold beyond which they can be traumatised.
2. It’s OK to talk about it, but it won’t necessarily help. Treatment is what is needed. The sooner you get on with
it, the sooner you’ll be able to return to a normal routine. After all if you broke your leg, you would get it
fixed professionally – it is not so different with mental health.
3. Your doctor probably will not be a trauma specialist. In fact you may know a more about post-traumatic
symptoms than him or her because of the nature of your work and the people with whom you have contact.
4. The latest medical thinking opposes reliance on medication for post-traumatic symptoms, but many doctors
still offer antidepressants for new trauma cases, so you should insist on seeing someone suitably qualified, a
therapist. There is a good probability that, with appropriate treatment, you will experience a good recovery.
Security organisations should develop a culture that is responsible, not ‘macho’, in this area - that is informed,
aware and supportive. Operational machinery is
maintained regularly and repaired when necessary, so it
is only rational to adopt at least the same approach with
your people.
If you manage staff who may experience trauma, keep
an eye on their behaviour. If someone is involved in an
incident and seems to have changed, it may be a sign
that they need help.
Let them know that you are aware of what they have
been through, that the organisation’s policy is to be open
about stress reactions, and encourage them to get help
if necessary, so that everyone can continue to work well
together.
When an employee does not seem to be returning to
their normal attitude and behaviour after a few weeks, it
is as well to open a dialogue about how he or she would
like to be helped to recover.
It is helpful to develop a relationship with an organisation
like PTSD Resolution, that has experience of posttraumatic reactions, and can deliver brief interventions
that return people to normal work and family life.
The cost of a typical course of treatment should be very much less than the expense of supporting an unwell
employee down the line - or worse still, coping with the collateral damage if someone does something unfortunate
while traumatised in your employment.

Trauma Immunisation.

So should security teams be screened or routinely treated for trauma following an incident? Probably not.
People have a natural process of dealing with and resolving the effects of disturbing incidents, most of the time.
It is possible that working in the security or military sectors now or in the past, you been affected adversely by
what you experienced. This is normal, and the effects will have faded in many cases. If they do not do so in a
month or so, or if it is getting worse, it is a good idea to get some help.
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Patrick Rea

Patrick is a member of ASIS and Communications Director of charity PTSD Resolution. He is a
specialist in marketing security and works with product and service suppliers as well as the Police
and Home Office.
(PTSD Resolution really does some fantastic work so please take some time to look at their website.
The Professional Security Officer Magazine is 100% in support of everything they do. If you can help
them, please do so. If you are not in a position to assist, then we would be most grateful if you could
just spread the word. Thank You............... Ed.)
For further information visit www.PTSDresolution.org.
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Contract Security #2......
by Mark Robinson.

F

ollowing on from my last article in issue #1, I know a few managers and senior managers may that have
raised an eye brow thinking, this doesn’t happen at our company, however sadly many suffer from ‘ostrich
syndrome’, believing it can’t happen here.

I know of a site where none of the Security Officers had been fully trained on manual handling, but were
constantly receiving requested to attend the owner of the buildings office or apartment, to carry out various
tasks, mostly to carry his luggage when he was going away. The most common task was to go to the local
supermarket to buy a trolley full of bottled water, that was to be taken either to his office, or to his apartment.
The challenge there was, if the lift was out of order, which it was frequently, the Security Officers had to carry
the water up to the 5th floor to his apartment. This left the entire site vulnerable.
Security Management were totally aware of this, however, nothing was ever said in fear of losing the contract.
Yes, this was a site that I worked on, but my hands were tied, occasionally I would say that the Security Officers
were tied up dealing with something, but the owner was very persistent and often stated, “do you know who I
am?” Laughable really, when someone has to keep reminding contractors who he is.
During my many years within the industry I have worked with many health and safety advisers, health and
safety managers and local council Health and Safety executives. All believed that Risk Assessment’s should be
easy to follow, ie, the Risk is either, High, Medium or Low.
Nowadays however, Risk Assessments seem to have all types of fancy equations with lots of coloured boxes
and columns, WHY?? Is this simply a result of expensive external consultants trying to justify their fees? It’s
ridiculous. I’ll say it again, High, Medium or Low, full stop. For instance, an external patrol in Piccadilly: From
experience, you are dealing with Drunks, Drug Addicts, Vagrants, singular or in groups, and members of the
public who wish to enter the building when its closed.
The Risk is High, however, when going through the reported incidents, the Risk became low, no attacks or acts
of violence recorded, but it was a probability, so therefore, to be reviewed every 3 months. Risks were especially
high with regards to Lone Workers on a Night Shift. Only one Security Officer would conduct a patrol. The risk
to the safety of that officer is clearly High. You really don’t need to know or understand that D+B=C-A1 in a
green column is bad... Or something?
But are patrols being conducted properly, especially by the Lone Worker in a high risk area? Would he / she
challenge anyone on their own, move-on a sleeping vagrant in a fire exit etc etc. Should they really be conducting
patrols on their own in the first place? Other than completing a risk assessment, what should Senior Management
be doing to safeguard their employees?
Employees will shy away from the risk assessments if they look too complicated and will therefore interpret
their own meaning. I’ve seen it on far too many sites. At the Hotel groups that I worked for, we made the Risk
Assessments easy to follow, held monthly meetings and always tried to end the meetings with a humorous
Health and Safety story... These days the leaving of a chocolate on a pillow in a guest room was to be banned, as
it was encouraging obesity. However nothing was done to stop the Hotel selling all possible types of sweets in
the mini bars?
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Mark Robinson.
Over the last 30 years, Mark Robinson has been the Head of Security
at some of London’s top Five Star Hotels.
With a history of looking after Major International Stars of Screen,
Sport and the Music Industry, he is a respected Subject Matter Expert
on Ultra High Profile threat mitigation,
media handling and ‘total security’ event planning.
(TPSO has had a series of meetings recently that fully support and
highlight Mark’s experiences! The current regulatory system seems to
allow organisations to hide behind “box ticking”, consultant lead, risk
assessments, when a genuine “Common Sense” view is far far different!
Thanks again Mark........... Ed!)
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COMPETITION!
January 2019.

Prepare to be jealous.. (Probably not very...... Ed.) The winner of our Edition 1 competition was:

Mr ALAN BARBOUR of EDINBURGH!
Alan’s top answer was simple, but concise, and very popular,
“ I make a difference because?”:....... “I STAY INFORMED!”
It really hit the spot with our judges, for obvious reasons.
Well Done Alan! Your TPSO stuff is in the post.
To be in with a chance to win some “Money Can’t Buy, Fantastic (False advertising is still a thing you
know!........ Ed.) TPSO branded merchandise”, along with your name going out in the next edition,
and on social media, we would like you to finish the sentence:

“What I like most about my job is?”:......................................................................”
The Top answer, according to a panel of TPSO judges, will receive some “TPSO stuff ”
and a name check in the next edition, along with a far more immediate mention
on the Magazine’s Twitter, LinkedIn and Facebook pages.
Just send your answer, by email to:
admin@peerpublishing.ltd
including your full name, postal address and preferred email address.
All entries must be received by Noon on Friday the 29th March 2019.
The winner will be informed by email on, or within 48hrs of this date.
The judges decision is final, even if it is a bit dubious.

Legal rubbish: Your personal information will not be stored beyond the date of the announcement of the winner
and we will not flog it to anyone, use it in nasty ways, or do anything at all dodgy with it.
(Seriously? That’s GDPR compliant is it? Give me strength!....... Ed.)
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The important links between
wellbeing, diversity and inclusion.

by Dr Alison Wakefield FSyI

A

s employers become more conscious of the value of promoting employee wellbeing inside and
outside the workplace, as a means of getting the best out of their staff, more and more organisations
are creating positions and programmes that collectively address the areas of employee wellbeing,
diversity and inclusion.

What are wellbeing, diversity and inclusion?
According to the International Labour Organization (ILO), an agency of the United Nations, workplace
wellbeing relates to all aspects of working life, from the quality and safety of the physical environment, to
how workers feel about their work, their working environment, the climate at work and work organization.
Employer wellbeing measures are seen by the ILO to complement occupational health and safety measures to
make sure workers are safe, healthy, satisfied and engaged at work. Worker wellbeing is presented as a key factor
in an organisation’s long-term effectiveness, with the more progressive organisations recognising that their most
important resources are their human resources.
The many definitions of diversity and inclusion in a
workplace context include those used by The Co-operative
Group (better known as the Co-op), which actively
presents itself as a responsible and ethical business. The
Co-op defines diversity as relating to acceptance and
respect, understanding that everyone is unique and
recognising our individual differences, regardless of
sex, sexual orientation, pregnancy, gender identity, race/
ethnicity, religion/ religious belief, culture, marital/civil
partnership status, age, educational background, physical
and mental ability, caring responsibilities, political
opinion or physical appearance. It defines inclusion in
the workplace as being about engaging the uniqueness,
talents, beliefs, backgrounds, abilities and ways of working of all colleagues, and working together to create a
culture where colleagues feel they belong and are valued and respected. It is not difficult to imagine the impact
of a genuinely inclusive environment on the feelings of workplace wellbeing among employees, and indeed
research by the University of Hertfordshire as part of their Do Something Different programme identified a
strong relationship between diverse/inclusive behaviours by employees and their individual wellbeing.
In what ways are the concepts linked?
The Sydney-based consultancy Include-Empower.Com argues on its website that there are four main ways in
which the concepts of wellbeing, diversity and inclusion are linked:
• Workplaces that are inclusive foster enhanced employee well-being;
• Employees with high levels of well-being are more inclusive;
• Effective well-being initiatives accommodate the unique needs of different employees; and
• Best-practice diversity and inclusion programs recognise mental health and well-being as a diversity issue.
Factors behind this are seen to include positive effects on employee self-esteem, career achievements and
progression, work-life balance, feelings of connectedness and belonging and pro-social behaviour, and reduced
discrimination, prejudice and harassment. This is supported by research by the Diversity Council Australia
suggesting that Australians working in inclusive teams are:
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•
•
•
•

Nineteen times more likely to be very satisfied with their job than workers in non-inclusive teams;
Four times more likely to stay with their current employer;
Two times more likely to receive regular career development opportunities; and
Almost seven times less likely than workers in non-inclusive teams to have personally experienced
harassment and/or discrimination in the past year.

How well is the security sector doing?
The Australian industries seen to be taking the lead in implementing measures to establish inclusive teams are
financial and insurance services, and education and training. Those seen to be lagging are manufacturing, and
information, media and telecommunications. I doubt many would argue that the security sector is a trailblazing
industry in these respects, but there is room to be optimistic as more and more organisations recognise that
actively addressing these areas makes good business sense and provides strong opportunities for competitive
advantage. There is a growing number of examples of security-related organisations setting out policy statements
or showing leadership in these areas:
•

•

•
•
•

•

G4S proudly states that its UK businesses are some of the few in the security sector to have been awarded
Disability Confident level 2 status (a government scheme for employers led by the Department for Work
and Pensions) recognising its efforts to identify and remove barriers which impact on the employment of
people with disabilities.
Shield Security Service declares on its website that, among a series of commitments regarding recruitment,
training, retention, consultation and disability awareness, where applicants have a disability as defined
under the Equality Act 2010, they will be guaranteed an interview subject to meeting the essential criteria
for the job (SIA licence).
Knights Group Security publishes its policies and procedures on a range of topics related to wellbeing,
diversity and inclusion, including policies on career development, disability, equal opportunities, equality
and diversity, sexual orientation and violence at work.
CIS Security won the Inspiration in HR Security and Fire Excellence Award in 2016 for their 20:20 Vision
initiative, launched in 2015 to increase the percentage of women security personnel they employ to 20 per
cent by the Year 2020.
Mitie, the facilities management contractor, won the Diversity Award at the British Insurance Awards 2015,
having featured in the Times’ Top 50 Employers for women for five consecutive years, and having signed
a formal partnership with Remploy in March 2014, resulting in 80 new disabled recruits and a series of
disability awareness sessions.
In 2018, facilities management contractor Sodexo also reported that it had been recognised in the Times’
Top 50 Employers for women for the fifth year running.

Other bodies are using their platforms to promote key messages within the security profession about employee
wellbeing, diversity and inclusion. In September, the Security Awareness Special Interest Group (SASIG)
professional development and networking forum ran its third workshop on ‘Equality, Diversity and Inclusion
in the Security Profession’, in which I had the privilege of participating. A memorable quote from the day was
that a non-diverse workforce “is like a team of only quarterbacks” (although “strikers” would be a more apt
analogy outside the United States). In October, the intelligence, investigations and security consultancy Risk
Advisor Group launched a ‘Diversity and inclusion in Security Network’, with the aim of promoting diversity in
the security intelligence, analysis and consultancy sector through, mutual support and networking.
In November, ‘neurodiversity’ (recognising and respecting neurological differences like autism, dyslexia and
ADHD) was one of the themes of a panel discussion to which I contributed at the International Security Expo.
In the same month, City Security Magazine published an article titled ‘Diversity and inclusion in the security
sector: the key is treating people as individuals’, based on an interview with Asif Sadiq MBE, Head of Diversity,
Inclusion and Belonging for the Daily Telegraph newspaper. In the interview, Mr Sadiq commented that diversity
and inclusion are particularly important within the security sector, as finding creative ways to better protect
individuals and companies are of the utmost importance; that some changes are small but still significant, “like
adjustments to a security officer’s uniform that make it comfortable for everyone”; and that diversity within
the security industry helps support efforts to tackle the varied security challenges organisations face, including
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opportunities to challenge norms that have established over time within security, which might not be the best
way to tackle emerging challenges and threats.
How can individuals help to make a workplace inclusive?
In achieving such gains, leadership from the top of the organisation is essential, but all employees play a part
in establishing an inclusive workplace. Co-op staff members are actively encouraged to contribute to these
objectives in the following ways, which should be important rules of thumb for all of us:
•
•
•
•
•
•
•
•

Try to understand other peoples’ points of view and help them understand yours;
If you ever see inappropriate behaviour, challenge or report it;
If you challenge others, do so in a respectful way;
Be aware of different cultures and customs, and respect the benefits that diversity can bring;
Respect the confidentiality of colleagues and customers;
Deal with customers, colleagues and suppliers in an ethical and lawful way and with respect at all times;
Take responsibility for your own actions; and
Look for solutions to problems and try to resolve issues constructively.

Among these, I am particularly heartened to see the Co-op encouraging direct intervention by employees to
challenge poor behaviour. The ‘bystander effect’ is a well-known phenomenon that I am sure most of us have
witnessed or experienced, whereby the greater the number of people present, the less likely people are to help a
person in distress. Many anti-bullying initiatives today include support and training of individuals to become
defenders or ‘upstanders’ in bullying situations.
Why are trans issues now getting so much attention?
An aspect of wellbeing, diversity and inclusion that is
currently receiving much long overdue attention relates
to trans people. The results of the government’s National
LGBT Survey, published early last year, included the
concerning finding that one in five LGBT employees in
the UK are not ‘out’ at work. This suggests that employers
have much work to do in listening to the needs of their
lesbian, gay, bi and trans employees and addressing
the challenges they face. Guidance that is available to
employers includes the “Transgender Policy Guide for
Employers”, published by GIRES, and a government
guide to “Recruiting and Retaining Transgender Staff ”.
In an article in Personnel Today magazine (15/3/16), a quote from Paul Deemer, Head of Equality, Diversity
and Human Rights at NHS Employers notes that: “Although trans has received a lot of publicity recently, it’s
both poorly understood and highly complex and can manifest itself in many different ways depending on the
individual concerned”. In his organisation, physical protection needs to be a core aspect of the response, as
he explains: “When it comes to a Saturday night in casualty and the potential for abuse from the public, you
have to offer strong leadership and … visible protection to trans staff ”. The article also quotes Hayley Parker,
Diversity and Inclusion Manager at ASDA, where around 1,690 employees (roughly 1%) identify themselves
as transgender, and notes that this means the retailer occasionally needs to deal with transphobic abuse by
customers. It is reported that the store has a “zero tolerance” policy to any hint of harassment towards trans staff,
including pointing or whispering behind a hand, which can be enforced by anything from “an uncomfortable
conversation” with security staff or the police, to the ultimate sanction of being blacklisted from all stores.
With more people now coming out as transgender as understanding and acceptance of trans people grows,
employers need to make their policies on gender identity and expression clear, and train their staff accordingly.
Rachel Reese, a co-director of trans inclusion consultancy Global Butterflies quoted in a recent article in People
Management magazine (2/10/18), stresses the importance of informing security staff, receptionists or others
outside the immediate team about a trans employee: “A security guard often sees a visibly trans person and
asks about their pronouns [how they prefer to be addressed] at the top of their voice, causing a meltdown in
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reception”. Security checks at airports and other transportation terminals can also present problems if clear
and effective policies and procedures have not been put in place, allowing for individuals’ preferences for being
searched by a male or a female, while also being sensitive to individual officers’ readiness to search a person
living in the same gender but not sharing their physical attributes. In an article in The Guardian newspaper
(11/9/17), a quote from Zhan Chiam, gender identity and expression programme officer at ILGA, a federation
of international organisations that campaign on LGBT rights, highlights the challenges across international
transportation systems: “We receive many complaints from people who have experienced harassment and
discrimination because their presenting gender doesn’t correspond with their passport details”. These issues
bring into sharp focus how an absence of procedures can have the unintended consequence of creating an
environment that is actively hostile and humiliating for a particular group of people.
How can I learn more?
In summary, employer wellbeing, inclusion and diversity strategies should benefit all of us, but are a responsibility
of all of us as well. If you would like to learn more, an award-winning initiative by PricewaterhouseCoopers
is a good place to start, with some short but powerful videos. These can be seen at https://www.pwc.co.uk/
openmind. In my organisation, the Security Institute, we are now working on our own strategy, with the aim of
communicating key messages and commitments tailored not only to our employees and nearly 3,000 members,
but the wider security community. If you would like to share any observations with me, or offers of help, I would
be very pleased to hear from you, at alison@security-institute.org.

Dr Alison Wakefield FSyI
…...is Chairman of the Security Institute, and an academic criminologist at the University of
Portsmouth, where she runs the Professional Doctorate programme in Security Risk Management.
She represents the Security Institute on the board of the Chartered Security Professionals Registration
Authority, and serves on the Advisory Councils for the International Security Expo and the
International Disaster Response Expo run annually at Olympia. Alison is also an Associate Fellow of
the Royal United Services Institute. Alison is a regular author and public speaker on security topics,
and her contributions include the books Selling Security: The Private Policing of Public Space (Willan
Publishing, 2003), The Sage Dictionary of Policing (Sage, 2009, edited with Jenny Fleming), and
Ethical and Social Perspectives on Situational Crime Prevention (Hart Publishing, 2000, edited with
Andrew von Hirsch and David Garland).

100

101

www.theprofessionalsecurityofficer.com

The
Negative
Health
Effects of
Shift Work!

In

2018 the UK media were highly aroused by Office for National Statistics figures that seemed to
indicate that the average life expectancy for a “Security Guard” in the UK, was just 62 years, 25%
less than the national average!

The ONS has since debunked this as simple misinterpretation of the available data.

Phew....
But, that’s the only good news.
There have been many U.S. and U.K. studies on shift work and related health effects. Without further ado, shift
work increases the likelihood of the following:
•
•
•
•
•
•
•

Developing Type 2 diabetes. Risk is massively increased if you work rotating days and night shifts!
Impairment of basic brain function and premature brain ageing.
Increase in all-cause and cardio vascular disease mortality.
Increased risk of lung cancer.
Doubled risk of breast cancer.
Increased risk of high blood pressure.
Increased likelihood of obesity.

The associated lack of good quality sleep is also linked to:
•
•
•

Chronic fatigue syndrome.
Heart disease.
Depression.

.......... Gulp!............
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So what can we do to help lessen the risk of this long list of health nightmares?
Unhelpfully, the official NHS advice is: “ideally, find another job.”

Thanks for that.
The Health and Safety Executive offers some more useful and practical advice for people working shift work.
This includes:
• take extra care if you drive to and from work as your concentration may be impaired; if possible it may be a
better idea to use public transport
• identify a suitable sleep schedule of at least seven hours a day, you may find it useful to keep a diary to assess
what sleep times suit you best
• try to create an environment that promotes good sleep, for example heavy curtains or an eye mask may help
you sleep during the day
• making changes to your diet to improve both alertness and digestion; smaller healthy snacks during your
shift may be a better idea than one big meal
• limit your use of stimulants such as caffeine or energy drinks as well as sedatives such as alcohol; while they
may bring short-term benefit they are unlikely to be of help in the long term
• try to get regular exercise – at least 30 minutes per day
Other officers swear by techniques such as ‘mindfulness’, as Tony O’Brien talks about in another article in this
magazine.
The bottom line was sadly put quite well by a BBC News investigation in Dec 15th 2014: Shift Workers. ‘Sicker
and Fatter.’

Thanks a bunch.
I enjoy working nights. That’s when the interesting stuff happens. But I acknowledge that I have suffered health
issues and I’m not the slim, excellent physical specimen I was 20 years ago. (You were never an “excellent physical
specimen”! Idiot........... Ed.)
If you can get away from shift work, your health will thank you. For those that can’t, your employers must be
made aware of the health risks of shift work and should actively look at ways to reduce those risks.
In the meantime:
• Be safe.
• Get regular health checks.
• Ensure you have good quality sleep.
• Maintain a healthy diet, and tempting as it is, don’t eat directly before going to bed after night shifts.

Rollo Davies.
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TPSO Magazine introduces the “Key
People In Security” List.

Genuine “influence” in the security industry, it isn’t about the size of your company or your
bank balance.
TPSO magazine has looked for those that share their time and knowledge freely and generously, to
the benefit of individuals, and the industry in general.
We have identified the people that really make a difference and play an active part in shaping the
future of the security industry.
They may or may not be the bosses of large companies. Rank doesn’t automatically relate to influence.
We traced the rising stars and the ones to watch.
We found those going the extra mile….. and they are all on our list!
(Or more like 80% of them, as we are already getting complaints.......... Ed.)

Just to be clear, this list is a fluid thing and people may be added, or removed at any time,
but you can be certain that every man and woman named, is extremely worthy of inclusion…....
(Well, perhaps not TPSO’s Mike & Rollo.
I have reason to believe that they just added their names when I wasn’t at my desk!........... Ed.)

YOU can get involved and nominate someone to the list!
Just provide a compelling reason.
(All nominations will be assessed by our panel.)
https://theprofessionalsecurityofficer.com/key-people-in-the-security-industry/
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NAME

TITLE/SPECIALITY

Ackroyd, Stephen

Senior Lecturer, Aviation
Security

Bucks New University

Barnard, Georgie

Detective Chief
Inspector
Metropolitan Police

National Business Crime
Centre

https://nbcc.police.uk/

Bassett, Graham

Managing Director

GBRUK Ltd

Bell, Richard

Director

TenIntelligence

Betts, Robert

Director

Elite Academy of Security
Training

http://www.gbruk.com/
https://www.tenintel.com/
http://www.elite-securitytraining.co.uk/

Blackwell, Andy

Managing Director

Blackwell Security
Consulting

https://3dassurance.com/

Burnett, Allan

Operations Director

SecuriGroup

Burns, Alan

Operations Director/
Fellow of the Security
Institute

Shield Security Services
Ltd

https://www.securigroup.co.uk/
https://www.shieldsecurity.co.uk/

Chapple, Mark

Managing Consultant

SRSRM Ltd

Cooper, Roy

Managing Director

Currie, John

Head of Security
& NHS Accredited
Local Security
Management
Specialist
Managing Director

Professional Security https://www.professionalsecurity.co.uk/
Magazine
National Association https://nahs.org.uk/
of Healthcare Security

Dakin, Carl

ORGANISATION

Dakin Consulting
Ltd
Davies, Rollo
Co-founder, editor & The Professional
feature writer
Security Officer
Magazine (TPSO
Mag)
Drury, Paul
Head of Corporate
Experian
Security & Vice
Chairman of the
Security Institute
Fell, Rowena
Global Technology
The Security Institute
Risk Operations
Leader
EY/Fellow of the
Security Institute
Folmer, Mark
Vice President
TrackTik
Frankland, Jane Author & Champion Cyber Security
for Women in Cyber Capital
Security
French, Peter
Fellow of the
SSR Personnel
(MBE)
Security Institute
Gardner, Frank Security
BBC
Correspondent
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WEBSITE
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https://www.experian.co.uk/

https://security-institute.org/

https://www.tracktik.com/
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NAME
Geddes, Will
Gillespie, Mike
Greenaway,
Nicola
Henig, Ruth
(Baroness)
Hole, Dan
Hopla, Brian
Hurst, Ellie
Hurst, Mike
Ingram, Philip
MBE
Jones, Peter
Joy, Kate
Kaszeta, Dan
Kennedy, Rob
BA(Hons)
King, Jayne
Lavery, Peter
Mackenzie,
Stephen
Moore, Lynda

TITLE/SPECIALITY
ORGANISATION
Managing Director
International
Corporate Protection
Group
Managing Director
Advent IM Ltd
Managing Director
International Security
Expo (ISE)
President
The Security Institute

WEBSITE
http://www.icpgroupcompanies.com/

Security Training
InfoSec &
Compliance Officer
Media Manager
Vice Chairman

Olive Tree Training
IT Lab

https://www.olivetreetraining.co.uk/

Advent IM Ltd
UK Chapter of ASIS
International
Grey Hare Media

https://www.advent-im.co.uk/
http://asis.org.uk/

Nineteen Events

Defence, security
journalist &
consultant
CEO

https://www.advent-im.co.uk/
https://www.internationalsecurityexpo.
com/
https://security-institute.org/

https://greyharemedia.com/

Business
Development
Manager
Managing Director
Training Manager

DipHex

https://www.internationalsecurityexpo.
com/contact-us/organisers
http://www.diphex.com/

Strongpoint Security
SecuriGroup

http://strongpointsecurity.co.uk/
https://www.securigroup.co.uk/

Head of Security &
Site Services
Deputy Chairman
Independent fire,
security & resilience
advisor
Managing Partner

Guys and St Thomas

https://www.guysandstthomas.nhs.uk

The Security Institute

https://security-institute.org/
https://twitter.com/StephenFireRisk

FM Contract Watch
LLP
The Security Institute

https://www.fmcontractwatch.co.uk/

Mounfield,
Rick
Muhammad,
Sa’id
O’Sullivan,
Michael

CEO

O’Brien, Tony

Security Industry
Specialist &
Consultant

Journalist &
Campaigner
Co-founder, editor &
feature writer

Holmes Journalistic
Investigations
The Professional
Security Officer
Magazine (TPSO
Mag)
The Security
Operative
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NAME
Reed, Nicholas

TITLE/SPECIALITY
ORGANISATION
Executive Director & National Association
Company Secretary for Healthcare Security
Robinson,
Subject Matter Expert on Ultra High Profile
Mark
threat mitigation, media handling and ‘total
security’ event planning.
Rolington,
CEO & Co Founder Cyber Security
Alfred
- Author of Strategic Intelligence
Intelligence for the
21st Century - The
Mosaic Method
Sephton, John Security & Business Axis Security Services
Continuity Manager Ltd
Sims, Brian
Editor
Risk Xtra / Risk UK
Vanneck, Claire Course convener
University of Leicester
Security Risk
Management courses
Vazquez,
Lone Worker Safety
Nicole
Expo
Wakefield
Chairman
The Security Institute
Alison (Dr)
White, Michael Head of Risk,
G4S/Hampton
Compliance &
Security and Training
Assurance G4S &
Consultancy Limited
Director, Hampton
Security & Training
Consultancy
Ltd
Whitehouse,
Managing Director
SGW Safety &
Simon
Security Ltd
Whiting,
Author & CSO
Titania Ltd
Nicola
Titania Ltd

WEBSITE
https://nahs.org.uk/

https://www.cybersecurityintelligence.
com/

https://www.axis-security.co.uk/
https://www.risk-uk.com/
https://www2.le.ac.uk/departments/
criminology/people/claire-vanneck
http://www.loneworkersafetyexpo.com/
https://security-institute.org/
https://www.hamptonsecurityconsultancy.
com/

https://sgw-consulting.co.uk/
https://www.titania.com/
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Health, Safety and Welfare of
Healthcare Security Officers.
by John Currie.

T

he National Association for Healthcare Security
(NAHS) is committed to promoting the safety,
security and wellbeing of all staff, patient and
visitors accessing healthcare facilities and
services. This article discusses some of the key challenges
and aspects of the Healthcare Security Officer’s job that often put them in harms way and has been written from
an operational perspective. This article concentrates on the numerous challenges and operational solutions as
opposed to discussing the specific and detailed Health and Safety legislation.
Hospitals routinely treat people whose emotions are heightened, they are often worried, distressed, scared,
and in pain; if you then add drugs, alcohol or mental health to the mix and you have a situation that takes a
particular type of person to manage. It is our opinion that there are specific skills and training that Healthcare
Security Officers need, in addition to those of the commercial SIA licensed officer in order to deal effectively
with whatever comes their way. It is imperative that in order to keep our Healthcare Security Officers safe, we
must ensure that all our officers are provided with the appropriate and role specific training, they are provided
with all necessary and appropriate safety equipment and the ability to work and integrate as part of the wider
Healthcare team.
In preparation for writing this article, I spoke to NHS colleagues and fellow NAHS members and can state
with a clear conscience that frontline Healthcare Security Officers are working harder than they ever have
been. We are seeing demands both physically, mentally and emotionally that would test the strongest and
most experienced officers. The Healthcare environment is constantly changing and evolving, the risk picture is
never stable and what can be a quiet Emergency Department or Ward can suddenly erupt into an exceptionally
violent, aggressive and volatile situation in the blink of an eye. It is therefore essential that the Healthcare
Security Officer is able to think on their feet, constantly risk assess the situation and ‘Improvise, Adapt and
Overcome’ (to use one of my moist favourite and personally adopted military movie quotes from ‘Heartbreak
Ridge’). My reason for saying this is because one minute they could be dealing with a rough sleeper who refuses
to leave the hospital and the next, they could be dealing with a patient suffering from a drug induced psychosis
who is smashing everything in arms reach, who feels no pain, has the strength of 10 men and is throwing fire
extinguishers at staff and patients and using them as battering rams to smash doors and equipment. This may
not sound dissimilar to a busy town centre in many ways but whereas the Police will often attend and arrest
disruptive, violent individuals out on the street, this is not always possible within a Hospital environment.
As an Accredited NHS Security Management Specialist, having worked in Acute Hospitals, Mental Health units
and Forensic Mental Health NHS Trusts as well as Community Healthcare services, I have personally seen an
marked increase in the professionalism of Healthcare Security Officers and a willingness to undertake additional
training which in the end, helps improve officer safety but also enhances their own personal understanding of
the patient and the problems they may be experiencing. A good example of this is the nationally recognised
and delivered Dementia Awareness training which highlights the challenges of dealing with Dementia patients
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and the common mistakes untrained people make. A simple change in the approach and the way an officer
talks to the patient will make a monumental difference in how the patient responds and in the vast majority of
cases, will help keep everyone safe and will defuse and de-escalate a potentially violent and traumatic incident.
One piece of advice our experts have offered to staff when working with dementia patients is to show the patient
the same respect and dignity one would expect to be shown to your own Grandmother or Grandfather. Taking
this approach has helped officers establish a rapport and personal contact with the patient. Incidents where a
patient is behaving completely out of character can be very traumatic and emotionally challenging as well as
very difficult for staff to process, especially if restraint has to be applied in order to keep them and others safe.
Many NHS Trusts and Healthcare providers provide training for their Security Officers in Mental Health
awareness, however, such training does not make them mental health specialists or experts; it just improves and
enhances their awareness and understanding of an incredibly complex area of our work. Mental Health now
features heavily in an officer’s daily routine, especially as recent changes in the law have defined the ED as a safe
place and as such, it is the right place for person with a mental health illness as opposed to them being locked
up in a cell for the night. I am sure readers can fully understand the impossible challenges our Police colleagues
face around the country and the extreme demands placed on their time and as such, having a whole team of
officers looking after one mental health patient in a Hospital does not appear to be the
best use of Police resources. This is where it can become controversial as in many
respects I wholeheartedly agree, however, Healthcare Security Officers do not
have the same level of PI training, the vast majority do not have handcuffs or
leg straps and they often work in much smaller teams and finally, they do
not have the level of backup Police colleagues can call upon. Where Police
bring a highly aroused patient into the ED in restraint, handcuffs and leg
straps, it is only right that when the Police wish to handover the patient,
the Security Officer receives a detailed risk assessment and handover from
the Police Officers and an assurance that the person has been searched and
they no longer pose the level of risk needed for mechanical restraint and the
presence of, in one recent case, six Police Officers to maintain their safety for
example. If this is achieved, the Nursing staff, in consultation with the Security
Officer would be happy accept the patient and for those in the Metropolitan Police area,
the Police
Officers should complete a Voluntary Attendance Handover form. The use of the phrase ‘Voluntary attendance’
and how they came to the Hospital is a subject for another day but the crux of this is for Healthcare Security
Officers to undertake a risk assessment and in conjunction with the Nursing staff ensure the patient, staff and
visitors are safe and the patient can receive the care they need.
Promoting a safe working environment will also often include the provision of Control and Restraint (C&R)
training. This is an essential skill needed for officers to remain safe but also to deliver a legally compliant and
safe service to the organisation and its patients. This is not just Physical Intervention (PI) as delivered as part
of the SIA licence; Healthcare restraint is more specialised and differs in its levels and approach. The training is
often bespoke and is specifically tailored and targeted dependent on the sector you are working in. The terms
and names of the training packages may differ but on the whole, C&R with the additional healthcare element
covers such areas as restraint on a bed, restraint for the administration of chemical sedation and specialised
methods for care of the elderly. Mental Health providers may utilise PSTS (Promoting Safer Therapeutic
Services) or PMVA (Prevention Management of Violence and Aggression) for example, which are training
packages designed specifically for that environment. Whilst on the subject of restraint, it should be noted
that the use of prone / face down restraint is an area that all providers have moved away from as the default
position, with many implementing the ‘least restrictive method’ approach in an attempt to avoid using restraint
at all. It should be recognised, however, that prone restraint often occurs unintentionally when the individual
takes themselves and the restraint team to the floor. It is therefore the job of the supervisor / restraint lead,
to ensure that the patient / subject is moved without delay to a more appropriate position, whist ensuring the
safety of the patient / subject and staff. Although not always possible, a nurse or healthcare professional should
be involved in a restraint to monitor the person’s physical health and maintain their airway, as the danger of
positional asphyxia is one all those involved in a restraint must be aware of. Protecting the officers involved
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from allegations of over-zealous restraint, assault and criminal or civil prosecutions is achieved through a well
designed, documented and robust training regime with regular updates and ‘in use’ assessments. Other methods
such as the use of Body Worn Video is quickly becoming the norm with many Hospitals Security Officers using
up to date technology to record all such events and incidents.
It is the responsibility of the Security provider and the NHS Head of Security to protect the health and safety
and the wellbeing of their officers through the delivery of appropriate training and certification. This forms the
basis and legal protection of the provider supported by robust healthcare governance, up to date Assignment
Instructions, a legally sound Restraint Policy and an up to date Management of Violence and Aggression
policy. In addition, the documentation of risk (perceived and actual) and the regular review of such measures
is paramount.

Officer PPE (Personal Protective Equipment)
For years, the Hospital security officer wore no real PPE as a general view by many was that stab vests made
them look too much like Police or paramilitary. This meant that they were relatively unprotected but were still
expected to go into situations that would make most people balk and run away. We now see some Healthcare
Security Officers wearing stab vests, knife resistant gloves and in some NHS Trusts, officers have access to
handcuffs or soft cuffs. The provision of PPE stems from the legal requirement for employers to mitigate risk
where possible and to provide all necessary and appropriate protection for them to do their job, however, there
are still some organisations that take the view that stab vests attract violence and cause a situation to escalate out
of hand. Every organisation must undertake a robust risk assessment that documents the rationale for the use
of the various PPE items. If the decision is that certain PPE is not required, this too must be documented as this
one of the first areas the Health and Safety Executive will look should an officer be injured. I am also aware that
in other areas (not specifically healthcare) where PPE is available and has not been provided, the Coroner has
taken an employer to task for failing to provide adequate protection and equipment to their staff.

The above image is of a recent weapon found at a hospital. Thankfully, this knife has been recovered by Security
Officers and passed to the Police and is now off our streets.
Responsible security providers undertake detailed risk assessments and have trained and protected their staff
but even with all this PPE, there will always be one individual that manages to cause injury. The image below
is of an injury sustained by a Security Officer who was bitten by an extremely violent patient during a restraint.
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In response to this incident, the officers have now been provided with a hardened and protective baseball cap;
however, the officer will bear the scar forever.

Mental Health and Wellbeing

As many will know, Security can be a demanding and highly stressful job
following exposure to traumatic incidents. It is therefore our job to support
our staff physically and emotionally; recognising the need for a person to
‘decompress’ and process things in a safe environment after an incident. It is
recognised that by providing them with the opportunity and the ability to debrief and to talk about their experiences and emotions is extremely important.
This is now becoming a recognised approach with post incident de-briefs
with counselling provided or offered as standard. It should also be noted that
many organisation have staff trained in mental health first aid allowing them
to recognise the warning signs and symptoms of a crisis before it develops fully.
The importance of such training and the need for all sectors to embrace mental
health first aid and make it a standard service is vital, bringing additional value
to any contract or service, whilst investing and protecting the health, safety and
wellbeing of our officers.

Vaccinations and Inoculations

The resurgence of Measles in areas of London emphasises the importance of defining certain inoculations as a
pre-requisite for all Healthcare Security Officers. It is recommended that Healthcare Security Officers comply
with the same vaccination regime that NHS staff have as part of their contract of employment. In addition, an
awareness of hand hygiene and infection control protocols is absolutely essential for the Healthcare Security
Officer as MRSA, Hepatitis, Clostridium-Difficile (C-Diff) and Norovirus can be present in a Healthcare
environment. Many of which can be picked up and transferred through poor hand hygiene, contact with body
fluids and blood for example. Ensuring our workforce are given the protection and inoculations including
the annual Influenza injection along with providing all appropriate training prevents cross contamination,
transmission of infection and protects the officers themselves, preventing them from succumbing to infection
and disease.
In conclusion, the health, safety and wellbeing of our staff is paramount which is why it is absolutely essential
that we embrace this subject and invest in the protection of our frontline security officers.

NAHS is currently lobbying the SIA and has proposed that a specialist category be created for licensing and
equipping Healthcare Security Officers with the tools and skills needed to work within this very demanding
sector. The NAHS Executive team welcome any enquiries from readers involved in Healthcare Security and
look forward to supporting colleagues in the provision of a safe and secure environment and in keeping our
staff, patients, visitors and assets safe.

www.nahs.org.uk
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John Currie

John is Head of Security and NHS Accredited Local Security Management Specialist (LSMS) for Lewisham and
Greenwich NHS Trust. He was recently voted in as NAHS Executive Director. John is a former Royal Air Force
Police Special Investigator who began working with the NHS in 2005 as a Drugs Worker with the Coventry
Drugs Intervention Programme. He moved back to the Policing and Security field in 2006, gaining his NHS
Security Management LSMS accreditation in 2007.
John has worked across all sectors of the NHS and has a particular interest in Mental Health Acute and Forensic
services. He now works closely with two Mental Health Trusts, hosted on his two acute hospital sites. In addition
to the ‘normal’ day job, John delivers Lone Worker, Personal Safety skills, PREVENT and Project GRIFFIN
Counter Terrorism awareness training.
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You could advertise here!
Will you reach the right audience?
Well, you're reading this.
So are your customers...

Want a cost effective way to sell your
company to areas and audiences that
no other publication can reach?
Talk to Mike today:
Admin@PeerPublishing.Ltd
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Security Industry Events: January 2019 to June 2019

A

s a point of interest, I’ve had people saying “I’m a Security Guard at a factory. What’s the point of me
going to any of these big security events?”.......

If you want a career in this industry, at any level, there is so much information to be had at these things. Some
may not be appropriate, unless you are in a very specific field, but generally, there are so many people to chat
with, that may be able to give you an important lead or heads up on a career opportunity down the line. Even
just going back to work and being able to brief your bosses up on the latest developments in access control, cctv,
or any of a number of cutting edge security issues, is going to make you look good. Your knowledge is power,
and gaining more of it can only be good for your career or job prospects. You will also generally gain CPD points
for attending such events. Win Win.
Many of the big events are free to attend, though you’ll have to book in advance, so there isn’t much of a
downside. Hopefully I’ll meet you at one!
Cyber Security. Don’t Risk Your Business Event.
www.london.eventful.co./events/free-cyber-security-dont-risk-your-business-/E0-001-121468283-0
A free to attend, 2hr event based in Croydon, London. Jan 16 2019.
ST19 Birmingham.
www.professionalsecurity.co.uk/security-events-and-conferences/security-twenty-home/birmingham/
Major Security Event Organised by the people at Professional Security magazine. Hilton Metropole Birmingham Hotel. 21 February 2019.
Security & Counter Terror Expo. 2019
www.counterterrorexpo.com/
The UK’s leading national security event for professionals tasked with protecting important National Infrastructure and public places. World counter terror congress 5-6 march 2019 Olympia, London.
The Security Event. 2019
www.thesecurityevent.co.uk/
A new and large scale general security industry event promising educational and networking opportunities.
and 9-11 April 2019, NEC Birmingham.
ST19 Glasgow.
www.professionalsecurity.co.uk/security-events-and-conferences/security-twenty-home/glasgow/
Major Security Event Organised by the people at Professional Security magazine. Hilton Hotel on William
Street in Glasgow on 30 April 2019.
IFSEC International 2019
www.ifsec.events/international/
Possibly the largest security expo in the UK. 18 – 20 June 2019. Excel, London.
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There are many, many,
EXCELLENT reasons to advertise
in.....

((An already huge and expanding, UK front line security industry readership.
((Self-selecting audience of only the most engaged and professional readers.
((Growing international readership expanding rapidly across the U.S., Canada,
Ireland, UAE, Saudi Arabia, Australia, New Zealand, India, China and Europe.
((Acclaimed, expert contributors from across the world.
((Support from the best of the best in the International Security Industry.
((The outstanding success and universal praise for the very first edition.
((Huge social media promotion for all of our Sponsors & Major Advertisers!

Want to see what all the fuss is about?
TheProfessionalSecurityOfficer.com/
Want to expand your company profile in to areas and audiences
that no other publication can reach?
The Professional Security Officer Magazine.
Talk to Mike today: Admin@PeerPublishing.Ltd
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What is The Security Institute?
The Security Institute is the largest
membership organisation for security
professionals in the UK with members
from all over the world. We promote
standards, develop and endorse
education across the sector and
provide a rich member experience.

What we can do for you?
Membership of the Security Institute bestows credibility, enhances career prospects, provides a
valuable network of excellent contacts, offers mentoring, runs a comprehensive continuing
professional development scheme to recognise your efforts in maintaining and adding to your skills
base and of course fantastic networking opportunities. The Professional Security Officer Magazine
recommends membership to all those who want to progress in their careers, or those who simply
want to improve their knowledge and skill set.

Key Benefits:
•
•
•
•
•
•
•

•
•
•
•

Recognition by employers and universities.
Continuing Professional Development that evidences your commitment &
professionalism.
Enjoy access to job opportunities and our online careers services.
Gain valuable insights by being involved in our mentoring programme, whatever your
career stage.
Benchmark your training qualifications and leverage your experience.
Exchange experience with other members at our networking events.
Enjoy member-only discounts.
Bi-Monthly newsletter with exclusive offers and weekly eNews update.
Access to accredited and employer-recognised, security related qualifications.
Membership of the London Chamber of Commerce and access to their facilities, events
and resources, including free to use meeting space in the City of London.
And much, much more.................

How to join.
Visit our website: www.security-institute.org or contact: paula@security-institute.org for a
membership pack.
Not everyone is eligible to join the Security Institute immediately. Associate membership (ASyI)
requires a minimum of 3 years general security experience, along with security related qualifications
or evidence of some formal Continuous Professional Development.... To check on your eligibility,
contact Paula at the email address above. If you have not quite fulfilled the required criteria yet, she
can also advise you on the fastest ways to do so.
As you career progresses and you take part in our CPD scheme or gain further security related
qualifications, you can achieve entry to advanced grades of membership, further enhancing your
career prospects and professional recognition.
Associate Membership of the Security Institute costs less than £12.10 per month and you will be
recognised by being granted the use of “ASyI” after your name. Win Win!
Join Us Today!

Respected.

Recognised.

Professional.

