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Submissions Guidelines and Copyright
We are always interested in relevant material to include in both the magazine and our website.
We welcome articles, blog posts, news, technical developments, apps, CPD and professional 
development features relating to physical security.
The author will always retain ownership/copyright of their own works. We prefer original content where 
possible. By submitting the work you give us permission to publish it first. This agreement covers text, 
audio and video and graphics. Where TPSO shares the work, for example interviews, agreement on future 
use of that material will be agreed between parties at the time.
Due to the non-exclusive nature of this agreement you are then free to reuse or further develop your 
work elsewhere if you wish. Therefore all material in TPSO magazine is copyright the publication or 
individual authors by default. TPSO will effectively have been awarded first British and first electronic 
rights. Any variations on this will be included in a footnote outlining the particular conditions that apply.

Disclaimer:
 Peer Publishing Ltd assumes no responsibility or liability for any errors or omissions in the content of this 
magazine or associated site. The information provided in whatever format is on an “as is” basis with no 
guarantees of completeness, accuracy, usefulness or timeliness.

Introduction:
Over the last 2 years I’ve seen a huge increase in online fraud, my inbox has exploded with investment offers, fake 
auction items at prices too good to be true and personal invitations from multimillionaires offering to share the 
secrets to their success in return for a small administration fee. Edition 10 looked at Fraud but it’s a subject that we 
all need to keep on top of: https://theprofessionalsecurityofficer.com/edition-ten-fraud-recognition-prevention/

Incredibly several people I know working in the industry, who should know better, have fallen for scams in the last 
few months. Its tough financial times for a lot of people, scam artists are taking full advantage and as it turns out 
many of them are experts at social psychology and predicting peoples behaviour. A book, How to Avoid Scams: 
Protect Yourself and Your Money was published 14 years ago in July 2008. It was an interesting read. I gave my 
copy to someone who had been scammed, they thanked me and told me that they’d already read it! So, it seems 
that the scammers still win even when people are forewarned - if anyone can explain that please get in touch, I’d 
love to have that conversation! 

The Emergency Services Show is open for registration in Birmingham 21-22 September: https://www.
emergencyuk.com/

Thanks to amazing support from our Sponsors Audax and the Show organisers, I’ll be attending the collaboration 
zone for both days. The theme will be on how we can develop a more supportive relationship between the 
security industry and the emergency services. With all due respect to the AA I think we all know who the real 
4th emergency service is. Security workers are often first at scene, the ones who call the EMS for help, deal with 
incidents as they happen, respond to alarms, help with evacuations, and gather intelligence that can be useful to 
both EMS & local authorities.
 

Source: https://www.gov.uk/government/statistical-data-sets/sia-licence-holders

449192 licences! That’s a virtual army of people! Imagine if part of our training and working practices included 
how we can support their local community, the EMS and local authorities? Undoubtedly that many people 
working together can make a huge contribution. However, we don’t do joined up writing on this. That’s an area 
we will be exploring and inviting comment on. I’m not the only one in the industry who has abandoned trying 
to submit a police report online because the form either took too long to complete or was completely unfit for 
purpose.

Some businesses have regular police liaison meetings and designated local support officers that they can share 
information with. Many others have no clue who their local contacts are. The benefits of joined up writing in this 
area should be obvious to everyone. 

https://theprofessionalsecurityofficer.com/edition-ten-fraud-recognition-prevention/  
https://theprofessionalsecurityofficer.com/edition-ten-fraud-recognition-prevention/  
https://www.emergencyuk.com/ 
https://www.emergencyuk.com/ 
https://www.gov.uk/government/statistical-data-sets/sia-licence-holders
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TPSO has developed a working relationship with Working the Doors (WtD) and Catch a Thief (CAT). WtD works 
predominantly with Door Supervisors and has a very active and informative blog. CAT specialises in working with 
smaller local and independent retailers to detect and prevent shoplifting. We’ve been working collaboratively on 
social media to support each other’s work. As 3 small businesses working together, we can achieve more together 
than we can separately.

If you run a small business that helps the front-line security worker and would like to network with other small 
like-minded businesses, then get in touch. Our networking is done on a handshake basis, no contracts, or 
obligations. Hopefully the benefits will speak for themselves. Emphasis is on mutual support!
TPSO has recently turned down an offer from a potential advertiser. I nearly cried as we are not a cash rich 
business, and the money would have been very welcome. Unfortunately, there was a clause that would have 
meant surrendering editorial control which was a line I wasn’t prepared to cross. We’ve had some very welcome 
support from advertisers, you can see their ads in the various editions. None of them tried to impose conditions 
and were nothing but fully supportive!

Our sponsors Audax swooped in at a very opportune moment when the whole project was close to folding (yeah, 
I know, tough times!) and their support has meant TPSO has been able to continue (the proof right here) and 
survive. Which brings me to our expected hoped for source of future income to help us pay our bills: 
Long promised but finally live, our CPD training courses are now starting to roll out. We have 3 live at https://
physicalsecurityskills.com/ - still a work in progress but we do have 3 CPD courses live and ready to go. Additional 
courses will be released on a when ready basis and we have a spreadsheet with over 100 titles of courses that we 
will be developing.

As well as the shorter (1 to 15 hours) CPD courses we are also working on more substantial training. Our aim is 
to make available free and paid training at low cost. A lot of effort has been invested to get to this stage so no 
apologies for being upfront about the need to generate an income. If there are any course writers interested on 
working with us on an equity shared basis please get in touch so that we can have an informal chat.

And finally, a few words about the Guild of Security Industry Professionals https://gsip.co.uk/ - there is still a bit 
of confusion about what it is. Simply put it is a free to join peer support network. Members benefit from a new 
compendium of UK based security information and news. We started publishing this last month to existing 
members where we share the research that we compile. Feedback from one member was ‘there’s a lot of it!’

Due to a monumental screwup with our email system last year a lot of renewal messages weren’t received, for 
which my apologies to anyone affected! Going forward SIA licensed applicants will be enrolled to the end date 
of their current license. Other qualifying applicants will be enrolled for 3 years. The Guild is a network, not a 
professional trade association. A lot of people in the industry can’t afford trade association fees so the Guild is an 
effort to open an opportunity to receive industry news on a regular basis without having to worry about finding a 
joining fee.

For the record the trade associations do a marvellous job – the benefits of joining one far outweigh the benefits of 
joining our little networking group. They are well worth the membership fees, and we’d always encourage people 
to join at least one of them if they can. 

Finally, a huge thank you to all of our contributors for this edition! We have a great selection of very different 
articles which I hope you will enjoy! Till next edition!

Michael O’Sullivan (London, July 2022)

Revolutionise the way 
you fill your overtime shifts

Give your frontline staff access to 100% of their earned overtime wages to 
revolutionise the way you fill shifts and the way you do business. Wagestream 
gives your staff power over their pay with a suite of financial wellbeing tools. 

TRACK STREAM SAVE LEARN

wagestream.com

Reduce turnover

More productive workforce

Recruit better talent

No pay advances

Contact Ross to find out more
ROSS.MILLER@WAGESTREAM.CO.UK

Staff stay longer, reducing 
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Attracted better talent with 
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Reduce staff financial stress for a 
workforce who are more productive

No more manual pay advances and 
CHAPs fees saving money and resource

https://physicalsecurityskills.com/ 
https://physicalsecurityskills.com/ 
https://gsip.co.uk/
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Protecting Travellers Through Airports 
Andy Blackwell and John Wood of 3DAssurance discuss how to build a holistic solution to protect passengers at the airport and the surrounding 
public areas.

Introduction
Aviation security is not a simple process of guarding by security officers: passenger – and public – protection 
is made up of a wide-ranging set of actions and responsibilities on the part of a wide range of people. The best 
airports co-ordinate these into a holistic ‘system’ of people, processes, behaviours and technologies: the Security 
Management System (SeMS). 

In fact, all airports have a SeMS, although they may not call it that: as we will see later, they have the majority of 
the SeMS components and need only to enhance or exploit them to make it a comprehensive and effective SeMS.

The US Government 9/11 Commission reported that 
“We believe the 9/11 attacks revealed four kinds of failures: in imagination, policy, capabilities and management”.
These findings of the 9/11 Commission remain as relevant today as they were then, and the focus of passenger 
protection through the SeMS should be elimination of those blind spots.

Threat landscape
The magnitude and frequency of disruptive events impacting civil aviation since 2016 highlights the unhealthy 
fascination terrorists and other bad actors retain in civil aviation. In 2021 Anti-terrorist police in Kenya warned 
that al Shabaab, a deadly affiliate of al Qaeda, had embarked on training pilots for an international aviation attack, 
as a way of avenging airstrikes against them in Somalia. 2021 also saw 20 Mai-Mai militants being arrested in 
connection with an alleged plot to attack Beni-Mavivi Airport in the Democratic Republic of the Congo.  A woman 
was arrested in Belgium (in 2021) on suspicion of gathering intelligence on Israeli targets at Brussels Airport.  

Aviation remains an iconic terrorist target.  The incidents to follow show some notable attacks against the sector:
2016    Pudong International Airport, China. A man detonated a homemade explosive device at Shanghai’s 
Pudong International Airport, injuring 5 people, including himself. The blast occurred at 2:20 pm in the check-in 
area of Terminal 2. Police reported that the man took homemade explosive materials in a beer bottle out of his 
backpack and threw it at the ticket counter. After the bottle exploded, the man took out a knife and slashed his 
neck, inflicting serious injuries. The suspect was said to be mired in gambling debts.

2016      Atatürk Airport, Turkey.  Gunmen armed with automatic weapons and explosive belts 
staged a simultaneous attack at the international Terminal 2 of Istanbul’s Atatürk 
Airport. 48 fatalities, including the 3 perpetrators, and over 230 people injured. 
Turkish authorities reported that the attackers were acting on behalf of the Islamic 
State of Iraq and Levant.

2016     Zaventem Airport, Belgium. Coordinated suicide bomb attacks in the landside area of 
Zaventem Airport near Brussels, killing 34 (including those at the Metro Station). The 
Islamic State of Iraq and Levant claimed responsibility for the attacks.

2017       Fort Lauderdale Airport, USA. A mass shooting by a lone gunman, using a semi-
automatic pistol, near the baggage claim in Terminal 2 at Fort Lauderdale Airport 
resulted in the death of 5 people, and 6 others being injured.  36 people were also 
injured in the ensuing panic. The gunman was said to be suffering from mental 
health issues and the attack was not classified as a terrorist incident. 

2017      Sydney Airport, Australia. An Islamic State plot targeting an Etihad aircraft at Sydney 
Airport using a viable IED concealed in a meat grinder. The plot was thwarted by 
security agencies.

2018      Intercontinental Hotel, Afghanistan. 35 Kam Air employees were at the 
Intercontinental Hotel in Kabul, Afghanistan when Taliban gunmen opened fire on 
guests and employees, killing at least 20 people including 9 Kam Air staff. 

2021  Hamid Karzai International Airport, Afghanistan. A deadly suicide bombing outside 
Kabul’s Hamid Karzai International Airport resulted in over 185 casualties including 
13 US service personnel. The terrorist group ISIS-K claimed responsibility for the 
attack. 
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2021  Camilo Daza International Airport, Colombia. Two bomb blasts killed at least 3 
people at Cúcuta’s Camilo Daza International Airport. The first blast occurred at 
around 0530 hours as an individual, carrying an IED attempted to climb over the 
airport’s perimeter fence, triggering the device’s detonation.  The explosion killed the 
perpetrator.  A suitcase then exploded at around 0650 hours, killing 2 police officers 
as they examined it.  The Colombian Defence Minister intimated that the terrorist acts 
were likely committed by Colombian rebels based in Venezuela.

2021  Aden International Airport, Yemen. 25 people were killed and 110 injured when an 
explosive-laden vehicle detonated near the main gate of Aden International Airport.  
Yemen’s Supreme Security Committee said that the attack was carried out by a 
Houthi-backed terrorist cell.

2021   Khwaja Abdullah Ansari International Airport, Afghanistan. A passenger passing 
through security screening at Herat’s Khwaja Abdullah Ansari International Airport, 
was found in possession of a viable improvised explosive device concealed in a 
musical instrument (Rubab). The passenger, an Afghan National, planned to detonate 
the device on a domestic flight between Herat and Kabul.  The device consisted of a 
grenade, RDX material and chemicals.

In addition to terrorists’ interest in civil aviation, airports are often the transit points for drug trafficking and 
transnational organised crime.  Airports also attract local criminal activity.

According to the United Nations Office on Drugs and Crime (UNODC), such illicit flows have a direct impact on 
city safety. In this context, the Airport Communication Project (AIRCOP), a UNODC, World Customs Organisation 
(WCO) and the International Police Organisation (INTERPOL) initiative aims to enhance the capacity of 
international airports in the detection and interdiction of illicit trafficking and suspicious passengers in origin, 
transit and destination countries.

Although reported crime rates at airports are low, it is important not to be complacent, as not all crimes get 
reported to the police. Due to difficulties in determining the actual location of crime, many baggage thefts are 
recorded as losses and dealt with by way of insurance claims. The same is true of air cargo theft/losses.

Media reporting in 2018 suggested that crime at or in the vicinity of UK airports had doubled – with vehicle crime 
and weapons among the types of crime to have increased. The increase in weapons crime was largely due to all 
police forces having to adhere to a change in the way they recorded the seizure of CS sprays, small knives, air 
soft weapons and air rifles under the National Crime Recording Standards.   The rise in vehicle crime was partly 
due to some car parks away from the airport perimeter being included, and the growth in popularity of keyless 
technology, making it easier for thieves to access and steal vehicles quickly.  

Although acquisitional crime is often discussed, more significant for travellers perhaps is crimes against the 
person. In May 2022 two women reported attempted sexual assaults at one of Detroit Metro Airport’s car parks.  
Police investigations continue and patrols have been stepped up in the area.

Attack methodologies

Terrorists
Since its very formation, the aviation sector has been subject to a wide range of terrorist attacks.  Some of the 
more notable ones include: the 9-11 attacks where aircraft were used as weapons and targets; suicide attacks 
involving person-borne improvised explosive devices, bombs cleverly concealed in underpants, printer cartridges, 
a musical instrument and a meat grinder; placed items, and shootings. Perpetrators have used high-tech and low-
tech approaches, and the ingenuity of the attack method is limited only by the imagination of the perpetrators.

Organised crime
In 2021, a member of the United Nations gang was killed in a shooting outside the domestic departure building 
at Vancouver International Airport in Canada.  Sources reported that those involved in organised crime arrange 
meetings at the airport as it was considered safe territory. Organised Crime Groups (OCGs) are involved in the 
trafficking of people, and smuggling weapons, drugs and other prohibited and restricted commodities through 
airports.

Baggage thieves and pickpockets
Airports provide rich pickings for baggage thieves and pickpockets, with many teams travelling internationally 
to operate. The situational awareness of travellers is often reduced when they are in the stressful environment 
of airports, making them easy targets for professional criminals.  Congestion at airports, as is currently being 
experienced due staff shortages, can also create an easier environment for thieves to operate. Thieves often 
access and egress the airport via public rail/metro networks.  
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Assaults, robberies and offences against the person
A study in the US revealed that although airports may feel safe to travellers due to the presence of police and 
security personnel, surrounding neighbourhoods are often poor or deprived with a higher likelihood of crime 
including thefts, assaults and robberies.  

In fact the chances of being robbed or assaulted on the way to and from the airport exceed the national average. 
The risk of becoming a crime victim outside 28 of 29 airports located in the largest metro areas in the US is four 
times greater than the national average. 
Insider threat – increasing threat and disgruntled staff/financial distress

People can be an organisation’s greatest asset or weakest link, and the impacts of the pandemic on mental health 
and wellbeing have presented both risks and opportunities.  The increase in strikes and protests affecting the 
sector highlights the importance of maintaining harmonious industrial relations to reduce the risk of disgruntled 
staff, which can often be a trigger for hostile insider activities. Criminal gangs target insiders in airports seeking to 
exploit their knowledge and access.

Protecting passengers – the challenges reported by clients 
A major part of protecting travellers is preparing and equipping them to help themselves and we see the same 
challenges time and time again.

First, it is not easy to establish a positive security culture – people’s attitudes and behaviours – so that everyone 
recognises the part they have to play in protecting themselves and others around them.

Then there is the issue of acquiring knowledge of the threat picture and managing the risk with a robust process 
that is proportionate and timely and avoids creating unintended consequences, such as panic and injuries in an 
evacuation.

The third challenge is information gathering and sharing: prompt communication to keep travellers informed 
and to receive information from them without creating undue alarm or overloading them with information. This 
includes maintaining dynamic knowledge of travellers’ itineraries to make it possible to account for them when a 
threat or incident occurs.

All of this assumes of course that the basic security arrangements on which passenger protection is to be built are 
themselves sound, so the fourth challenge is to ensure the security management system is robust. 

Responsibilities for protecting passengers and public
Several groups of people at the airport have responsibilities for protecting passengers and public.
First, the direct accountability for effective security is held by the board and directors, with the responsibilities 
delegated to security managers and the security teams including physical and cyber security.

The next group is responsible for directly supporting the security team. These are the providers of equipment, 
supplies and services including contractors. The corporate office, (HR, legal/procurement, finance, business 
planning, risk management et cetera) can also be thought of as providers of services to the security team. Also in 
this group are people who have their own frontline role but coordinate with security: some airport staff, airline 
staff, the police, border and customs officers. A good example is Project Servator – a policing tactic that aims to 
disrupt a range of criminal activity, including terrorism, while providing a reassuring presence for the public.

There is another specialised group of providers whose job is to build the future of the business: the strategy 
managers, project sponsors and project personnel including designers and specifiers of systems, and project 
managers. This group is required to “design for security”, making sure that their initiatives take account of security 
requirements – for example the design of a new terminal.

The last, but very definitely not least, group is everyone including for example cleaners, retail staff, bus drivers and 
other transport staff, “meet and greeters” and any other members of the public on site. It also involves all airport 
staff, including those who may be in one of the groups above, the managers, the planners and the corporate 
office. This group must maintain awareness and vigilance at all times to protect themselves and others. The “See it, 
say it, sorted” mantra is often used to remind this group of its role.

Protecting passengers: the Solution

The Critical Success Factors 
In our experience, there are several key requirements for the protection of passengers, which any solution must 
fulfil. The foundation should be constant monitoring of the threat landscape. Intelligence can be gathered from 
government and industry sources and the wealth of open-source information, obviously with the need to qualify 
and corroborate. 

In turn, this enables the organisation to make informed judgements about threat and risk to feed an effective risk 
management mechanism.
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The third key requirement is governance, supported by education and leadership. The governance mechanism 
determines the security objectives, defines accountabilities and allocates responsibilities for security. Education 
and leadership promotes security awareness and the required behaviours – the security culture. 

The next factor is a set of resources including pre-travel communication, post travel and instant debriefing and in 
country support through systems and tools such as location tracking, alerts and emergency communications.
The fifth requirement is an incident response mechanism to deal with emergencies including repatriation where 
necessary. We call this “preparing for the perfectly probable”.

The final requirement is quality assurance and audit/inspection of in country locations and services such as hotels, 
car hire or medical facilities.

Laying the foundations: the Security Management System (SeMS)
Those Critical Success Factors illustrate the breadth of activity required to achieve true passenger protection. 
The threats and the challenges are so diverse and fluid that there is no simple fix, no one procedure or piece 
of technology: the solution is a fully rounded collection of processes – in other words a Security Management 
System or SeMS. 

All airports have a security management system, although they may not see it as a SeMS: they have the majority 
of the components (Figure 1 below) and need only to enhance or coordinate them effectively.

The SeMS protects travellers and the public by not only addressing the obvious threats but also actively 
anticipating potential new threats. It meets what could be called the 9/11 “requirements” - energising 
imagination, policy, capabilities and management. The SeMS generates imagination in searching out potential 
new threats; it establishes well thought out security policies; it provides the resources and capabilities needed; 
and it facilitates active management and effective governance.

The SeMS does this by developing the Security Culture and Corporate Assurance (Figure 1). Culture is a much-
misused word but it really means nurturing good behaviours and practice. Corporate Assurance is certainty of the 
state of security and level of security risk. 

The “good behaviours and practice” of Security Culture are not just about the security team. The whole 
organisation and everybody else at the airport have a security responsibility, whether it be a direct role in 
screening or a general responsibility to maintain vigilance and report anything out of the ordinary.

In fact, engaging “everybody at the airport” has become a key element of threat and risk management: the most 
forward-looking airports engage partners and third parties in their risk assessment groups, but that subject 
deserves an article of its own. 

Figure1: the SeMS
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The SeMS has three themes.
What is Expected of Me?
It reinforces personal accountability for security so people know what is expected of them. This involves 
management demonstrating its commitment to security, clearly defined roles and responsibilities, provision 
of education in SEMS principles, and continued communication from management to keep the importance of 
security front and centre.

How Do I Do That?
The SEMS also establishes robust procedures so people know how to do what’s expected of them. The right 
resources of the right quality (people, services and equipment) are in place, changes are managed so that 
security is not compromised inadvertently, and there is a continuous improvement process to take advantage of 
improvement opportunities.

Are We Secure?
With the accountability, governance and procedures in place, risks and security performance can be managed 
proactively so people know how effective security really is. Security managers find it difficult to give a 
meaningful answer when a director asks the question “are we secure”? But where directors are familiar with their 
organisation’s SeMS they don’t need to ask: they have the answer in front of them.  Threat and risk management 
(the heart of the SeMS) is robust and agile, a confidential reporting system enables people to raise any security 
concerns, and the incident response process deals with any issues that threaten security.

For more detail on the SeMS, its themes and components, see our previous articles in the TPSO magazine – “A 
Football Lesson for Security” and “Reap what you sow” which can be found at www.3dassurance.com/tpso.
The Traveller Protection Project: 10 steps to personal security

With the foundations in place – the SeMS working effectively – we can make use of its processes to take the “ten 
steps to personal security”. For planning purposes, we find it helps to group the steps into the same three themes 
shown in Figure 1.

Reinforce governance and communicate accountability
1. Establish and publish a staff travel policy and ensure people understand and adhere to it.
2. Develop and provide security awareness training to supplement the policy and equip people to be vigilant. 

A useful reminder of the meaning and importance of vigilance is our TPSO magazine article “Situational 
Awareness: Oblivious or Aware?” which can be found at www.3dassurance.com/tpso.

3. Provide pre-travel briefings. 
4. Maintain regular security communications to give a global security overview, monitor the global threat 

situation and send targeted alerts when incidents occur.
Establish robust procedures 

5. The operational procedures must include booking facility to ensure people do not bypass the company 
system. This is essential if the organisation is to be certain of the itineraries of its people, and able to track 
their location.

6. Develop an incident response mechanism if it does not already exist and conduct exercises to confirm its 
readiness for traveller-related incidents. In particular the agility to invoke the response quickly should be 
tested.

7. The business continuity procedures should be extended to include contingency plans in the event of 
incidents or emergencies in the locations of its travellers.

8. A debrief capability is required to gather information as soon as possible after an incident or any relevant 
travel, and apply the lessons learnt.

Manage risk and performance 
9. Establish an active information and intelligence gathering mechanism to acquire global and local 

intelligence worldwide.
10. Extend the threat and risk management process to include global risk monitoring and communication, 

making use of individuals’ local risk awareness.

Conclusion 
Protection of passengers is a messy, multi-dimensional network of many responsibilities, activities, behaviours 
and technology, not individually perfect and not usually marching in step. 
Engaging the entire organisation in the importance of security and what each individual can do to maintain 
security requires more than motivational posters and management edicts. Like finance, safety and quality, the 
many strands must be organised, co-ordinated and controlled, and the proven way to achieve that is with a SeMS.  
New threats and risks emerge regularly, and the SeMS Framework has been designed to manage these in a 
uniform way rather than having to respond with new defences each time. There is no better way to protect 
travellers.

About 3DAssurance
3DAssurance is an independent advisory company specialising in management systems for providing assurance 
that corporate risks are under control. We provide ready-made and tailored solutions to the corporate challenges 
in areas such as security, quality and safety assurance. Our team combines many years of practical experience and 
unique expertise including:

• Authors and pioneers of the UK SeMS framework (CAP1223) recognised as global best practice
• Active research and development of the SeMS methodologies
• Work with airports, airlines, air traffic management, maritime, rail and other critical national 

infrastructure operators
• UK Government confidants 
• Pro-bono support for operators, universities and associations

Andy Blackwell Director, 3DAssurance.
Andy is widely acknowledged as a SeMS and aviation security 
expert. As Head of Security at Virgin Atlantic, he was the first to 
implement the SeMS Framework.  Now a leading SeMS exponent, 
Andy has authored numerous articles on SeMS and security, and 
speaks regularly at international security events.

John Wood Director, 3DAssurance.
John was responsible at the UK CAA for developing the 
SeMS framework, working with and guiding many industry 
stakeholders. Experienced in design and implementation of 
effective strategic change in public and private sectors, John 
has been a lead designer of numerous governance, risk and 
compliance systems.https://3dassurance.com/

http://dassurance.com/tpso
http://dassurance.com/tpso
https://3dassurance.com/
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Frontline Security Equipment
By Philip Ingram MBE

As pressure grows on security budgets there is always a clamour to do more with less and that often translates 
into more kit, less people. However, the security world is potentially about to be thrown into a degree of turmoil 
when it comes to standards, training, numbers and activities, with the introduction of the new Protect Duty or 
Martyn’s Law.

The new legislation hasn’t been published yet so is unlikely to come into law until late 2023 but people are 
already preparing and one thing is certain, when technology can help it is likely to be brought to play. 

The “basic “must have” kit for security officers hasn’t and won’t change for security officers. A small notebook, 
black pen, torch for nights and a reliable 2-way radio or mobile phone are and will remain essential. However, 
often this just isn’t enough.

“Many door supervisors and response officers now carry a form of offender marking spray which uses synthetic 
DNA to match offenders to recorded crimes. Body Worn Video is becoming more widespread as it has been 
identified as the most effective means to deter violence. Torches with audible sirens and strobe light functions are 
replacing more traditional fare,” says Rollo Davis.

In a blog, James Brown, Managing Director of Selectamark’s team said, “Commercial guards and patrol officers 
working for Venture Security across the UK have been carrying the sprays to provide an extra layer of protection 
as they go about their day-to-day work making sure people, stock, equipment, and premises are safe.”

James added, “Knowing that an attack on someone carrying a SelectaDNA spray comes with a higher rate 
of conviction, means that criminals are less likely to commit the crime in the first place - drastically reducing 
incidents of theft and attack.”

Paul Howe, Managing Director of Venture Security, said: “The spray gives our officers confidence that they have 
the means to act positively in situations where they might not necessarily be able to restrain offenders.”

However, it is still apparent that some front-line officers purchase their own equipment including slash and stab 
proof clothing.”  In a Violence in the Security Industry Survey concluded by the Working the Doors team last year 
they identified that, “36% of frontline security staff are physically attacked monthly and 65% of our respondents 
were resigned to the fact that violence within the security industry was inevitable.”

Rick Mountfield, former Chief Executive of The Security Institute, commented in the survey saying, “Often 
protectors become the targets of anger. Their role places them at the epicentre of conflict that is, all too often, 
fuelled by alcohol or substance abuse. These risks are accepted as part of the job of protector but that does not 
mean it is acceptable.”

So where is all of this going? Christian Watts, Director Fire & Security Systems, Business Services at Mitie said, “The 
future success of the security industry will be become increasingly reliant on technology to address complex 
issues and the ever-changing threat and risk landscape.  Together with traditional physical security measures, 
the adoption of new innovative technologies including AI and Deep Learning analytics solutions will provide 
organisations with the data and intelligence to react and respond to security incidents in a decisive and informed 
manner”.  

Doug Sear, Director of Sales at Emergency Protection explained about some of the innovative security equipment 
he is seeing and can supply. “There’s some really advanced and practical technology coming to the security sector 
to assist the security officer on the ground, such as the ROSA 3.0 from RAD Security in the USA which combines 
AI-driven security analytics to detect humans and vehicles, number plate recognition, gun-shot detection, 
responsive digital signage and audio messaging all in one easy-to-install wall mounted box. Others include 
Tando, the worlds first fully autonomous indoor security robot / drone from Indoor-Robotics in Israel that can be 
programmed to patrol a facility and detect / alert your security team to any abnormalities it finds, and we can 
even now give you a pair of “Ears” to compliment your “Eyes” (CCTV) and detect and send you immediate alerts 
when it picks up the sound of broken glass, gun shots and human screams with our Sound Event Detector. These 
can all contribute positively and help the frontline security officer”.

Rollo Davis added, “there are now lone worker safety, tracking and monitoring devices such as Salus, available, 
allowing real time GPS locating and biometric monitoring of a wearer’s health. There is also a worrying increase in 
the use of items such as “tactical” pens. Sturdy metal devices with a self-defence value. After appropriate training 
the use of handcuffs and restraints is a direct result of extended police response times, and now commonplace in 
several sectors. There are also calls to allow trained and licenced security officers to be authorised to use pepper 
spray in rare circumstances.” “Some worrying times ahead,” he concludes.

With the constraints on police numbers and the potential extra requirements for security staffs once the new 
Protect Duty comes into play, it is clear equipment will become more important to ensure more can be done with 
less. It is refreshing to hear though that notebook, pen, torch, and radio are and will remain the most essential 
equipment. 

It is exciting to hear of many of the new technologies however, given the Violence in the Security Industry Survey 
also identified that “68% of respondents said they had not received any on-going training after gaining their SIA 
license,” the potential training burden and associated costs for new kit could prove prohibitive unless the cost of 
providing security rises. Key to this is what will be mandated in the new Protect Duty. 

Philip Ingram MBE.

Philip Ingram is an internationally renown defence and security 
journalist and consultant. Building on a long and distinguished military 
career, retiring as a full Colonel, after performing intelligence, counter-
intelligence, security and planning roles whilst on active service. He is 
also the man behind the hugely respected, Grey Hare Media.

Philip is a strategic thinker and recognised subject matter expert on 
issues of international security, defence and geo political events.....

www.greyharemedia.com

http://www.greyharemedia.com
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Looking after Lone Workers makes Good Business Sense

For any service business people are the company’s most important asset.  Your officers are representing your 
business and your values when conducting their duties on client sites. You expect the best from your people, and 
in return they expect to be looked after.  From designing rosters that both meet the requirements of the client 
and provide a reasonable work/life balance for staff, to ensuring that salaries are paid correctly, a good workforce 
management system is essential, especially when it comes to protection for Lone Workers.

Duty of Care, Corporate Manslaughter and the Lone Worker
Employers owe a Duty of Care to their employees to ensure that they come to no harm. In fact, everyone owes 
everyone else a duty of care, that their actions do not cause harm to other people. 

For larger organisations there is also the Corporate Manslaughter and 
Corporate Homicide Act  2007 where cases of gross breach of Duty of Care 
can result in liability and prosecution of directors, board members and 
individuals under health and safety law. 

A breach in Duty of Care can be expecting officers to do a 12 hour shift 
when they are fatigued from doing a series of long shifts with inadequate 
rest periods, or it could be putting a Lone Worker in an unsafe situation.  

Ensuring that Lone Workers have a safe working environment means 
taking extra precautions. Issues to consider with regard to Lone Worker 
safety include: 

• Assessing risks, including the chance of encountering violence 
and the medical suitability of the individual to work alone. 
Electronic forms used for risk assessments can be provided to 
employees via their mobile phones under Health and Safety 
procedures, as can the provision of Assignment Instructions 

• Training, assessing levels of experience and how best to monitor 
or supervise. Certifications can be automatically checked, so that 
only people with the correct qualifications are rostered to specific 
locations or tasks (for example, fire marshals)

• Adequate reliable technology to keep in touch and respond 
quickly to any incident

People, be they employees or contractors, have a responsibility to take care of themselves and other people they 
work with, and to co-operate with their employer to meet legal obligations. https://www.hse.gov.uk/pubns/
indg73.pdf 

Check calls – Keeping in Touch
Check calls where officers call in at set times to confirm their safety is the most obvious way to monitor Lone 
Workers, and one with which the industry is well accustomed to.  

Putting procedures in place that allow direct contact between the Lone Worker and their manager can also help 
alleviate work-related stress. If contact is poor, employees may feel disconnected, isolated or abandoned, which 
can affect their performance and potentially their stress levels or mental health.

SmartTask offers two lines of defence against missed check calls, dropped shifts and forgotten book on/off. An 
automated service that prompts staff to complete check calls and shift book on/off saves time for control room 
staff and managers.  An escalation service works together with the prompts to contact a line manager, or other 

designated person if a member of staff misses a check call or shift book 
on/off. 

Mobile Ops – Better for Customers, Better for Employees
At TMS Protection, SmartTask Mobile Patrols is used to send jobs such 
as locks/unlocks and alarm responses to officers, which they are able to 
accept via an app. They are sent detailed instructions for the job, which 
include site safety procedures. Staff are able to complete electronic 
forms once the job is complete. The Control Room has complete 
visibility of who is dealing with which job or incident at all times. 

Managing Director Tom Devine says; “Our reputation is incredibly 
important to us and as a customer-focused business, our people are 
our biggest asset.  If we can make life easier for them, they will provide 
a better service to our customers. SmartTask quite simply streamlines 
operations so that mundane tasks are quick and easy for all our staff.”

Proof of Attendance – Protecting Employees and Customers 
360 Alert Security has over 700 security officers and uses SmartTask workforce management software to manage 
staff schedules, Proof of Attendance, check calls, reminders and escalation if check calls are missed.

A key part of the business is managing Lone Worker safety and check-calls. 360 Alert Security use SmartTask’s 
integrated automated phone system (IVR) so that officers can check in using their phone and a secure PIN 
supporting duty of care and HR compliance. When any officer fails to book on/off or complete check calls, the call 
reminder service prompts them via their phone. The escalation feature uses the same IVR system to automatically 
call their line manager, advising them of the missed event so they can initiate a welfare check. Automating the 
process in this way frees up control room time while assuring the welfare of the officers. 

Another benefit of an automated system is that where an officer is unable to attend a site, SmartTask ensures that 
alternative arrangements can be made to adhere to Service Level Agreements. Having up to date digital records 
that detail proof of attendance ensures customer invoices are accurate, reducing errors and significantly reducing 
time spent on account reconciliation.  

Paul Nadeem, General Manager, 360 Alert Security states: “We definitely have fewer missed calls, disputes and 
complaints - with SmartTask monitoring is easier and better. We have complete visibility and control and know 
whether an officer is on site or not. Managing shifts for 700 officers is a huge overhead, however, thanks to 
SmartTask we save a lot of time with the check calls escalation feature, it means we can always follow up on 
officers and their location to ensure their safety - the welfare side is a top priority for us.”
Managing Lone Workers benefits everyone

As these two examples demonstrate, compliance with Lone Worker and Duty of Care requirements benefits 
everyone, the employee (or contractor), the customer AND the business.  

For more information about how your business can benefit from a professional workforce management solution 
contact SmartTask today:  tellmemore@smarttask.co.uk 

https://www.hse.gov.uk/pubns/indg73.pdf  
https://www.hse.gov.uk/pubns/indg73.pdf  
mailto:tellmemore%40smarttask.co.uk%20%20?subject=
http://smarttask.co.uk
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Bidvest Noonan: Leading the Way in Social Responsibility

TPSO talks to Bidvest Noonan, a market leading services business that employs over 27,000 
people. Bidvest Noonan’s award-winning security business protects thousands of client sites 
across the UK and Ireland, including many of the most iconic and best-known brands amongst 
its clients.

Managing Director, Sarah Jane Cork shares her perspectives on social responsibility and discusses how Bidvest 
Noonan’s work with Employment 4 All is enabling disadvantaged and underrepresented groups to access training 
and employment opportunities.

TPSO:  
Bidvest Noonan have a well-developed social responsibility program; can you tell us a bit about that and some 
of your achievements?

Sarah:
We are committed to social responsibility; for us, that means acting ethically, minimising our impact on the 
environment while maximising the good we do for society. We have achieved a lot in this area.
In 2021, we launched Sunrise, our ESG community. Sunrise focuses on four works streams, Community, 
Workplace, Environment and Marketplace, to help us operate more sustainably. Sunrise is made up of a variety 
of Bidvest Noonan colleagues across each of our business units, who are passionate about corporate social 
responsibility.

Our Sunrise team have helped us to introduce a wide range of initiatives to reduce our impact on the 
environment and become a Net Zero business. For example, we are transitioning to a fully electric fleet and we 
have invested in a number of new technologies that are reducing our use of energy, water, and plastics. 
As a people business, we have always valued diversity and inclusion. Last year, we launched our ED&I Council 
to help us develop a more diverse workforce and a more inclusive workplace. Our council has been very 
successful. In February, we received Diversity Mark’s Bronze Accreditation for our achievements in advancing 
diversity and inclusion in the workplace. 

We are proud to support charities and social projects which make a real difference for people, especially those 
that help disadvantaged and underrepresented communities. Like so many companies across the UK and 
Ireland, we played a role in responding to the pandemic, donating PPE including hundreds of thousands of 
face masks. Most recently, we have shown our support for people affected by the conflict in Ukraine, donating 
funds to charities working in the area and supporting client and community initiatives.

TPSO: 
How important do you think it is that companies walk their talk?

Sarah:
We believe that there are important social and environmental challenges that need to be addressed and it 
is incumbent on all of us to do what we can to address them. We work together and with our suppliers to 
continuously improve our environmental performance and to find new ways to support people in need. We 
see more and more companies making commitments and following up with actions in these areas and we 
celebrate that. We are all in this together.

TPSO: 
How did you get involved with Employment 4 All?

Sarah:
We want to give disadvantaged people in our local communities the skills and opportunities they need to 
secure meaningful employment, financial independence and play an important role in society. That is a good 
thing in its own right. We understood that Employment 4 All, working with the Department for Work and 
Pensions, could help disadvantaged and under-represented groups while also providing a stream of highly 
motivated and well-trained people for the security industry. We were happy to work with Employment 4 All 
and to provide training and employment opportunities for people who need it.

TPSO: 
How does this initiative help people

Sarah
This initiative provides potentially life-changing opportunities for participants. Employment 4 All identifies 
suitable candidates through a process that involves conversations and background screening. Candidates who 
meet the needs-based assessment, demonstrate the right qualities and show a strong interest in building a 
career in the security industry are invited to attend our training programme. 

Candidates are given all the support they need to be successful. If required, they are provided with help to 
obtain the necessary paperwork and documents of identification. During our training programme, candidates 
are provided with a free breakfast and, if needed, help to cover their transportation costs and to obtain 
childcare services.

My colleagues and I provide the training and information participants need to start their careers in our 
industry. Successful candidates are helped with their application for an SIA licence and given the opportunity 
to join Bidvest Noonan as Security officers. I am proud to say we have already had our first graduates of the 
programme, a number of whom have been offered employment with our business.
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Introducing Employment4All

Employment 4 ALL CIC is very new, dry small, but extremely mighty in the 
numbers that we work with. We only founded in 2021, to combat the social 
exclusion many job seekers that have experience of disadvantage face 
trying to gain employment. We deliver a bespoke, holistic, wrap-around 
approach in the support we provide. We know everyone is an individual 
and everyone’s journey is different.

We are hands on and provide practical solutions to some of the basic 
problems and barriers our clients face such as providing Birth Certificates and ID, food, travel costs, appropriate 
clothing and as you know even providing digital devices for clients to participate in online courses and put on 
courses like the SIA. Those we support tend to have faced multiple additional barriers to employment such as 
poverty, severely impacted by Covid 19, homelessness, care leavers, ethic minorities, women, domestic violence 
survivors, lone parents, migrants, refugees and those with historic low labour market participation. 

Despite being a small CIC, we can demonstrate a proven track record of having successfully sourced a large 
number of training opportunities and sustained employment outcomes for the large numbers of clients referred 
to us for support. We aim to bring the same services and opportunities to as many people as possible, enabling 
those we support to gain training, employment, independence, inclusion and control over their lives. We use our 
experience in employer engagement with large employers like Bidvest Noonan to provide local employment 
opportunities with revolutionary and forward-thinking employers, who value a diverse and inclusive workforce 
and vacancies to fill.

TPSO was introduced to Employment 4 All after a recent SIA course at Southwark College.  Here is a brief rundown 
of a typical participant and their journey:

Approximately 2 weeks before the course start date:

Employment 4 All will attend location(s)  such as Job Centres, Community Centres, Foodbanks,  Referral partners 
to screen suitable candidates as definitely wanting to work in the Security Industry.   We will discuss  the benefits 
and opportunities available if they work with Bidvest Noonan.  We make a referral appointment for The Suited & 
Booted Company (Men) and Dress for Success (Women), for candidates to be provided with suitable interview 
clothing.  We ensure they have the  travel costs and fares so they can attend, as required.  We also check that 
candidates have the required ID and where necessary pay for Birth Certificates, Driving Licences and in some 
cases passports. Candidates also receive 1-2-1  mentoring and employment support sessions and are supported 
to apply to the HMRC for a copy of  the participants’ Employment History, which is required by security employers, 
as part of the Screening and Vetting.   This document will be sent to the participant’s homes and will assist with 
the prompt and efficient completion of screening.  This will contain a breakdown of employer’s names based on 
each tax year and in many cases will also include a start and end date.

1 week before the course:
 
Candidates are invited to attend Southwark College to enrol with the College, which provides them with a 
lanyard.  The College also provides a free breakfast for the participants.
Employment 4 All ensures that candidates have fares in place to attend the course, advance food bank vouchers, 
we support with food packs and ensure that participants that need support have applied to the Job Centre for 
Child care cost support with a registered childminder.  Myself and my colleague Whitney are on hand and we 
support with discretionary payments for those in crisis.  Examples of issues candidates in the last cohort faced 
included having no food, no travel costs, a broken washing machine, so needed laundrette money for clean 
clothes, no phone credit, no electricity, so topped up electricity payment card.

The SIA course 

The course was delivered by Bidvest Noonan’s approved SIA training provider.

During the course there’s a lot of employer engagement and interviews with Bidvest Noonan.  On Day 1 Glen 
and Training Manager Steve attend to talk about the industry.  Managers come in and talk about opportunities 
on their sites.  On the final day, a HR Manager attends to collect ID and carry out final checks.  This is easier for 
the candidates as Employment 4 All can photocopy original ID, bank statements, HMRC Records - as many of the 
candidates do not have access to printers, wifi at home or digital devices.  Bidvest Noonan provides New Starter 
forms that we can support the candidates to complete and return, if they don’t have devices.

After the course:

Depending on whether candidates complete the course in paper form (recommended if the cohort isn’t 
completely familiar with IT, so they can cross out wrong answers etc) or online, they will get their results max 10 
days (paper) and immediately (online) and can be informed via the SIA account that is set up for them whether 
they have passed and will be supported with uploading evidence required for the licence, such as ID etc.  The cost 
of the licence will be paid for, for the candidates.

Once the application is in progress for the SIA licence, where checks have been successfully completed  Bidvest 
Noonan can issue an LDN - Licence Dispensation Notice and the participants can start working.  Employment 4 All 
will try our best to ensure Bidvest Noonan can deploy our candidates as security operatives, as soon as possible.

Based on the Southwark Bidvest Noonan Security  Guarding Programme, other Boroughs have approached me 
to ask if we replicate the same programme, with the holistic wrap-around support, that welcomes those who 
otherwise could not afford to join the Security industry.   We therefore hope to support more candidates in South 
London Boroughs and Hounslow Council.  

https://employment4all.co.uk/

https://youtu.be/MGa1WWCtoQU

https://employment4all.co.uk/
https://youtu.be/MGa1WWCtoQU
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Cutting-Edge Defence Sprays Helps Security Officers Deter 
Crime

Security officers working at public venues, shopping centres, office blocks and luxury retail brands are fighting 
back against rising crime by carrying the latest compact offender marking sprays. Cutting-edge SelectaDNA 
Defence Spray is being used to deter and prevent personal attack and criminal behaviour. It is designed to be 
used only after other forms of conflict resolution have failed and is not to be used as an attack weapon or to 
cause an assault on an individual. A security officer can use the spray to tag an offender with an invisible solution 
of unique synthetic DNA code and UV marker that clings to the skin and clothing for months, and irrefutably 
links the offender back to the specific crime scene.

Trainer and sports fashion retailer JD Sports is among the growing number of high street brands to deploy 
the handheld defence spray. Selected JD security guards have been trained to use the spray to protect against 
shoplifting and steaming (where large, organised gangs run into targeted stores, threaten staff with violence, 
and then flee with armfuls of stock). Such incidents can have severe detrimental effects on staff and customers 
may find the experience very upsetting or traumatic. The company invested in the sprays to allow their security 
team to increase the chances of a later prosecution.

Commercial guards and patrol officers working for Venture Security across the UK have also been carrying the 
sprays to provide an extra layer of protection as they go about their day-to-day work making sure people, stock, 
equipment, and premises are safe. Paul Howe, Managing Director of Venture Security, said: “The spray gives our 
officers confidence that they have the means to act positively in situations where they might not necessarily be 
able to restrain offenders.”

The handheld sprays have been used by security teams to deter robbers at Westfield shopping centres, to stop 
crime at upmarket store Harrods in Knightsbridge, and by officers in Business Improvement Districts (BIDs) to 
protect stores in their areas. One BID in Lichfield, Staffordshire, used the handheld sprays to protect its jewellery 
store members against smash and grab raids committed by travelling criminal groups.

The spray has also made its way into a well-known department store in Paris to protect against shoplifting and 
robbery. Security guards at La Samaritaine, which has 90 different departments, are also making use of the new 
handheld DNA spray which will help them deter criminal behaviour.

Selectamark, the security company that produces the new sprays, runs training courses for security personnel to 
ensure they use the sprays correctly. James Brown, MD of Selectamark, said “Our DNA handheld sprays are giving 
security officers added protection and peace of mind. Now retailers and providers of SIA licenced security officers 
are starting to see the benefits the sprays can bring in reducing criminal activity.” 

Also available from Selectamark is a new Personal Defence Spray which is being used to tackle violence against 
women and girls. Dyfed Powys Police is one of the first police forces to start using the new spray in special 
Women’s Safety Kits that can be used when women go out to a venue at night. The kits include a torch, a panic 
alarm and an anti-spike drink cover, as well as the new SelectaDNA Personal Defence Spray that works by spraying 
the offender with incriminating DNA solution – greatly increasing the chances of conviction.

As part of a new safety crackdown, licensed premises within identified areas in Wales (Aberystwyth, Carmarthen, 
Llanelli, Haverfordwest and Newtown), will be able to access tools from the Security and Vulnerability Initiative 
(SAVI) to help owners and operators of venues provide a safe and secure environment for their managers, staff, 
customers and local communities. 

Dyfed-Powys Police Officers and local security officers 
involved in the initiative were recently given training 
by Selectamark on the use of the new personal sprays 
ahead of their distribution at busy night-time economy 
hotspots. Chief Inspector Dyfed Bolton, force lead for 
neighbourhood policing, said “Dyfed-Powys Police 
is proud to be working with Selectamark to promote 
the safety of women and girls in our force area. Our 
neighbourhood policing teams will continue to work 
tirelessly with partners to stop violence against women 
and girls, making our neighbourhoods safer places to 
live, work and have leisure time.”

James Brown, MD of Selectamark concluded: “The 
police are providing women and girls who could find 
themselves in vulnerable situations with the very latest 
crime-fighting technology, which sends the strongest 
possible message to potential offenders not to consider 
committing such awful crimes.”

https://www.selectamark.co.uk/
https://www.selectamark.co.uk/
https://www.selectamark.co.uk/
https://www.selectamark.co.uk/
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An Appropriately Trained And Equipped Security Officer Can Be 
An Asset To An Organisation.

Security Industry Association (S.I.A)

The Security Industry Association was set up by the UK government 
in 2001 as a way of licencing and setting up standards within 
the security industry which up until this point had been largely 
unregulated and allegations of criminal activity and thuggery 
within the industry were common place. Since its inception the 
reputation of the industry has improved but the industry needs to 
ensure this continues by endeavouring to improve training and the 
implementation of better equipment for the officers in their charge. 

 
An SIA licence allows the licence holder to legally practice within the industry, working without a valid SIA licence 
is a criminal offence, and under The Security Industry Act 2001 those working without a valid licence could be 
fined and even imprisoned. Licensing requirements currently do not extend to include in-house security such as 
those directly employed by the NHS.  My personal view on this is that all in house staff should still undertake SIA 
training offered by a SIA approved training provider. 
 
Within the UK Security Industry and the introduction of the SIA (2001), security officers are now trained to a 
minimal in industry standards. This is where the employer now needs to ensure this training is enhanced to reflect 
the environment that their security officer will be working within and that when these officers whilst they are on 
duty are equipped appropriately, dependent on the level of risk that they may face. Whatever the risk, it is not 
permissible or acceptable for a UK security officer to carry any form of equipment that would be considered as 
a weapon. Security literally means a state of well-being, freedom from harm, or freedom from danger. It is my 
opinion that any security officer who illegally arms themselves whatever their justification cannot be referred to 
as security. 

Isn’t Security a Dangerous job in the UK?
 
Yes, working as a security Officer in the UK can be dangerous, research carried out by the University of Portsmouth 
suggests that as many as 4 in 10 security officers suffer some form of Post-Traumatic Stress Disorder (PTSD), 
having been exposed to frequent episodes of verbal and physical abuse. 
https://www.port.ac.uk/news-events-and-blogs/news/security-guards-struggle-with-ptsd-and-lack-mental-
health-support
 
In another report commissioned by The Security Industry Authority (SIA) research uncovered levels of violence 
against security staff that were described as “nothing short of a national scandal”.
https://www.sia.homeoffice.gov.uk/Documents/research/sia-violence-reduction-report.pdf
 
However it’s important to remember that security officers are not police officers, they are in fact civilians 
employed by organisations to protect their, people, property and assets. 

 
As an industry we would do well to remember that violence often begets violence and the more that we equip 
officers with what could be considered weaponry or offensive equipment, then we risk increasing the violence 
that is directed towards us. Another reason why security staff should not be in the possession of a weapon is 
down to what is known as the weapons effect. The weapons effect is a highly debated, controversial theory 
described in social psychology. It refers to the presumption that the mere presence of a weapon leads to a more 
aggressive behaviour in other humans.  
 
A poorly equipped and potentially illegally armed security officer could have a devastating effect on the 
reputation of any organisation and the security industry as a whole,  undoing years of work carried out by the 
the Security Industry Authority (SIA) as well as organisations  such as the Guild of Security Industry Professionals 
(GSIP), The National Association for Healthcare Security, The International Security Management Institute (ISMI) 
and the Security Institute in projecting a professional image for the industry.
 
When it comes to the potential risks that can impact a business, the risk of reputational damage caused due to 
violence perpetrated against their employees or even by their employees rank near the very top of the list.

 
If it so dangerous, Why is it that security officers are not armed?
 
Until this century, even traditional UK police officers with the exception of specialised armed response officers 
have themselves been limited in the equipment they are able to use and this has traditionally been a truncheon 
of some type and handcuffs. Changes to legislation have now allowed the UK police to carry CS spray and also 
Tasers to assist with their duties. The UK police force is highly regulated and officers have to undergo stringent 
training to qualify to become a police officer, the same cannot be said for most UK security officers. 
 
Other than the training issues the legal implications of security having any kind of weaponry are covered in the 
Firearms Act 1968, Section 5, which prohibits security officers from having or the use of CS gas, Tasers or firearms 
of any type. 

Legislation.gov.uk. 2020. Firearms Act 1968. [ONLINE] Available at: https://www.legislation.gov.uk/
ukpga/1968/27/section/5. [Accessed 25 September 2020].
 
The prevention of crime Act 1953 and Section 139 of the criminal justice act 1988 prohibits security officers from 
having or the use of a baton or truncheon of any type. 

Legislation.gov.uk. 2020. Criminal Justice Act 1988. [ONLINE] Available at: https://www.legislation.gov.uk/
ukpga/1988/33/part/XI/crossheading/articles-with-blades-or-points-and-offensive-weapons. [Accessed 25 
September 2020].

Apart from the legalities of arming security officers in the UK, the overriding reason the industry does not is that 
currently there is no justification or necessity. Whilst the amount of violence and aggression that the security 
industry faces as a whole is steadily increasing the legislative need is not sufficient enough to warrant the 
increased risk of arming security officers. It is therefore down to the employers within the UK security industry to 
ensure that stringent risk assessments are carried out and that all necessary safety equipment that is currently 
available to the industry is utilised to ensure the safety of their staff.

https://www.port.ac.uk/news-events-and-blogs/news/security-guards-struggle-with-ptsd-and-lack-mental
https://www.port.ac.uk/news-events-and-blogs/news/security-guards-struggle-with-ptsd-and-lack-mental
https://www.sia.homeoffice.gov.uk/Documents/research/sia-violence-reduction-report.pdf
http://Legislation.gov.uk
https://www.legislation.gov.uk/ukpga/1968/27/section/5
https://www.legislation.gov.uk/ukpga/1968/27/section/5
http://Legislation.gov.uk
https://www.legislation.gov.uk/ukpga/1988/33/part/XI/crossheading/articles-with-blades-or-points-and
https://www.legislation.gov.uk/ukpga/1988/33/part/XI/crossheading/articles-with-blades-or-points-and
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A thorough and detailed risk assessment is essential to ensure all factors are taken into account to determine the 
equipment that is necessary and essential for each individual security officer and their working environment.

So what equipment should a security officer have? 

Uniform: There are many advantages of uniformed staff, especially uniformed security. Uniformed security 
officers act as a high visibility deterrent to adversary’s, their presence ensure your staff and visitors feel safe and 
secure and for security companies can promote brand awareness. Uniformed officers demonstrate a professional 
image and sense of authority, furthermore security officers are often the first person someone encounters when 
entering your organisation, so a smart uniformed officer offers a great first impression. 
 
Boots: As part of that uniform a security officer should be in the possession of suitable footwear, after all a 
security officer can be on their feet for many hours during their shift. Footwear needs to provide protection as 

well as comfort.

Pen and notebook: A pen and notebook is needed as a security officer may on 
occasions be required to take a statement to secure information provided by a witness 
ensuring an accurate record of events of a security incident. 

Torch (flashlight): The torch is perhaps the most important 
piece of equipment that any security officer should carry. 
Why? Well if you are assigned to patrol during the day, 

you should still carry a torch even though it may not seem necessary. There may 
be dark areas you need to patrol. If you work inside, you will need to use the torch 
in the event of a power cut. If you work nights then a torch is even more necessary, 
it will help you avoid hazards, help to detect intruders using the darkness to their 

advantage, and help act as a deterrent as it can be seen from great 
distance as you are patrolling. 

Communications device: Communication devices such as two way radio or mobile phones. Two-way 
radios or mobile phones can save the life of not only security personnel but also the lives of others by 
connecting them immediately to colleagues, controllers or first responders (Police, Fire, Ambulance) 
enabling them to co-ordinated a response to any incident.

Body-Worn Cameras 
BWC offer a deterrent factor, the mere presence of a body-worn camera can change 
the behaviour of an attacker in verbal or physical conflicts. Altercations with security 
personnel are greatly reduced when an adversary knows their actions are being 
recorded. It also reduces false accusations whilst gathering vital footage usually of 
evidential standard.

A thorough and detailed risk assessment may reveal the need for stab or ballistic 
proof vests, slash resistant clothing such as gloves or the need for handcuffs. 

 
*Important note: While handcuffs can be used by any civilian in the UK, including security officers, security 
personnel should be appropriately trained in how to apply the handcuffs correctly in order to reduce the risk of  
injury and litigation to as low as reasonably possible (ALARP).    
 
Further equipment may also be dictated by an officers  current assignment, for example if employed and situated 
on a construction site then security officers should also be issued with a hard hats and protective boots in order to 
meet Health and Safety legislation, again this should be detected during a risk assessment.
 
https://www.hse.gov.uk/legislation/hswa.htm 
 
In conclusion, when we talk about equipping our security officers to work within the industry, we are not just 
talking about the physical equipment that we can provide such as uniform, radio’s and body worn cameras but 
also the appropriate training to deal with the service needs they are there for, along with support for our security 
staff to ensure their continued mental well-being.  At the very least the following areas should be the essentials 
that we train our officer in to allow them to offer an effective and efficient level in their role.  Customer services, 
de-escalation training and where necessary intervention training could well be just as valuable to the service 
provider and their users as expensive equipment.    

Mark Lee. CSMP® M-ISMI® MInstLM
Proud Member of Guild of Security Industry 

Professionals (GSIP)
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https://www.hse.gov.uk/legislation/hswa.htm 
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Welcome to the age of the APP!

Below is a selection of APPs of interest – if you have any you think we should include please let us know!

• New ACT App launched - Live-time information from CT Policing, plus all the very latest protective 
security advice, is now available at your fingertips 24/7 – wherever you are:
https://urim.app/wp-content/uploads/2021/02/NaCTSO-UK-Protect-National-Bulletin-0305_20.pdf

• CPNI APP - Think Before You Link: CPNI has now launched an innovative new app allowing users of 
social media and professional networking sites, such as LinkedIn and Facebook, to better identify the 
hallmarks of fake profiles used by foreign spies and other malicious actors https://www.cpni.gov.uk/
security-campaigns/think-you-link

• What3Words APP: Never get lost again - With the what3words app, it’s easy to find, share and save 
precise locations: https://what3words.com/products/what3words-app

• Google Translate - online or available as an APP: https://translate.google.co.uk/ Never be stuck by the 
language barrier again… 

• Google maps – does what it says on the tin! Offers satellite imagery, aerial photography, street 
maps, 360° interactive panoramic views of streets, real-time traffic conditions, and route planning 
for traveling by foot, car, bike, air and public transport. Saves being stuck if you find yourself being 
deployed in a vehicle without a satnav! 2022 but still happens!

• Find My iPhone from Apple: https://apps.apple.com/gb/app/find-my-iphone/id376101648 How 
many times have we had iPhone’s handed in only to wait for someone to call to find out who it 
belongs to before we can reunite it with its owner? Help locate your device if someone less honest 
gets hold of it!

• For android users - Prey: Find My Phone & Security https://play.google.com/store/apps/
details?id=com.prey&hl=en_GB&gl=US Prey is a tracking, data security and device management app 
with over 10 years of experience in locating lost phones, laptops, and tablets

• First aid apps – both The Red Cross & St Johns Ambulance provide free to use first aid apps for both 
android and IOS users. Very useful for refreshers and on the spot reminders when dealing with a first 
aid incident

• Buddify ‘Meditation done differently’ https://buddhify.com/ - Stress at work is real - we can all benefit 
from a spot of relaxation. I’ve been using Buddify for a few years. Considering I regularly hold a 
bonfire of the APP’s ceremony that’s a track record that speaks for itself!

• Find Your Calm - another relation APP with a completely different stye to Buddify - https://www.
calm.com/

• Citymapper is my go-to APP for public transport planning in London: https://citymapper.
com/?lang=en easy to use, accurate with to the minute precision. Constantly expanding the areas 
covered and includes routes and times for walking, cycling, scooters and much more. It also has an 
alerts function for issues on public transport service interruptions and industrial action

• Parking can be a nightmare – I’ve been using Ring Go for a few years https://myringgo.co.uk/ and 
it has saved me a lot of hassle checking local parking regulations. As well as finding local car parks 
it also helps you pay for on street parking directly from the APP. Receipts are auto-generated for 
business users (Corporate version available) who must submit expenses

https://urim.app/wp-content/uploads/2021/02/NaCTSO-UK-Protect-National-Bulletin-0305_20.pdf 
https://www.cpni.gov.uk/security-campaigns/think-you-link 
https://www.cpni.gov.uk/security-campaigns/think-you-link 
https://what3words.com/products/what3words-app
https://translate.google.co.uk/ 
https://apps.apple.com/gb/app/find-my-iphone/id376101648 
 https://play.google.com/store/apps/details?id=com.prey&hl=en_GB&gl=US 
 https://play.google.com/store/apps/details?id=com.prey&hl=en_GB&gl=US 
https://buddhify.com/ 
 https://www.calm.com/ 
 https://www.calm.com/ 
https://citymapper.com/?lang=en
https://citymapper.com/?lang=en
https://myringgo.co.uk/
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Reimagining Security with AI-Driven, Indoor Drones on Patrol
By: Indoor Robotics

Let’s begin with a bold statement: With each passing year, it becomes less and less logical to continue using 
human labour for routine security tasks when AI technologies offer a proven, superior alternative. 

When it comes to security and risk mitigation, human security teams have three specific roles: monitoring CCTVs 
or mounted web-cams, responding to alarms and tripped sensors, and on-premise, in-person patrols. 
Any professional security manager is familiar with the weaknesses and limitations of the first two tasks — those 
that aren’t actually about human failings, but rather the constraints of the surveillance equipment. CCTVs are 
stationary, low-resolution, easily circumvented, and cannot all be watched simultaneously. Sensors often issue 
false alarms that must be investigated. They are rarely plentiful enough, distributed comprehensively, or multi-
functional.
Putting these drawbacks aside, let’s focus on foot (or vehicle) patrols by guards tasked with spotting threats or 
safety risks. A diligent guard patrolling indoor or outdoor spaces uses all his five senses, spots subtle problems, 
makes judgment calls, and dynamically adapts to times and locations that need special attention. 
But while it sounds great to leverage all those skills that make us human, the list of obvious disadvantages is 
disturbingly long. Let’s take a look at the four top challenges.

• People don’t scale. Simply put, one guard can only be at one place at one time. Periodic but sporadic 
patrols are the norm, much more economically feasible than a massive team of guards. If an intruder 
appears, a water pipe bursts, or equipment overheats moments after a guard has passed by, its discovery 
is delayed until the next pass — whenever that is.

• People are biological. We need to eat. We only work a limited number of hours per day. We get sick, 
need vacations, and have to step out to the rest-room. Though we’ve come to accept this reality, these 
scenarios represent time we pay for, but get nothing.

• People are, yes, only human. It’s hard to blame a guard who spends eight hours in a static, repetitive, 
under-stimulating environment for getting bored or inattentive. It’s natural for him to be sidetracked by 
even the smallest distraction if it offers relief from the monotonous. 

• People can’t fly, shrink, or visually detect heat. Many environments suffer emergencies caused by 
problems that aren’t visible to the human eye (overheating equipment, a hard-to-spot leak in a large 
warehouse or in a little-trafficked area, a burglar hidden in the shadows, e.g.), or within physical range of 
a human guard on the ground. Their detection evades even the most attentive patrol.

A solution for security, safety, monitoring, and inspection that eliminates every single one of these weaknesses 
isn’t just an interesting nice-to-have strategy — it’s the only responsible approach to both save money and get 
better results. 
The solution? A fleet of fully-autonomous indoor drones. They are serving security officers round the world today, 
available in a low-risk, cost-effective, pay-as-you-go RaaS (yes, “robot as a service”!) model. Driving a $2.27B 
growing market, indoor drones outperform human patrols from almost every perspective, and completely 
eliminate the disadvantages of traditional sensors and CCTV. Here’s how they do it:

• Autonomous drones do scale. At a fraction of the cost on onboarding and employing a new guard 
(in a professional with unusually high turnover), you can add drones to your fleet inexpensively for 
simultaneous coverage of zones across your premises. Each one can be independently looking for 
unique dangers, moving at different frequencies, at different schedules.

• Autonomous drones don’t need time off. Aside from brief, as-needed automated recharging breaks that 
can be strategically coordinated, they work 24/7, don’t need days off, and don’t stop a snack … or the 
subsequent bathroom break. They also won’t complain or worry if you send them into uncomfortable 
labs or machinery rooms.

• Robots are cold, calculating automatons. And that’s a good thing. Their sensors take in everything with 
instant clarity – suspicious movement, changes to objects their AI “knows” about, temperature changes, 
open windows or doors, and more. They aren’t biased, don’t get distracted, and are never too bored to 
stay focused. And importantly, they aren’t forgetful – instead of a manual, superficial log entry jotted 
down later, everything they sense is documented precisely and instantly, stored on-premise or in the 
cloud. That alone is a game-changer: can you really expect a guard to recall if a specific window was 
open on his 2:30 a.m. patrol?

• Yes, robots have superpowers. Flying high above ground level and squeezing into small areas is critical 
in many industrial and expansive commercial environments; this ability provides perspective and 
accessibility impossible to achieve by a guard on foot. Heat and air quality sensors and navigating under 
poor light conditions all take their skills beyond human perception.

Back to the security room and its CCTV and sensor tracking systems: a fully autonomous indoor drone is a 
dynamic, flexible, virtual sentry – as it glides, hovers, and dodges in 3D space, it suffers no blind spots or limits on 
where or what it inspects. Problem solved.

Of course, most facilities have components of a long-trusted, well-crafted security infrastructure, processes, and 
yes — people — they don’t want to replace completely; a drone-based patrol system can integrate with these 
management platforms and work alongside the personnel. It can merge data, send out alerts, and provide a true, 
trusted, 360-degree view of the premises.

On customer site
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 So, keep an eye on the sky — or the ceiling. You will be seeing more and more of these drone zipping around 
office, warehouses, data centers, malls, transportation centers, and more. No area is too small – even a typical 
office building can reap substantial benefits, as did one of our clients, a software company. Their CCTV, motion 
detectors, smoke and heat sensors, and standard contact alarm were sending out ongoing false alarms – each 
of which required someone to investigate, day or night. They even suffered fires from employees leaving electric 
scooters to charge unattended overnight. With our Tando™ system in place, these episodes are a thing of the past. 
They know that any intruder considering a break-in will think twice when spying a camera-armed drone hovering 
in the window. And at any time — especially at night or on weekends — the security officer has a live, 360 view of 
the office, allowing him to rest assured that he can enjoy his time away.

For security officers, the future of robotic drone patrols is here … don’t let it whiz past without taking a closer 
look.
Please get in touch with Doug Sear, Director of Sales at Emergency Protection Limited if you have an operational 
interest in deploying Tando by emailing sales@emergencyprotection.co.uk

DS Essentials: Radio Earpieces
 
In the field of security, communication is vital. Radio earpieces allow security professionals to communicate 
discreetly over reasonably long distances.
 
Earpieces allow warnings to be conveyed, threats to be assessed and important information to be shared 
between colleagues in real-time.
 
They also facilitate ‘hands free’ communication, which is useful in situations wherein both hands are otherwise 
occupied. As a result, earpieces are an essential part of most security operatives’ equipment.
 
But which earpiece is right for YOU?
 
In this brief guide, we’ll take a comprehensive look at radio earpieces and hopefully help you to answer that 
question.

What Should a Security Operative Look for in an Earpiece?
 
What follows is a list of questions and considerations that should be taken into account when purchasing an 
earpiece.

Which Radio are you Using?
 

This is a very important consideration, as most brands have their own connector. 
Therefore, if you’re using an earpiece made by ‘Company A’, but the radio it’s connected to 
was manufactured by ‘Company B’, then the earpiece simply won’t connect, and you won’t 
be able to use it.
 
In some cases, a connector can look almost identical to one manufactured by a different 
company, but even when the design is very similar, the high likelihood is that it will still be 
incompatible.
 

Keep earpieces in mind when you select a radio and vice versa.

Universal Connectors

There is such a thing as a universal connector. These allow you to have one earpiece and simply change the 
connectors so that it can be used for different brands.
 
Universal connectors can be a godsend for security operatives who work in various locations and for multiple 
clients, as they can connect one earpiece to almost any radio network.

mailto:sales%40emergencyprotection.co.uk?subject=
https://www.earpieceonline.co.uk/
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What do you Need it for?
 
There is a greater variety of earpieces available than you may have realised, but most are suited to a specific job or 
set of circumstances.

The first thing you’ll need to do is consider what you’re going to be using the earpiece for. Are you a Door 
Supervisor for a busy nightclub, or providing close protection for somebody important? Are you a lone worker, 
or do you have colleagues nearby? The answers to these and other questions will help to determine what kind of 
earpiece you are looking for.

Overt or Covert?
 

One of the first decisions a security operative should make when choosing an earpiece is 
whether they require an ‘overt’ or ‘covert’ model.
 
The presence of an overt earpiece can be a great deterrent to would-be troublemakers.
 
Once they see the earpiece, troublemakers know that the operative before them can 
– and, if need be, will – call for back-up at any time. They might be willing to try their 
luck against one operative, but the earpiece introduces an unknown element for the 
troublemaker.

 
Covert earpieces, on the other hand (or, if you prefer, ear), are designed to be discreet. They don’t advertise their 
presence, and thus lack the deterrent factor. They are however very useful in situations where the company or 
client doesn’t want to advertise the presence of security operatives.
 
Additionally, an operative using a covert earpiece can seamlessly blend in with a large crowd of people. Many 
troublemakers will intentionally avoid the watchful gaze of security operatives. However, if some of those 
operatives are dressed in plain clothes and making their way through a crowd, they can spot potential problems 
and react accordingly.
 
All things considered; overt earpieces are better for general use. They are also easier to clean and maintain, but 
covert earpieces are better for operations where discretion is the name of the game.
 
You might also consider using a remote speaker mic, but while they have their uses, these are not at all covert, as 
the message you receive will simply play through the chest-attached speaker and be audible to everyone in the 
vicinity.

For how Long will you be Wearing it?
 
Although most earpieces are reasonably comfortable (not being much more intrusive than, say, a pair of ear-
buds), others can become uncomfortable after protracted use. If you regularly work long shifts, you may wish to 
consider this before making a purchase.
 
Generally, ‘D-ring’ and ‘G-shaped’ earpieces are less comfortable over time than an acoustic tube setup. In some 
cases, adding an in-ear mould to an acoustic tube model can be more comfortable than the supplied mushroom 
mould.

 
In any instance, it’s worth remembering that you will likely be wearing this earpiece for long periods of time, so it 
must feel basically comfortable and fit generally well.  

Push to Talk (PTT) Buttons
 
A ‘push to talk’ or PTT button mutes your microphone until it is pressed. This prevents miscommunications, 
misunderstandings and potential embarrassment and generally makes the entire security team more efficient. It 
also helps to keep the ambient noise levels down while sending a message.
 
PTT buttons work instantly and are highly effective, especially for loud or busy venues and events. We recommend 
choosing an earpiece with a PTT button or feature, as they are very useful.

1, 2 & 3 Wire Kits
 
It’s important to decide whether you want to use a 1, 2 or 3 wire earpiece kit. If you’re unsure what that means, 
you can follow this guide.

 

• A 1-wire kit includes a radio, a chest-attached PTT mic and an earpiece. These are all connected by the 
same wire, hence the name.

• A 2-wire kit features the same setup as a 1-wire kit, but in this case, the PTT mic is attached to the sleeve as 
opposed to the chest. This setup requires 2 wires instead of 1.

• A 3-wire kit, for its part, includes 3 wires that all connect to the radio. The first wire connects the radio to 
the PTT mic and attaches to the sleeve, the second connects to the earpiece itself and the third connects 
to a concealed microphone, which can be hidden about the operative’s person.

 
Finally, there are Wireless kits. These kits utilize an in-ear grommet which is connected to either a neck loop 
receiver or a receiver pack situated behind the collar. The grommet connects to the receiver via a low-level radio 
frequency. A 2 or 3-wire kit can then be used to complete the setup. 
 
Consider these options carefully before making your selection.

https://www.earpieceonline.co.uk/blog/post/what-exactly-is-the-use-of-an-earpiece
https://www.techtarget.com/whatis/definition/Push-to-Talk-PTT
https://www.workingthedoors.co.uk/reviews/radio-earpiece/
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Kevlar Cabling
 
Kevlar is a material with a very high tensile strength, but, unlike most tough materials, it is also very light. For 
this reason, Kevlar (which can be manufactured for multiple uses) is used in the manufacture of any number of 
protective and hard-wearing materials (anything from protective vests to tents).
 
Although Kevlar does degrade over time, most earpieces do not last long enough for this to become a problem.

Kevlar cables are a good choice because they are hard-wearing and quite durable. Regular earpiece wires 
can snag in your pocket and become stretched or otherwise damaged, sometimes negatively affecting the 
performance of the device. With Kevlar-braided cables, this is far less likely – and improves the life expectancy of 
your device overall.
 
Kevlar cables are also less likely to be damaged while restraining an unruly patron, or while engaging in other 
strenuous activities while the device is in use.
 
Kevlar cabling is neither essential, nor perfect (it won’t, for example, offer much protection from being crushed), 
but it can certainly be a useful addition.

Health Concerns
 
Earpieces do carry with them a few health concerns, which it would be remiss of us not to discuss here.
 
The first concern is bacteria, which can arrive in the ear if the earpiece picks up dirt from your pockets, or from 
any number of other sources. If your earpiece is not kept clean (ideally, it should be wiped after each use), ear 
infections, rashes and even allergic reactions can occur.
 
Another area of concern is earwax build-up. Just as using cotton buds in your ears can cause cerumen (earwax) to 
become trapped and thus build up and harden (which can, in turn, cause temporary hearing loss), using earpieces 
for prolonged periods may also damage your hearing.
 
Loud volumes may permanently affect your hearing, as well as rupture your eardrums, as the sound is being sent 
directly down the ear canal, so it’s best to keep your earpiece’s volume to a sensible level wherever possible.
 
Health concerns should never be ‘shrugged off’. We recommend taking regular breaks from your earpiece 
whenever it is possible to do so, cleaning it regularly and always keeping the volume to a decent level.
Always Look for Quality
 
A good earpiece, kept and cleaned well, can last between 12 and 18 months. Be sure to purchase a good model 
from a trusted brand. Always read reviews online or consult with colleagues when you’re thinking of making a 
purchase.
 
You might be able to buy a cheaper earpiece that offers inferior quality. Not only is this not ideal for practical use 
(the idea is to communicate quickly and efficiently), but it can also represent false economy, as a cheaper model 
will likely need replacing regularly, a fact that could end up costing you more money in the long run.

Final Thoughts 
If you’re buying an earpiece, we suggest you consider these key points before making your purchase. There’s more 
to consider than most people realise.

https://www.dupont.com/brands/kevlar.html
https://www.nhsinform.scot/illnesses-and-conditions/ears-nose-and-throat/earwax-build-up
https://www.cdc.gov/nceh/hearing_loss/what_noises_cause_hearing_loss.html
https://www.earpieceonline.co.uk/
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The Evolving Role of the Ballistic Shield

Since times of antiquity the shield has been a critical component of personal protection, although like other types 
of armor it faded into history with the advent of firearms.  For centuries thereafter combatants were left to face 
the guns and blades of their enemies with nothing more than their skin to protect them.  It took the shell splinters 
of World War I to bring helmets back into common use, and the invention of Kevlar™ in the 1980s to restore body 
armor into a general issue item for soldiers and law enforcement.  Now, in the early years of the 21st century, 
shields are evolving into a regular piece of kit for law enforcement, security, and even military professionals.

The first shields to reappear in the modern world came in the form of large panels made from Kevlar™ cast in 
resin for rigidity and usually featuring a window of bulletproof glass.  Typically about 24”x48” (60x120 cm) in size 
and sometimes weighing north of 30 lbs (14 kg), these first generation ballistic shields were mainly used only by 
specialist law enforcement teams tasked with assaulting an armed and barricaded subject.  Tactically the team 
member in the lead would carry the shield and provide cover for himself and the rest of the team bunched up 
close behind him as they advanced through the potential field of fire.  Once at the point of entry the shield would 
often be abandoned as the team breeched the building, since it was too large to maneuver easily indoors and 
use of the window dangerously restricted situational awareness in close confines.  These first generation ballistic 
shields also suffered from other liabilities – they were too large and bulky to be stored conveniently anywhere 
other than at the police station or in the SWAT van, they required significant training to use effectively, and they 
were quite expensive.  As a result shields remained a niche piece of equipment for decades.

More recently, changes in threats, tactics, and technology have driven a rapid evolution in the design and 
employment of shields.  While the large legacy armor companies continue to sell traditional first generation 
shields to SWAT officers, numerous other offerings are now available.  

www.3dassurance.com    
@3DAssurance

info@3dassurance.com
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Technologically, Dyneema™ and similarly UHMWPE polymers have 
mostly replaced Kevlar™ and other aramid fibers in resin-cast shields 
due to their better strength to weight ratio.  On the opposite end of the 
spectrum, a few shields of ballistic fiberglass are available which provide 
a much cheaper alternative to Dyneema™ at the cost of increased 
weight.  Similar to the evolution of body armor torso plates, some shields 
use a ceramic facing to enable them to resist armor-piercing projectiles 
which would otherwise slice through the fibers.  Some companies offer 
fully transparent shields of pure polycarbonate, like the large shields 
used by riot control officers but thick enough to stop bullets and small 
enough to still be of a reasonable weight.  

Lastly and perhaps surprisingly, steel has been a very successful material 
option for shields.  The spectacular performance of modern steels allows 

plates as thin as 2-3 mm to stop handgun bullets, and 4-5 mm to stop rifle bullets.  Since Dyneema™ shields 
require much greater thicknesses to provide equivalent protection, a modern steel shield is only modestly heavier 
than a ballistic fiber shield of the same size and protection level.  Furthermore a steel shield is a fraction of the cost 
of a ballistic fiber shield, and it has no shelf life and can be used indefinitely.  In comparison, Dyneema™ and other 
ballistic fiber shields degrade with time and need to be replaced every 5-10 years.  For an active shooter defense 
use where a shield may rest unused for years or decades. the shelf life of a product is a significant concern.

Whether large shields with windows meant for SWAT use, medium shields for general law enforcement, active 
shooter defense, or even civilian use, or compact shields meant for daily interactions, shields have evolved 
significantly over the last few decades and have rejoined helmets and body armor as essential items of personal 
protection.

Brett Cryer holds a Masters Degree in Mechanical Engineering from Stanford University and is Founder and President of 
Hardcore Defense LLC, a ballistic shield manufacturer in the United States.  Hardcore Defense offers a variety of medium 
and compact ballistic shields made from steel and steel/titanium laminates.  Learn more at www.hardcoredefense.com.

If you would like full details and pricing on any Hardcore Defense Ballistic Shields and Body Armor in the UK, please 
get in touch with Doug Sear, Director of Sales, Emergency Protection Limited via sales@emergencyprotection.co.uk or 
+44(0)7786040502.

From a threat standpoint, criminals and terrorists are increasingly using AK-47s, AR-
15s, and other military-grade weapons which can easily pierce the pistol-rated first 
generation shields and their windows.  Some shields have been reinforced with extra 
material to make them rifle resistant but at the cost of almost unbearable weight (and 
acquisition expense).  In response the trend has been to shift from the use of a single 
large shield meant to shelter an entire team to the use of smaller shields intended 
mainly to protect their individual bearer.  These shields, for example 15”x25” (38x64 cm) 
in size and weighing under 20 lbs (9 kg), still provide greatly improved protection than 
that of a body armor torso panel.  The smaller size reduces the weight to a much more 
reasonable level, reduces cost, and increases options for storage.  These medium-sized 
shields can also be used effectively indoors, as the shield-bearing operator can move 
through doorways and around furniture with reasonable ease and rapidly turn to face 
threats.  Many of the shields omit windows to maximize situational awareness and 
facilitate accurate deployment of sidearms or similar non-lethal devices, which practice 
has shown are very hard to use effectively by reaching around the shield and sighting 
through the window.

The lower cost and increased utility of modern medium 
size ballistic shields have greatly increased their 
prevalence among law enforcement officers and other 
security personnel.  In addition to their use in traditional 

applications, in many countries shields are purchased and pre-positioned for use 
by the facility security team or other first responders in the event of an active 
shooter incident.  They can be discreetly stored in a cabinet, box, or duffel bag in the 
lunchroom, copy room, front lobby, or other locations at the facility considered to 
be at risk, whether a courtroom, school, hospital, church, or office building.

In countries with active insurgencies, terrorist cells, and/or violent drug cartels, 
shields are being increasingly used by law enforcement and even military personnel 
during raids on suspected drug and bomb factories and other sites of illegal activity, 
where the first operator through the door may well be met with a full magazine of 
AK-47 fire.  In a few cases shields have been carried along jungle trails during patrols 
and search-and-destroy missions.

Civilians are also increasingly purchasing shields for their own personal protection.  A shield can be stored in the 
closet or under the bed and readied instantly in the event of a burglary or home invasion.  Unlike body armor, a 
shield can be rapidly and instinctively used by anyone in the family.  Even in areas where civilian ownership of 
firearms is legal, many families with children choose not to have any guns in the house, and purchase a shield to 
offset that disadvantage should they ever have to face an armed intruder.

The most recent trend in shields is the use of even smaller shields on the order of 8”x16” (20x40 cm) in size and 
weighing only 5-8 lbs (3-4 kg).  These compact shields are small enough to be stored in the front seat or passenger 
footwell of a patrol vehicle and are immediately accessible if needed.  Even if a pending law enforcement 
encounter seems like it will be peaceful, the little shield can be carried to the discussion with the person of 
interest without making the officer appear unnecessarily confrontational or defensive.  Yet in the event the 
officer is suddenly attacked he or she is not without substantial protection.  In particular a compact shield can be 
instinctively and rapidly employed to block surprise attacks by bladed or bludgeoning weapons.

http://www.hardcoredefense.com
mailto:sales%40emergencyprotection.co.uk?subject=
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When asking a couple of law firms how they would define ‘blunt force trauma injuries’ they responded with the 
following answers:
“A severe traumatic episode caused to the body (or head) with the sudden introduction of a blunt instrument 
used with great force.”

“Blunt force trauma is when the body is hit with an object 
that is blunt, or not sharp, with enough force to cause 
significant damage”.

According to Wikipedia, blunt abdominal trauma (BAT) 
comprises 75% of all blunt trauma and is the most common 
example of this injury.

The severity of such injury is mostly determined by the 
speed, velocity, size and weight of the object, and can range 
in severity from a tiny bruise to internal haemorrhages, bone 
fractures, cardiac tamponade, airway obstructions/rupture, 

and in the worst-case scenario result in ruptured organs, rapid internal bleeding and ultimately your death.

I do believe most security professionals will be aware of the potential severity of injuries resulting from blunt 
force. But I don’t believe many will chose to document and report every incident of this nature. “Too much admin”, 
some may say, and “it’s part of the job”, others will state.

Many security professionals have a reasonable understanding of the most realistic risks and threats they face, and 
subsequently are either being issued, or they themselves invest in body armour. 

However, it is worth noting that any type of flexible body armour made from either an aramid fibre (i.e. Kevlar®) 
or a polyethylene (i.e. Dyneema®) including the latest high performance body armour produced by top secret 
manufacturers at top secret locations for top secret agencies, do not offer anywhere near enough protection from 
this specific operational risk.  

On a domestic level (meaning homeland or private security, rather than military) the risk of being punched, 
beaten, kicked, or faced by someone throwing stuff at you is hundred times higher than being stabbed or shot.  
Therefore, it is rather saddening to see that more than 99% of body armour issued to domestic homeland security 
professionals offer insufficient protection from this specific risk.

Again, in the context of a good body armour, the key objective must be to offer sufficient levels of protection from 
the most realistic threats and risks you faces whilst on duty.

I urge you to make a conscious decision when investing in such type of PPE.  Simply ask yourself the question, 
what is the most important criteria for YOU?  The concealability, the weight, the thickness, or the level of 
protection from the risks and threats you have identified?

If the concealability of a body armour is key for you (i.e. covert operations and surveillance) then you may well 
need to look for the thinnest body armour, and the ‘blunt force trauma’ protection may have to become of 
secondary importance.  

Blunt Force: The Under-reported Threat Of The Security 
Professional

What is ‘blunt force’, and what type of injuries result from blunt force impact?
Please let me answer this question in the shortest possible way, without throwing some hyper intellectual medical 
terminologies at you, I don’t understand myself. Let me do it in reasonable simple and understandable terms, and 
more importantly, within context of this article.

Severe injuries and deaths resulting from blunt force trauma are some of the most common cases encountered 
by forensic pathologists. For instance, almost all transportation fatalities, including those involving road traffic 
collisions and pedestrians being hit by vehicles result from blunt force trauma.

Blunt force trauma is also the consequence faced by homeland and private security professionals after being 
hit by a solid object, such as a fist, foot, knee, 
elbow, iron bar, extendable baton, baseball 
bat, crowbar, brick, bottle, can, chair, fire 
extinguisher, to name but a few, or indeed after 
being pushed hard against another solid object 
e.g. door, wall, floor or car or down a flight of 
stairs etc. 

Something that remains widely under-reported 
since shootings and stabbings seem to make 
more dramatic headlines in the mainstream 
media.

https://youtu.be/lCxGAhYMZr8

https://youtu.be/lCxGAhYMZr8
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However, please understand that in general the most likely risk you face on a daily basis, is also the one you 
should seek protection from, and as I have stated earlier on in this article, the probability of you getting punched, 
hit, kicked or pushed around or have someone throwing stuff at you is far greater than the risk of being stabbed 
or shot.

To achieve the maximum level of protection from blunt force trauma injuries a body armour would have to be of 
a rigid structure, rather than a soft/flexible structure. Two diverse protective devices which highlight in a brilliantly 
understandable way the importance and the effectiveness of such protection are:

1. Motorbike Helmets:  Never mind the fact that wearing a helmet is law when riding a motorbike. Wearing a 
helmet during a motorcycle crash significantly reduces the risk of damage to one’s skull, traumatic brain injury, 
and even death, countless studies have shown. We all know motorbike helmets are of a rigid/solid structure.  
They would not offer the blunt force protection and perform to the level it is required if the structure would be 
soft or flexible.

2. Riot Shields:  A riot shield is a lightweight protection device, typically deployed and used by police in almost 
every country during riots, protests and mass disturbances. They are typically constructed from a rigid material 
to offer maximum levels of protection from attacks with blunt weapons and thrown projectiles.  The officers’ 
lives depend on the performance of this piece of equipment. Again, to offer this high level of blunt force 
protection, it is required for its structure to be rigid, not soft or flexible.

The most in-depth research study on ‘blunt force trauma injuries’ or in more tactical terms ‘backface signature 
injuries’ sustained while wearing such body armour was produced by Marianne Wilhelm back in 2008, and is titled 
“Injuries to law enforcement officers: The backface signature injury”. It really is worth a read.

This great piece has raised important questions regarding the protection afforded to officers wearing personal 
body armour, along with the current test methods used to assess the true performance of the equipment. Some 
test results showed that some revealed deformations exceeding the NIJ Standard’s backface signature limit. Such 
increased deformation can lead to serious injuries, including blunt force trauma or backface signature injuries, 
which have occurred in the field over and over again.

Although your body armour might be successful in containing the round fired by a weapon or the knife thrusted 
at you by a hostile individual, it might not protect you from the impacting energy during other types of assaults, 
unless it is offering you officially certified protection from this precise risk.  The most respected standard for 
body armour in relation to blunt force trauma protection is Germany’s VPAM (Vereinigung der Prüfstellen für 
Angriffshemmende Materialien und Konstruktionen) Standard, titled: “Testing of Impact Resistance against 
Throwing and/or Striking Objects” and its rating will be W1 (lowest) – W9 (highest).

It is also worth pointing out that our Technical Director Colin Mackinnon, a man who served 26+ years with 
the UK’s Police Forces, delivered an online presentation to a large audience of security professionals recently.  
Following his presentation, he asked a question: “Does your armour protect against knife, spike, needle, and blunt 
force trauma?”

Out of those questioned 55% of people did not know what protection their vests provided.

https://www.ppss-group.com/
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Robots do not sleep, get sick, show up late, ignore post orders, get distracted, require breaks, or take vacations. 
They cannot be injured and require no healthcare coverage. They excel at fulfilling repetitive, routine duties 
in a reliable manner – scanning patrol checkpoints, responding to detected nefarious acts, verifying access 
credentials, keeping a keen eye on the perimeter. Today’s artificial intelligence-powered solutions excel at parsing 
thousands of instances of data and identifying patterns and inconsistencies in them, tasks which humans are less 
adept at. These include gun detection, facial recognition, and license plate detection, which any machine will 
outperform a human at. 

On the other hand, the complexity of the human mind lends itself well to tasks requiring critical thinking, abstract 
interpretation, and discretion. Tasks like apprehending an intruder, providing customer service, performing 
emergency medical care are well within the scope of a well-paid, highly trained security officer to perform. 
Shifting the nature of the guard’s role to primarily performing these higher-function tasks will provide the 
strongest business case for increased billing and pay rates, leading to a fundamental change in how the industry 
operates and is perceived. 

Therefore, the solution may be this straightforward and cost-effective – utilize ARS to automate the most 
repetitive, mundane tasks, so the remainder of the security industry can upskill into highly professionalized, 
well-paid roles. Robots and AI are uniquely suited to deterring and detecting intruders via their autonomous 
responses, patrolling, and analytical capabilities. Human security officers are uniquely suited to defending against 
intruders via their training, critical thinking, and dexterity. A hybrid solution consisting of small, highly paid, and 
well-trained security response teams augmented by RAD’s ARS solutions will provide a superior ROI and security 
outcomes as opposed to mass deployments of security guards. 

Emergency Protection Limited, is an authorized dealer of RAD solutions in the UK. For more information, visit us at 
www.emergencyprotection.co.uk or contact Doug Sear, Director of Sales via sales@emergencyprotection.co.uk 

The Security Industry’s Dreaded ‘3 Ds’

Dull, Dangerous, and Dirty – the three “Ds” characterize the state of the manned guarding industry in the 21st 
century. Underpaid, overworked, and chronically thrust into stressful and hazardous working conditions, the 
modern security guard is the epitome of a remarkably inefficient approach to physical security. Unfortunately, this 
operating model has been adopted and commercialized by the broad security industry, with contract companies 
competing to staff sites with the most hours per week (HPW), with little regard for the return on security 
investment received by the client or the safety and well being of the guard. 

Much like the horse and buggy of the pre-industrial era, the modern security guard occupies a similar role – being 
used as mechanical labour to manually perform routine, repetitive tasks. Intrinsic to this dynamic is a highly 
damaging and unfulfilling transaction – trading human life-hours for production capability and a wage. The basic 
line of thinking goes: “more guards = better security”. The logistics of such an arrangement scale linearly - to 
secure more property and assets, organizations must deploy proportionately more security guards, and pay the 
inevitable increase in billable wage-hours. 

The organization must also scale its back-end management linearly too, paying increased operating expenses 
and overhead for recruitment, scheduling, quality assurance, HR, and management staff to oversee the intricacies 
associated with deploying human security guards as a service. Every late for duty, no-show, book-out, sleeping on 
duty, or missed patrol is a potential source of liability, a drain on operational resources, or an incident waiting to 
happen. At a certain point, there are simply too many guards deployed to manage for a reasonable cost, and the 
inevitable result is a decrease in management span and quality of service. 

An innovative American firm Robotic Assistance Devices (RAD), is 
making waves with what it calls Autonomous Remote Services (ARS), 
a concept that can improve the quality of life, working conditions, and 
pay for security guards worldwide, by automating these “3 D’s” roles. 
Much like how the invention of the internal combustion engine replaced 
the horse buggy, ARS-based solutions can replace security guards for 
the most menial and dangerous of roles – the ones that contribute to 
high turnover, low morale, and poor working conditions in the security 
industry. 

The advent of the industrial revolution changed the agricultural industry. Farmers were released from tedious 
duties and required less wage-labour, allowing them to improve crop yields and reinvest their capital into 
expanding their ventures. RAD believes that the use of ARS solutions is contributing to a similar paradigm shift 
now underway within the security industry, one where robotic automation takes on duties such as access control, 
routine security patrols, and property surveillance, while it’s trained, better paid human counterparts leverage 
their unique abilities to provide rapid response and reason to escalated or critical incidents. 

http://www.emergencyprotection.co.uk
mailto:sales%40emergencyprotection.co.uk%20?subject=
https://radsecurity.com/
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One example of this is the adaptation of companies to remote working and video chatting to fulfill their needs; 
another is the need to ask our cars for directions or even verbally ask our phones for almost anything.

Our growing comfort level with audio and voice technologies is also changing how we view and enhance security 
in environments as diverse as healthcare, schools, public parks, and even cities.

As the security industry embraces emerging technologies that make our world safer, intelligent audio 
communications are prepared to offer integrated and comprehensive solutions that are now seen and heard as a 
critical component of any security system.

Let us give you some ideas; many companies have security operations centers (SOCs); think of those SOCs and the 
security officer monitoring the video cameras. A security officer’s distractions are many, not to mention phones; a 
temporary distraction from the monitoring screens can be key to a situation that deserves immediate attention.

Adding audio and intelligent communications to the suite of security solutions deployed in SOCs is not only a 
force multiplier but also offers several other advantages, such as instant situational awareness.

Listening is believing; listening is the key to everything we do as human beings. Another example is seeing 
someone running; this only tells you so much. But if that person is screaming in fear while running, a security 
officer knows the best way to respond and can take immediate action. Sound drives the initial response. A sound 
that accompanies the video gives responders more information and creates better situational awareness in a 
security setting.

Sound detection is a technology that listens for a complex combination of characteristics, from decibel level 
to energy at different frequencies over time. It is programmed to ignore background noise such as traffic, 
conversations, etc.

Why pair smart EARS with smart EYES?

When any threatening situation occurs, our brain calls on all our faculties to assess the danger, “Was it a car 
backfiring or a gunshot? Was it a window breaking or someone throwing a glass? Was that voice shouting in 
anger or shouting in joy?”.

The reaction time to any dangerous situation will depend on our perception, processing, and response. If any part 
of these is altered, reaction time will also be affected.

When a violent situation occurs, we often hear it before seeing it, such as gunshots, loud voices, or breaking glass. 
That sound triggers a response in our body that makes us act, find safety, and that is when we call the emergency 
telephone for help.

When calling for help, an operator answers your call; the operator evaluates the situation by asking questions, 
assessing the severity, and estimating your location. All of it can take up to 7 minutes or more.

The standard process of calling for help can be accelerated using modern technology and artificial intelligence, 
which would help us reduce the time to less than 5 seconds.

The era we are living with technology at our side has brought changes to our 
habitual way of doing things in our lives, from security checks at airports to 
the ability to communicate with the devices around us.
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The following is a more detailed discussion of the benefits we had been mentioning:

• Improved response time. The average processing time of a human reaction when assessing a hazardous 
situation is about 7 minutes; with modern technology and AI, the processing time is 2 seconds. A 
reduction in response time can save more lives. Using new technologies such as SED, response times 
can also be improved in remote areas lacking security systems or those considered “red” areas.

• False alarm minimization. According to the U.S. Department of Justice, more than 90% of emergency 
alarms are unnecessary for one reason or another. These pose a serious threat to police department 
effectiveness and public safety. Another major danger is the repetition of those, leading to a lack of 
response from security and law enforcement personnel. Audio and intelligent communications facilitate 
real-time confirmation of the validity of a notice.

• Operational efficiencies and business optimization. Incorporating an audio solution into a security 
system can bring operational efficiencies by eliminating manual processes and answering the questions 
of “when, where, why, and how?” is simplified as an integrated system answers these questions. Personnel 
no longer have to search for these answers in different places. Audio offers a proactive rather than 
reactive solution. Audio provides more complete and intelligent information integrated with surveillance 
cameras and access control systems.

We believe that audio will be the backbone and is fundamental to monitoring and intelligence in security 
ecosystems. When you equip cameras with audio analytics, you now have smart ears to listen and discern 
the importance of what you might be missing.

Please contact Doug Sear, Director of Sales at Emergency Protection Limited, if you have an active interest 
in the Sound Event Detector by emailing sales@emergencyprotection.co.uk.

With this idea is how the Sound Event Detector (SED) was created; this is a new tech solution that uses a 
proprietary algorithm that is driven by AI and machine learning technology that can detect, classify and alert 
these unwanted events, helping to minimize the risk of false positives in hazardous situations in a difficult 
environment.

Audio acts as a force multiplier when integrated into a security system, and the SED’s exceptional accuracy helps 
address threats quickly and will help any business to avoid wasting resources on false alarms. It can’t take safety, 
security, and business operations to the next level.

The SED can be integrated with other technology systems to create a complete security solution and provide a 
new form of passive security by adding smart EARS to the existing security solution and even allowing for de-
escalation of some situations before they become events.

The benefits of having SMART EARS
So, you might be wondering, “what is the benefit for me of having smart ears?”. The benefits of integrating audio 
and intelligent communications are varied, and it will also depend on the area you would like to apply this 
solution.

The SED is a solution that is ready to operate in indoor and outdoor situations. Some areas that can be used are 
Smart Cities, Banks, Healthcare facilities, public spaces such as squares or parks, and many others. This solution 
can detect:

• Human scream: +150 m
• Gunshot: +250m
• Glass breaking: +60m
• Bomb blasting: +400m

The possibilities are endless; augmenting video surveillance solutions with the SED elevates situational 
awareness. But to clarify, when it comes to “listening,” audio analytics only detects and identifies certain acoustic 
patterns of sound, not actual speech. This is an important distinction because privacy is one of the things to be 
respected.

mailto:sales%40emergencyprotection.co.uk?subject=
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They also act as an effective deterrent. Put simply, people knowing that they are on camera (or that they 
potentially could be) are less likely to perpetrate acts of violence or abuse for fear of legal retribution if nothing 
else. 

The cameras have also proved useful in driving best practice among our staff, and proved valuable when 
gathering evidence and supported a number of formal processes resulting in convictions. 

We take our duty of care seriously and the cameras have really helped staff feel safe in what can be a difficult 
environment. At a time when recruitment is a real challenge, retaining good quality staff is so important and the 
investment in body-worn cameras has been received positively by our team. 

Body-worn cameras are just one example of how technology and personnel services can combine in integrated 
fashion to deliver effective security. 

Nirmal Mahabir, Security and Car 
Parking Services Manager at G4S 
UK and Ireland.

Violence and Aggression Towards Frontline Workers - The 
Security Response

Nirmal Mahabir, Security and Car Parking Services Manager at G4S UK

Abuse against frontline workers is a recurring problem, which the Covid pandemic brought to the fore. The trend 
has been particularly felt in healthcare; a survey commissioned by NHS Charities Together found that almost 50 
per cent of all staff report that they have been victims of abuse from patients. More than half (54 per cent) of 
those surveyed also believe that levels of abuse have increased between January 2021 and January 2022.

Some of the most common triggers of abuse include patients’ perceptions around waiting times and access to 
adequate treatment, as well as refusal to comply with COVID-19 protocols, such as the use of face-coverings and 
limits to visitor capacity. Such measures tend to be more strictly enforced in hospitals, often generating tension 
between staff and patients due to the disconnect between national law and hospital regulations which, in certain 
instances, has resulted in confrontation and abuse.

Abuse of frontline health workers tends to be perpetrated by a variety of individuals, including patients under 
the influence of drugs, patients’ family members, patients and anti COVID-19 activists, among others. Such abuse 
ranges in severity and includes verbal abuse, racism, physical abuse, psychological abuse, threatening behaviour 
and incidents involving small weapons. Incidents have also obstructed workers from performing their jobs.

Sadly this trend of violence and aggression is not unique to healthcare. The retail sector has also been severely 
impacted. According to the Union of Shop, Distributive and Allied Workers (USDAW), a major trade union for retail 
sector staff, over 90 percent of retail staff across the UK were assaulted, threatened or abused between August 
2020 and August 2021. 

USDAW has encouraged shop workers to report incidents of abuse, after preliminary results from nearly 2,000 
retail staff showed that throughout 2021, 92 per cent had experienced verbal abuse, 70 per cent were threatened 
by a customer and 14 per cent were assaulted. 

So how can security respond? 

The use of analytics in surveillance can help identify escalating situations as they develop by alerting a control 
room operative to coordinate an appropriate response. When speed of response becomes critical, situational 
awareness technology operates in real time to locate the nearest officer to an incident; these officers should have 
received rigorous training on de-escalation techniques so they can try to diffuse the situation. 

Body-worn cameras can also be effective. In recent months, NHS England Ambulance Trusts and a number of 
other Trusts have all taken the decision to implement such technology. G4S provides security to one major 
Midlands NHS Trust, where officers have been equipped with body-worn cameras for some time.

At the NHS Trust where I operate, body-worn cameras were deployed in January 2021 to support the officers. They 
are activated at the time of our officers attending an incident and have the capability to live stream footage. 

These have helped to de-escalate hostile situations and we have noticed significant changes in the behaviour of 
individuals when they spot the presence of the body-worn camera. It has the effect of encouraging them to back 
down and begin complying with instructions. 
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With a skilled and industrious control and administrative team already in place, Graham forged a series of 
business partnerships and alliances with some of the biggest security service providers in the UK and Bold 
rapidly gained a reputation for being able to recruit, vet and deploy very large security teams, at extremely 
short notice, all over the UK. As news of Bold Security’s ability to get the job done, under sometimes challenging 
circumstances, became widely known across the industry, more companies looked to Bold as their service partner 
of choice, and a period of exponential growth commenced.

Graham reached out to a highly experienced operational security leader, with a great reputation for providing 
quality security services across a variety of sectors, and Kevin McLean came on board as the Operations Director. 
No small role given the fields and areas that Bold was now operating within, and the rapidly expanding workforce.

The Services.
Provisional contracts became long term. New partnerships were struck, and mid to long term business plans were 
universally surpassed. Bold moved into areas such as retail, construction, corporate, logistics, courts and critical 
national infrastructure, all while retaining a commitment to put their front-line staff first, encouraging, developing 
and empowering their team to achieve great things. This respected workforce, was always inclined to go the extra 
mile for Bold’s clients, and this was reflected by both staff and contract retention rates.
So, the key components were in place. The planets aligned. And this started to happen…..

The Achievements.
• Bold Security’s advanced lone worker safety system, Salus, won the Security & Fire Excellence Award 

2021 for Security Software Product of the Year.

• Not long after this, Bold Security Group (UK) Limited, stormed in to the Infologue rankings of the UK’s 
TOP 45 Largest Security Companies, at position 27.

• Then the Financial Times ranked Bold as the 26th fastest growing business in Europe on the FT1000 list!

• In May 2022, as more and more companies turned to Bold to fulfil their security requirements, the UK 
company “Growth Index” was published. Out of 32,000 companies audited, Bold Security Group (UK) 
Limited was ranked the 10th fastest growing company in the UK.

• But they were not finished there! The Bold HQ trophy cabinet is going to need a few extra shelves as 
they have also been shortlisted in three categories, in the British Security Awards 2022, organised by 
the BSIA.

I started working for Bold Security just over a year ago and what a 
roller-coaster year it has been.
The charismatic Managing Director, Graham Hawkins, and I, 
had been discussing numerous security related issues on social 
media for several years, and it was clear that we both had similar 
interests, namely industry improvement, and the fair treatment and 
development of front-line officers.

When I heard about a management position becoming available at 
Bold last Spring, I immediately fired off my CV to Graham.

A few weeks later, I arrived for my first day, at Bold’s HQ in Grays, 
Essex.

The People…

Bold is still a relatively new company, having first been incorporated in 2011, and it still has a 
family run feel. Head of the Bold family is the entrepreneurial C.E.O. Badar Chaudhry.

Badar radiates positivity, and 13 months after we first met, I don’t think I’ve seen him do 
anything but smile. 

To be fair, he has a lot to smile about. 

He brought onboard an excellent team as the business grew, and the right people, 
at the right time, with the right skills, have been the engine powering the 
company’s impressive performance. One of that team is man with an 
almost supernatural ability to find quality security officers, in some of 
the strangest parts of the country, and apparently without any need to 
sleep, Owais Qasim, who rapidly became the scheduling lead and now 
has a Head of National Accounts role. Bold is also proud of its record of 
developing staff, and one stand out security officer, Rav Bhasin, grew 
to become a dynamic operations manager, looking after some of Bold’s 
largest sites.

Graham Hawkins was an established industry leader, hugely respected by all that knew him, and his appointment 
by Badar, as Managing Director, just a couple of years ago, was the catalyst for unheard of company growth.

Focus on: Bold Security Group (UK) Limited.  
The 10th fastest growing company in the UK.

(….. and how they did it!)
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The Stats.
Bold Security Group (UK) Limited’s turnover has risen from £5,298,971 in 2020, to £19,599,522 in the year 
ending 31st August 2021. 

This represents growth of 369.87%!

Profit has also risen from £193,931 to £1,678,555 during the same period. An astronomical increase of over 
865%. The bulk of which has been reinvested by Badar, in the company, to help sustain growth and provide 
expansion options.

Infologue has calculated the 2021 to 2022 tax period turnover to reach £30,221,902!

We know Graham would be proud……………………

Rollo Davies F.ISRM MSyI
Special Projects Manager.
Bold Security Group.

Head Office
Unit 29, Globe Industrial Estate

Grays, Essex
RM17 6ST

Tel: 01375 353500

London
450 Bath Road

London
UB7 0EB

Tel: 020 3011 2755

South
Unit 14, Letraset Building

Ashford
TN23 6LN

Tel: 01233 277070

https://www.bold.co.uk

The Obstacles.
A business must be astronomically flexible to be able to adapt to such rapid growth, and this is achieved through 
planning and again, getting the right people in place.

Just a year ago, the H.R. Manager, Hannah Allard, worked with the help of a part time assistant. 12 months, new 
HR qualifications, and a much larger office later, Hannah now works in a team of 6.

Head of Marketing & Communications, Emily Wright, was a jack of all trades just 12 months ago. She looked 
after I.T., Sales Enquiries, Staff Induction and pretty much everything in between. Now with the expansion of the 
administrative team, she can finally focus her amazing talents at getting the word out about Bold Security, to the 
unenlightened.

So, everything was looking fantastic when, to the absolute shock of the entire Bold family, Graham Hawkins, our 
Managing Director, suddenly passed away. Graham was fit, energetic, and a magnetic personality. Everyone that 
met him described him as a true gentleman and it was his charisma that doubtless drove Bold’s success. Graham 
died several months ago now, and in many ways we are all still in shock, but we know he would want us to “stop 
fannying about” and pay tribute to him by building on the successes he had achieved for the company he loved.

https://www.bold.co.uk
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https://vimeo.com/501647624

smarttask
a carbon neutral business

+44 (0)1494 444 044
 tellmemore@smarttask.co.uk

®

Mobile Patrols
 
Quickly schedule and plan client 
commitments with Runsheets 
detailing locks/ unlocks, void 
property inspections and check-
point patrols before sending them 
to an app on your officers’ phones. 
Your control room is automatically 
updated in real-time with progress 
and notified of check call status. 
Easily reassign jobs/activities, add 
site notes as well as assignment 
instructions. Efficiently process 
jobs with invoicing and payroll 
integration.

Alarm Response

Easily find the location, create the 
call-out and dispatch it to the right 
officer. Officers get the job details, 
navigation instructions and access 
to the site’s assignment instructions 
& notes in the app on their phone. 
Once onsite they use electronic 
forms to take photographs, capture 
any information needed and 
submit it all in real-time. Effortlessly 
record and report on SLAs with the 
automatic dispatch timer on alarm 
responses.

Keyholding

SmartTask helps manage 
Keyholding services in line with 
BS7984-3 2020. Covering the full 
lifecycle of key management from 
initial receipt to disposal. Book keys 
onto the system, track their seal 
numbers, location and sign keys in 
and out to create an audit trail.

FIND OUT M
ORE

https://vimeo.com/501647624
mailto:tellmemore@smarttask.co.uk
https://www.catchathief.co.uk/
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Magazines and Blogs of interest:

Australia:
• Australian Security Magazine  https://australiansecuritymagazine.com.au/
• The Australian Magazine  https://www.theaustralian.com.au/weekend-australian-magazine
• Asia Pacific Security Magazine  https://www.asiapacificsecuritymagazine.com/about-us/
• Security Solutions Australia  https://www.securitysolutionsmedia.com/

  
Canada:

• Canadian Security   https://www.canadiansecuritymag.com/
• SP&T News    https://www.sptnews.ca/
• CISO MAG EC Council   https://cisomag.eccouncil.org/

Ireland:
• The Private Security Authority (PSA) https://www.psa-gov.ie/

New Zealand: 
• Defsec Media    http://www.defsecmedia.co.nz/nz-security/
• NZ Security Magazine   http://www.newzealandsecurity.co.nz/

  
United Kingdom:

• The Professional Security Officer Magazine https://theprofessionalsecurityofficer.com/
• Professional Security Magazine   https://www.professionalsecurity.co.uk/
• In Security Magazine    https://www.in-security.eu/
• ISJ - International Security Journal  https://internationalsecurityjournal.com/
• City Security Magazine    https://citysecuritymagazine.com/
• Loss Prevention Magazine   https://losspreventionmedia.com/
• Security Matters     https://www.fsmatters.com/security-matters
• Fire Safety Matters    https://www.fsmatters.com/Home
• Working the Doors    https://www.workingthedoors.co.uk/
• The International Foundation for Protection Officers UK  https://ifpo.uk/
• Corps Relay - Corps Security    https://www.corpssecurity.co.uk/corps-security-news-

information/corps-relay/
• Security Industry Authority   https://www.gov.uk/government/organisations/security-

industry-authority
• G4S Media Centre News   https://www.g4s.com/en-gb/media-centre/news

  
United States of America:

• Security Today    https://securitytoday.com/
• Security Info Watch   https://www.securityinfowatch.com/
• Officer Magazine   https://www.officer.com/
• Thinkcurity    https://www.thinkcurity.com/
• ASIS International   https://www.asisonline.org/

https://australiansecuritymagazine.com.au/
https://www.theaustralian.com.au/weekend-australian-magazine
https://www.asiapacificsecuritymagazine.com/about-us/
https://www.securitysolutionsmedia.com/
https://www.canadiansecuritymag.com/
https://www.sptnews.ca/
https://cisomag.eccouncil.org/
https://www.psa-gov.ie/
http://www.defsecmedia.co.nz/nz-security/
http://www.newzealandsecurity.co.nz/
https://theprofessionalsecurityofficer.com/
https://www.professionalsecurity.co.uk/
https://www.in-security.eu/
https://internationalsecurityjournal.com/
https://citysecuritymagazine.com/
https://losspreventionmedia.com/
https://www.fsmatters.com/security-matters
https://www.fsmatters.com/Home
https://www.workingthedoors.co.uk/
https://ifpo.uk/
https://www.corpssecurity.co.uk/corps-security-news-information/corps-relay/
https://www.corpssecurity.co.uk/corps-security-news-information/corps-relay/
https://www.gov.uk/government/organisations/security-industry-authority
https://www.gov.uk/government/organisations/security-industry-authority
https://www.g4s.com/en-gb/media-centre/news
https://securitytoday.com/
https://www.securityinfowatch.com/
https://www.officer.com/
https://www.thinkcurity.com/
https://www.asisonline.org/
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via email) will be issued free of charge!

Introduction to the access control database for physical security workers (1 hour CPD 
Certificate):

Table of Contents
• Introduction
• Task: Read – Guide to the General Data Protection Regulation (GDPR)
• How do access control systems work?
• How is the access control database built?
• Who owns the database?
• A suggested audit process & commissioning suggestion
• Access control – some tips!
• Recommended reading

https://physicalsecurityskills.com/introduction-to-the-access-control-database-for-physical-security-workers/
I
ntroduction to Body Worn Video (BWV) Cameras CPD Training - CPD Training 
Sponsored by Audax Global Solutions Ltd (10 hour CPD Certificate):

Table of Contents:
• Introduction
• The Difference between BWV & CCTV
• Overt vs Covert!
• Resources and background information on BWV projects and initiatives
• Made in the UK – An Introduction to Audax BWV
• Understanding BWV concept and technology
• Regulatory environment and BWV
• BWV privacy impact assessments
• Practicalities – 10 important considerations
• (1) Body Worn video needs to be Overt and obviously “a Camera” to meet legislation and guidance
• (2) Metadata
• (3) User Access
• (4) Memory and Encryption / Security
• (5) Battery
• (6) Pre-Event and Post event recording
• (7) Environment and where it will be used
• (8) Video quality Minimum in 2021
• (9) Proprietary software
• (10) Useful Additional Functions
• Practical use of BWV equipment / Recording guidelines
• Concluding a Recording
• Evidential continuity
• Professional standards

Continuing Professional Development

Finally, we have launched the first of our CPD courses at Physical Security Skills: https://physicalsecurityskills.com/
The long-term plan is to build up a significant portfolio of training programs, currently have a working list of 
over 100 titles. They will be released on a when ready basis. As well as the shorter CPD courses (1 to 15 hours 
suggested study time) we are also working on a number of more advanced courses that will require 120 hours 
plus study time.

Like everyone else we do have bills to pay so, although the course manuals can be downloaded and used 
free without registration, we will be asking for payment to deal with submitted assessments and to issue CPD 
certificates for certain designated courses. Some courses will remain completely free so there won’t be any fees 
charged and others will be offered on the ‘buy me a coffee’ principle, where you pay a few quid so that the course 
tutor can in fact pop into their local coffee shop and have a brew!

Fees generated will be reinvested in the business (Peer Publishing Ltd) and used to support TPSO Magazine, The 
Violence Against Security Blog, our networking group The Guild of Security Industry Professionals and to pay 
course writers that we are and will be working with, for their time and efforts. Writing of any kind is hard work and 
educational writing in particular deserves to be rewarded.

We will make every effort to keep our fees as low as possible and once we have far more courses online, we will be 
looking at introducing plans to ensure ongoing accessibility for our front lone colleagues. At our discretion we can 
provide free access to training for unemployed or people on a low income. Any such requests will be considered 
in strict confidence.

And again, once we have a larger number of courses online, we will be introducing corporate licensing. More to 
follow when we reach that stage.

Get involved?
Are you a course writer or would you be interested in developing your skills in this area? We would like to take this 
opportunity to extend an invitation to get in touch for an informal chat if you would like to get involved.
How to enrol:

Download the course manual, no registration is required at this stage. You can use the training manual for 
personal education. We ask that you do not share it or post it for download on any other websites or via social 
media. Its important that we accurately gauge the levels of interest, so we need people to visit the website and 
download the manual and obtain supporting information directly from there: https://physicalsecurityskills.com/
If you would like a CPD certificate you will need to complete the course assignments. To issue your certificate (you 
will receive it via email) we will need to register your details which will include transaction history, your name and 
email – see our privacy policy here: https://peerpublishing.ltd/index.php/privacy-policy/

Due to the nature of the study material used with this course it is recommended that you work from either a 
laptop or desktop PC to complete it.

We are launching with 3 courses – thanks to support from our Sponsors Audax (Hyperlink to https://
audaxsecurity.co.uk/) the first 100 assessments received will be assessed and the associated CPD certificate (PDF 

https://physicalsecurityskills.com/introduction-to-the-access-control-database-for-physical-security-workers/
https://physicalsecurityskills.com/ 
https://physicalsecurityskills.com/ 
https://peerpublishing.ltd/index.php/privacy-policy/
https://audaxsecurity.co.uk/
https://audaxsecurity.co.uk/
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The Emergency Services Show NEC Birmingham 21–22 
September 2022 – Introducing the Collaboration Zone

When it comes to responding to emergencies, front-line workers may often require additional support from 
the voluntary sector and other organisations who provide specialist skills and services. From fires to floods, 
missing people or large scale incidents - collaboration of various response teams is vital in saving lives and 
livelihoods.
The Collaboration Zone is a dedicated area that showcases the charities, voluntary groups, non-profit 
organisations and NGOs that provide invaluable resources and support to the first responders during an 
incident. Featuring over 80 exhibitors, it is a great opportunity to learn and gain the practical skills and 
insight on how to prepare, respond and recover from emergencies.

What you can you expect at The Collaboration Zone?

• Live demonstrations
• Training & Workshops
• Networking

Visit the site: https://www.emergencyuk.com/collaboration-zone for more information. 
To register go to: https://www.emergencyuk.com/

• Retention of data and storage
• Data Protection Act Principles
• The advantages of DEMS (Digital Evidence Management system) connected to a Docking Station
• Docking Stations
• Streamlined User Assignment – QR Reader
• CMS (Camera Management System)
• Unique with BioAX® and Audax® cameras
• Different ways of wearing the camera
• Accurate and reliable evidence
• Criminal deterrent

Introduction to Lone Worker Safety (5 hours CPD Certificate):

Table of Contents:
• Introduction
• Lone working situations
• Employer’s responsibilities
• Legislative environment
• Advances in Technology
• BS 8484 – Ensuring an effective Police response
• Basic Guidelines for Employers
• Basic Guidelines for Lone workers
• Resources

https://physicalsecurityskills.com/introduction-to-lone-worker-safety/

Each workbook contains a link back to the associated page on the website so that you find your way back when 
ready to complete the assessments…

Copyright notice!
© Copyright 2022 – all rights reserved! 
You are allowed to download and print off the course manual for personal use only. It cannot be shared with anyone else or posted on websites 
or on social media without written permission

https://www.emergencyuk.com/collaboration-zone
https://www.emergencyuk.com/ 
https://physicalsecurityskills.com/introduction-to-lone-worker-safety/
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GLOBAL LEADERS IN 
BODY WORN VIDEO 

SINCE 2004.

TO FIND OUT MORE,
VISIT US AT:
WWW.AUDAXUK.COM

Follow @audaxsolutions on Twitter
Follow @audaxglobalsolutionslimited on LinkedIn

Drop in shoplifting
Decrease in staff abuse
Improvement in behaviour towards security staff
Increase in evidence for prosecutions
Reduction in cost to retailers, preventing retail crime
Decrease in likelihood of incidents happening - acting as a deterrent
De-escalates many situations – people often calm down quickly when 
they know they are being filmed
Staff feel safer and more valued

Retailers have reported rising levels of theft, violence and 
abusive behaviour from members of the public. Many are now 
using Body Cameras as a risk mitigation and to assist in 
increasing productivity. Studies have shown that stores with staff 
who wear Body Worn Cameras, have seen significant changes in…
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