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A Special Thank You
We have a lot of people to thank for their support in producing this magazine. We would
like to express a special thank you to Alison Wakefield, Chairman of the Security Institute,
who has devoted so much of her valuable time and energy to helping us over the past few
months. Alison has acted as a creative consultant to TPSO! Her ideas and suggestions have
helped shape the magazine that you are now reading! Alison has also contributed a must
read article to this edition...
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Welcome to the first edition of
The Professional Security Officer Magazine.....

T

here are many thousands of Men and Women, working on the front line in the UK Security Industry
who really care about protection of people and property, and genuinely understand the value of
the work we do. Our roles are vital, but sadly, are too frequently maligned and unappreciated by
an un-enlightened public, and sometimes even by our employers.
However, there is a large and growing movement to change this..... Believe it or not, organisations like
the Metropolitan Police, Security Institute and even the SIA, know that things have to improve massively.
TPSO Magazine is going to be a very big part of that!
Hard working and committed professionals like you, deserve both genuine recognition, and proper
reward, for the huge responsibility that rests on your shoulders. Support, information, professional
development and guidance, will be the tools to raise standards in our industry and will become the rungs
of the ladder on which dedicated and motivated security workers will climb to success. With increased
standards, we will eventually see those misguided individuals that feel that security is the easy and ‘lazy’
way to earn a living, finally start to disappear from our ranks. It is long overdue. It won’t happen over
night. But it will happen.
We at TPSO Magazine are front line security workers too. We understand your issues, know the problems
you face, and intend to make things better. Many international security industry BIG names, from many
fields, feel the way we do, and want to share their knowledge.
There are also interviews and articles by men and women, working on the front line, that are happy to
share advice on how to get the job done and get noticed! We have news, useful info, product reviews and
a whole heap of content of interest to the Professional Security Officer, in whatever sector of the industry
you work in.
We want to improve working life for all of us, and create a loud and unified voice for Front Line Security
Professionals like you. If you want to help us to make the Security Industry better, please spread the word,
get involved, get in touch, tell us your stories and tell us what YOU want from TPSO Magazine.
“The Professional Security Officer”.
Its Your Magazine!

Rollo Davies

Rollo Davies

Disclaimer: Peer Publishing Ltd assumes no responsibility or liability for any errors or omissions in the content of this
magazine or associated site. The information provided in whatever format is on an “as is” basis with no guarantees of
completeness, accuracy, usefulness or timeliness.
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ACS Officer of Distinction Awards 2018

Photograph and article reproduced with kind permission of: FM Contract Watch LLP, PO Box 199, Thame, Oxfordshire, OX9 0BY.

This may have taken place a few months ago now, but always wanting to highlight the fantastic work done
by Front Line Professionals, TPSO is only to glad to pay tribute to these outstanding award winners!
The fifth ACS Pacesetters Achievements Awards Lunch took place on Wednesday, 23rd May, at Royal
Windsor Racecourse with almost 200 members, their staff and guests in attendance.
This annual lunch, run by FM Contract Watch, is a recognised event in the security guarding calendar.
Each member company attending was presented with a 2018 ACS Pacesetters Award to recognise the fact
that they have achieved an SIA ACS score in the top 15% of all accredited companies.
The highlight of the day was the Security Officer of Distinction Awards which were presented to Security
Officers who have excelled in their duties and, at times, risked their own safety to save others. We received
over 60 nominations and the standard was once again exceptional, making it was a very difficult task for
the judging panel to select the final winners. The Security Officers had gone above and beyond what
was expected, saving lives, helping with the conviction of criminals and being injured themselves in the
line of duty. All the winners are a credit to their company and the client
that they are contracted to. It was an honour to be able to recognise their
heroic actions.
The 2018 Security Officer of Distinction Award winners were:
Wala Asikandambo 			
–
Interr Security
Justin Attwood
			
–
Wilson James Ltd
Kathy Aymer		
			
–
CIS Security Ltd
Waseem Azam		
			
–
SSG Support Services Group Ltd
Robert Delaney
			
–
Land Sheriffs Ltd
Scott Forsyth & Aminul Chowdhury 		
–
Axis Security Services Ltd
Eliana Hague		
			
–
Sodexo Ltd
Gordon Hewitt & James Gemmell		
–
Ward Security Ltd
Robert Metcalfe
			
–
The Protector Group Ltd
Allan Morris		
			
–
MAN Commercial Protection Ltd
Alan Parkes & Lianne Doran		
–
Westgrove Support Services Ltd
Nicola Powell		
			
–
Axis Security Services Ltd
Paulo Ribeiro & Richard Farley 		
–
Westgrove Support Services Ltd
Ryan Weeden		
			
–
ABM (UK) Ltd
TPSO would like to warmly congratulate all these immensely deserving winners!
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The Security Institute Launches ‘Next Generation’ Initiative

20th July 2018…… The Security
Institute (SyI) has launched a new
initiative to inspire and attract young
people to consider a career within the
security industry.

T

he “Next Generation” Security
programme is backed by an ambitious 10-year plan designed to change perceptions about the
security industry and to showcase the career opportunities that exist to 13 – 17 years who are
considering their career options.
Next Generation has already received extensive industry backing with 50 businesses and organisations
stepping up to offer work experience programmes and lend their support to the initiative. Baroness Ruth
Henig of Lancaster CBE CSyI, President of the Security Institute is also lending her support.
The Security Institute’s 10-year plan to improve perceptions of the industry will seek to address the longer
term issues such as the gender pay gap, improving diversity in the profession and specifically look at
promoting lifelong learning, professional development and security qualifications.
“We must promote to young people the key role security plays in our society” comments Rick Mounfield
CSyP FSyI, Chief Executive of the Security Institute; “The security profession is one of the most ‘job
secure’ lines of employment on offer to young people today, but unfortunately the perception of security
is poor, often fixated on the image of a security officer in a retail setting. The reality is very different. Our
industry offers a range of rewarding career paths beyond simple security guarding, it is a professional
career of choice with a clear pathway to leadership.
“Since April this year we have been garnering support from across the security disciplines to provide an
opportunity to showcase the industry’s diverse portfolio of jobs that will cater for STEM capable and the
less academic teenagers that would thrive in a team supporting the Police and wider security function.
With the help of our private sector and public industry partners we are setting out to change this and
build a better reputation as well as increase understanding about what is on offer.”
Paul Barnard MSyI, Director of the Security Institute and of Ward Security, who has been a driving force
behind the initiative, said; “There is a real need for the security industry to address the reasons why we
are not attracting bright young people and to change perceptions that it does offer both an interesting
and life long career choice.
“Having had a successful career both in the City of London Police and now in the security industry I
know first-hand how rewarding it can be as well as the importance of the convergence of the security
industry with the national security strategy. The security industry is crucial for the ongoing defence and
security of our nation and it is important we take action now to address the recruitment issues and to
attract the calibre of people we need to help us protect our society over the long term.”
continued page 8
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The Security Institute Launches ‘Next Generation’ Initiative continued from page 7

The SyI will begin its roll out of the Next Generation initiative at the International Security Expo
in November where it has organised to host a group of 50 secondary school age children, including
Volunteer Police Cadets, for a guided tour of the show with the aim of demonstrating all the disciplines
and diversity that the security sector can offer. It will also match these children with three-day work
experience placements hosted by its business partners in their local area.
The SyI will replicate this activity at four other expos in 2019, including IFSEC in June.
If your organisation is interested in learning more about this initiative, please contact Rick Mounfield
via email (Rick@security-institute.org) and keep your eyes peeled for an upcoming Next Gen website.

New survey reveals the UK’s ‘Burglary Capital’.

A

new study by insurers, Swinton, has identified the place in the UK where you are most likely
to suffer a residential break in. Manchester residents are the unlucky holders of this dubious
honour. Strangely, London doesn’t even make the top 10!

Other towns making up the top 10 include: Middlesbrough, Leeds, Kingston-Upon-Hull, Blackpool,
Liverpool and Luton.
Safest places to live? Perth in Scotland, Stoke-On-Trent and Exeter all score very well. I still wouldn’t go
out without locking my doors though.

Home Office, Security Industry Authority Review, Published in
June.

T

his triennial review covering 2016 and 2017, was conducted on behalf of the Home Secretary to
make recommendations in to how the delivery of services by the Private Security Industry (PSI)
can be improved. The review also looked at what regulation of the sector will look like over the
next decade.
Key Proposals were:
•
Regulation of “In-House” security staff.
•
That Industry wide regulation be maintained and updated.
•
Licensing of all businesses that provide security services.
•
Purchasers of security services being liable for the quality of the security services they use.
Find the full report at:

https://www.gov.uk/government/publications/security-industry-authority-triennial-review-2016-to-2017

Interesting times.... TPSO will update you when any decisions are finalised and look at how they may
effect us.
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Window Shopping

C

harles Caleb Colton 1780 – 1832, once
said: “There are two ways of establishing
a reputation, one to be praised by honest
people and the other to be accused by rogues. It is
best, however, to secure the first one, because it will
always be accompanied by the latter”.
There is no industry I know where that is more
relevant. The Security Industry is full of selfless,
innovative and brave people, but it also has its fair
share of egoists, dismissing any idea that is not
their own. So many self- proclaimed specialists,
professionals and experts who base their claims
on shallow or historic experience. All of this gives
the security sector a bad reputation amongst those
that buy our services. Only those that perform
admirably, with honesty and selflessness reinforce
our reputation as a valuable service.

Rick Mounfield MSc CSyP FSyI

My Friend and a member of the Security Institute,
Rich Diston (physical security professional turned
cyber professional) described this yesterday with
clarity, “There is no Cyber security or protective
security, there is only security”. He is right. Like
engineering, the roles may be different, but the aim
is the same.

I have a firm belief though, that some disciplines
of security are more recognisable than others
and Frontline Security is the shop window for all
security disciplines. The face of security that the
public sees is uniformed and Hi Vis! It is therefore
imperative that the conduct and training invested
in this vital employment area is substantial.
Security Officers all over the country represent
the entire industry. Their professional conduct
reflects all the great work that is not seen in other
sectors. However, their failures tarnish us all with
I have the privilege to work alongside true the same brush.
professionals in disciplines that stretch from
Cyber and Engineering, Manned Security Services I
am
heavily
invested
in
and Close Protection to Resilience and Business promoting
the
manned
Continuity Management. I see the collaborations guarding sector and sit on
that are making a difference in all sectors, most the SIA’s Security Industry
“I want
of which is known by many, but only within their Skills and Qualifications
the Security
employed sector and certainly not known by the Review
board
as
general population. I am lucky to be in a role that well as the Licence
Officer to be viewed
is not tied to one sector, The Security Institute Linked qualifications
as a professional
embraces all disciplines, encourages Continuous working group. I
adding value to
Professional Development (CPD) and offers the want the Security
the public. This
peer reviewed acceptance that Charles Colton Officer to be viewed
spoke of over 200 years ago. This gives me a pretty as a professional
requires investment
unique perspective of our industry.
adding
value
to
in training and
The security Industry is very similar in composition the
public.
This
standards.”
to the Engineering sector. They have roles from requires investment in
software engineering in IT to Civil Engineering in training and standards.
National infrastructure. These jobs are so different Promotion of best practice
but aim to achieve the same thing; innovation for demonstrating value to the public
the advancement of our capabilities as a species. We and buyers of security services. Difficult as that
have a vast diversity of roles all under the banner may be, we owe it to ourselves to persevere.
“Security”. A Cyber security penetration tester is
a world away from a supply chain security officer
continued overleaf..
but essentially their aim is the same, outsmarting
criminals and protecting assets and people.
9

Window Shopping continued
I welcome TPSO as a tool to facilitate that CPD through collaboration and sharing best practice. Our
aim is the same, I urge all Professional Security Officers and the companies that employ them to get
on board and utilise this new and innovative publication to showcase the best of your people and their
work.
Rick Mounfield MSc FSyI & CSyP.
If you have any constructive or innovative ideas that I can present to the SIA at this crucial time,
drop me a line: rick@security-institute.org

www.security-institute.org

Rick Mounfield MSc FSyI & CSyP.

One of only 130 Security Specialists in the UK
to be awarded the highest status of Chartered
Security Professional (CsyP), Rick was admitted
to the register in recognition of his strategic and
operational capability in Physical Security and
Close Protection risk management.
A charismatic and internationally recognised
security industry thought leader, Rick is the
dynamic new CEO of the UK Security Institute,
as well as being a leading figure on many key UK
industry committees, looking to steer Security
towards a brighter future. An enthusiastic supporter
of the TPSO magazine, Rick has an unmatched
strategic perspective of the UK Security Industry,
and has become THE voice, for extensive industry
improvement and restructuring, in the 21st century.
www.security-institute.org
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Useful Contact Information!

In alphabetical order, not necessarily in order of greatest need!

Alcoholics Anonymous

Citizens Advice Bureau

www.alcoholics-anonymous.org.uk
0800 9177 650

www.citizensadvice.org.uk
03454 040506

Environmental Health Department
via local councils

Frank (Drug Advice)

www.gov.uk/find-local-council

www.talktofrank.com
0300 123 6600
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Gambling Aware

GMB (Trade Union)

www.begambleaware.org
0808 8020 133

www.gmb.org.uk
020 7391 6700

Health & Safety Executive

Minimum Wage Reporting

www.hse.gov.uk
03453009923 / 01519229235

www.gov.uk/national-minimum-wage-rates
via ACAS 0300 123 1100

National Business Crime Centre

NHS Direct

www.nbcc.police.uk
0207 161 6664

www.nhs.uk
Call 111

 www.theprofessionalsecurityofficer.com

Think we need to add anything to this list?
Let us know: admin@peerpublishing.ltd
Police Non-Emergency

Relate (Relationship Help)

www.police.uk/information-and-advice/reporting-crime
Call 101

www.relate.org.uk
0300 100 1234

Samaritans

Security Industry Authority

www.samaritans.org
Call: 116 123

www.sia.homeoffice.gov.uk
0300 123 9298

Security Institute

Speaking Clock

www.security-institute.org
02476 346 464

www.speaking-clock.com
Call: 123

Step Change (Debt Help)

Trading Standards (via CAB)

www.stepchange.org
0800 138 1111

www.citizensadvice.org.uk/consumer/getmore-help/report-to-trading-standards/
03454 040506

T.P.S.O. Magazine (Get in touch!)

Unite (Trade Union)

www.theprofessionalsecurityofficer.com
admin@PeerPublishing.Ltd

www.unitetheunion.org
020 7611 2500
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A Developing Threat Environment For
Frontline Staff

by Philip Ingram MBE

S

alisbury and its surrounding villages have been in the news a bit recently with not just the first
use of a deadly nerve agent on British soil, but the first use of a Novichok agent anywhere.

More than 1,200 police officers from across the county assisted with the cordons needed to secure the
areas suspected of contamination and in June, a decision was made to replace many of the police officers
with security staff.
A Defra spokesperson said to a local newspaper: “As of 4 June, security guards will start to replace the
police officers deployed at some of the cordoned sites around Salisbury, where clean-up work is taking
place. This is to allow local police officers and those who have volunteered from around the country to
return to their normal duties.” Visiting Salisbury, Philip Ingram found that the police, private security,
partnership was working very well and the professionalism of everyone was reflected in the engagement
and respect shown by the local people.

However, if we look at where Sergi Skripal and his daughter Yulia collapsed from the effects of Novichok
or where they could have collapsed, it could easily have been an SIA licensed security guard the Maltings
or the Mill Pub or Zizzi restaurant who was first on the scene. Now we have security guards protecting
sites potentially contaminated with deadly nerve agents. Has the time now come for more novel threats
to be briefed to all licensed staff and should this be part of a continuous training regime?
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Fraser Kennedy, Director of Mitigation and Training with Ultimate Security, said, “A clear and concise
overview of how to identify the effects of a Nerve Agent at the earliest opportunity would be warmly
welcomed. Couple this with what to do in such an event to help protect oneself and others and I think we
would have a very useful training resource. It’s important not to ‘scaremonger’ and this may well be an
isolated incident, but we will be increasing our staff ’s awareness just to be on the safe side.”
So, what are Nerve Agents and what should staff be aware of?
Nerve agents are a very specific set of agents in that work by inhibiting the enzyme acetylcholinesterase.
It is the ‘off ’ switch for all nerves in the body.
When a nerve receives a stimulus, it triggers a signal along its length until it comes to the joint with another
nerve, this is called a synapse. To transmit the signal across the synapse a transmitter chemical called
acetylcholine is released and then once transmitted the acetylcholine is ‘turned off ’ by acetylcholinesterase.
If you can’t turn it off, the nerve keeps firing and the nervous system throughout the body is destroyed.
There are 3 general groups of nerve agents. Some of the first agents to be developed were developed by
the Nazi’s just before and during the second world war and were given the designator ‘G’ for German.
The most common we have heard of as it was used in Syria, is Sarin (GB). The man credited with their
development was Dr Gerhard Schrader who had been working on pesticides when he realised the power
of what he had developed.
It was
the British in 1954 who
first synthesized O-ethyl S-(2-diisopropylaminoethyl)
methylphosphonothioate, the scientific name for what the Americans designated VX. The ‘V’ agents
are at least 10 times more toxic than the most common ‘G’ agent, Sarin (GB). One of the characteristics
of the ‘V’ agents is that they were much less volatile than the ‘G’ agents and were therefore considered
persistent agents, able to contaminate an area or individual for longer and not reliant on inhalation, they
could be absorbed through the skin.
The final group are what the Prime Minister Teresa may referred to in in the House of Commons as
Novichok. Novichok agents were invented by the Russians probably in the 1980’s, but research could have
been earlier. They were designed to be more powerful than VX, to be undetectable using standard NATO
chemical detection equipment, to defeat NATO chemical protective gear and to be safer to handle. We
saw military personnel deployed into Salisbury wearing additional protective suits over their standard
military issue ones.
Novichok agents are designed to be very persistent, this means that inhalation is not the primary route of
exposure. Contact with the skin, and with them being significantly more toxic than VX, in the minutest
quantity, is the primary exposure route.
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A Developing Threat Environment For Frontline Staff

continued

So, what are the symptoms that should be looked out for? When an individual is exposed to low amounts
of a nerve agent of any type, the initial symptoms are a runny nose, contraction of the pupils, deterioration
of visual accommodation, headache, slurred speech, nausea, hallucinations, pronounced chest pains,
involuntary defecation and urination and an increase in the production of saliva.
At higher doses, these symptoms are more pronounced. Coughing and breathing problems also begin to
occur. The individual then may begin to go into convulsions possibly progressing to coma or death. At
even higher doses, an exposed individual would almost immediately go into convulsions and die from
suffocation because of the simultaneous shut-down of the nervous and respiratory systems.

Given the Salisbury attack, and the subsequent contamination of Dawn Sturgess and Charlie Rowley
the time has come to improve front line staff awareness and training. This should include an awareness
of what these horrific threats are and how to identify them, as speed of response of the correct first
responders and possible specialist capabilities are the only way to ensure any casualties have the best
chance of survival and the public have the best chance of avoiding contamination.
Philip Ingram MBE
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Philip Ingram MBE
Philip Ingram is an internationally respected
defence and security journalist and consultant.
Building on a long and distinguished military
career, retiring as a full Colonel, after performing
intelligence, counter-intelligence, security officer
and planning roles, whilst on active service.
He is also the man behind the rapidly expanding,
and highly regarded, media company, Grey Hare
Media.
Philip is a strategic thinker and recognised subject
matter expert on issues of international security,
defence and intelligence related, global political
events.....

www.greyharemedia.com
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Hotel SecurityTarget Hardening
With A Smile

by Tony O’Brien

P

rotecting hotels has never been an easy task. As somebody who has spent many years securing 4 and
5-star hotel venues I can testify to the difficulties involved in balancing service and security. With
the recent increased threat levels faced by crowded spaces and the rise in cyber and information
crime issues hotels the risk profile of upmarket hotels has certainly risen in recent times. In this article I
want to take a look at these risks and discuss how we balance target hardening a hotel whilst maintaining
the service with a smile concept.
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The role of hotel security is not as straightforward as it seems at first glance. The role has changed
dramatically over the past 20 years. Hotels over the years have predominantly employed an in-house
security service or at least an in-house security manager with a contract security team. Modern hotels seek
to operate at the most cost effective profit margin and the following recession this changed dramatically
to a mainly contracted security service with the role of the Security Manager merged with Operations
or Facilities management. While this certainly had merit at the time from a cost saving point of view it
also had a down side in the restricted duties that an external security provider can provide. Third party
providers while cheaper, have a defined set of duties that usually extend to dealing with issues such
as door supervision and dealing with conflict. Unfortunately this leaves a large gap in the current risk
profile for a hotel in areas such as internal theft and fraud, cyber security, data protection and major event
security. While these tasks or part of them may now fall into the remit of the operations, facilities, event
or revenue teams they lack the specialist skill set of a security operative.
With hotel operations getting busier it is only a matter of time before large hotel chains begin looking at
the issue of security and risk management again. As I see it there are three possible routes that hotels may
take in order to harden their security profile.
1. Return to the old model of directly employed security managers or teams where the risk level dictates
that this is required. The model may be old but the profile of the person tasked with carrying out the
role must be up to date and meet all of the needs of a modern hotel operation.
2. The use of security partnership with a trusted security supplier. In this scenario, the hotel would
perform a due diligence process and select a security provider capable of supplying the level of
service that is required. The hotel then supply the provider with a role specification that meets all the
behavioural and technical competencies that they require for the role including the IT and system
specific knowledge required. The security provider then trains and equips a team to meet the hotels
specification within the hours provided for in the contract.
3. The use of external consultants and third party providers. This approach involves the engagement
of specialist security and risk consultants to manage the more technical aspects of the security
management role on an ad hoc basis and liaise with security providers for the more basic tasks
and major events. A security consultant can provide audits, staff training, risk management plans,
role descriptions and event security management as the hotel requires and manage the third-party
provider for the hotel.
These options have pros and cons to them but they have potential to harden certain aspects of the soft
hotel target that meet the evolving needs of the hospitality sector.
The service issue
Most hotels who employ a security service typically employ them at night and for busy events during
the day. The security company who receives the request for staffing will see that it’s a night time role and
that there is a bar involved and will send a door supervisor to fulfil the role. In theory that is the correct
approach but the role of a hotel security operative differs greatly from a door supervisor in a bar or a club.
I was training a person recently who was door supervisor in a hotel and he made a comment to me which
illustrates this point. We were talking about customer service and he told me that while we worked in a
hotel it was only a 3 star so he didn’t have to be very nice to the customers. This is a mistake that I think
goes throughout the security industry. Security operatives base their level of customer service on how
prestigious they feel the client and their customers are. Regardless of whether it’s a 2,3 or 4-star venue
every hotel wants to generate a 5-star customer service ethos for its guests. This should be reflected in
all parts of the security service right from the uniform (a full suit should always be worn in a hotel), the
equipment and the attitude. In fact, I think that all security staff in a hotel should undergo the hotels own
customer service programme regardless of whether they are in house or a contracted service.
continued on next page
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Hotel Security- Target Hardening With A Smile... continued

The security operative in a hotel can be an asset in guest relations if the role is performed correctly. They
provide a secure environment for guests, an additional touch point for service and a face for the hotel
when a guest has a security or safety concern.
The internal issue
While the employees in hotels are the greatest asset of the hotel they are also the greatest risk to the
business. New and emerging risks in booking fraud, credit card fraud and cyber security as well as the
age-old threat from internal fraud are major risks to the hotel industry. In the digital age the protection
of not only financial information but also gusts personal information is vital. A single breach or lapse in
security measures can cause major reputational damage to a hotel. In these cases, a third-party security
provider is limited in what they can do to protect the hotel. I say this not just from a skillset point of view
but also from an access point of view. Not many hotels are willing to give third party contractors the
access to systems required to fully protect them. An in-house security operative or consultant however
can provide training monitoring and processes to mitigate these risks.
All this talk of information security and fraud may bring up images of some guy in a basement hacking
the system but it’s often much simpler than that. A printed copy of a guest list left on a coffee table, a WiFi password given out over the phone or a e computer left unlocked and unstaffed all have the potential
to cause loss of guest or hotel information. A security operative with the operational skillset and access
to system such as CCTV and the hotel Property Management System (PMS) can identify these risks and
put processes in place to control them.
In addition to all the high-tech stuff there is also the more traditional security control measures such as
employee searching, stock controls and cash management which will always pose a risk if left unattended.
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Large Events
Large events are an integral part of a hotels profit making strategy and part of what makes a brand stick
out from its competitors. They can also be a logistical and risk management nightmare. Most conferences,
exhibitions etc. will not require a large security presence but if a security operative is on site they should
have the knowledge and ability to deal with issues such as fire safety concerns caused by participants or
equipment, crowd safety issues, access control and traffic management.
For other events, such as parties, corporate gatherings, gala balls and concerts will require a larger security
presence to control access. Even with the presence of an in-house security manager or team a security
provider will probably be required to support. If a hotel goes totally with a third-party contractor there
can be issues. The contractor will send an event team and probably a supervisor who has experience in
working large events such as concerts. The skillset and attitude required to organise security at a concert
arena is different to the customer focussed approach required in any hotel and the soft skills are often
lacking throughout the team.
This is no criticism of event security teams it is simply a statement of fact. The team and the supervisor
will have the security providers best interest in mind and this may not be in harmony with the hotels
value at times. This is where an in-house security manager or consultant representing the hotel can be
an asset. Somebody who understand both the security stance of the event and the hotels values and
priorities. They can ensure that the security function fits as seamlessly as possible into the hotels overall
service delivery for the event and not appear as an add on or external function. They can also present
both pre-event and post event analysis from a risk management point of view.
So, what looks like a relatively simple gig strolling around a hotel lobby on a Saturday night may not be so
simple after all. Having worked in hotels for many years I know that hotel staff and management have some
of the best work ethic and work some of the longest hours of any sector yet their attention to detail and
presentation always must be first class. These values must transfer to the security operative representing
the hotel as well. The security stance of the hotel as well as budgeting concerns and organisational
structure will dictate whether they employ an in house, contract or joint security operation but the values
and skillset required must be the same regardless. This part of the industry will develop in the coming
years as hotels continue to meet new challenges in the risk management area. So, for those of you out
there interested in the sector start planning now for securing the hotels of the future.
Tony O’Brien
Tony is a respected specialist in the field of security,
safety and the management of conflict and risk
in organisations. As a top industry consultant, on
a daily basis, he is helping organisations develop
solutions to their risk management and conflict
management processes through designing
training, policy and risk assessments to meet real
world challenges.
He is also qualified as an expert witness, in the
use of force, and most security related fields.
Also a QQI subject matter expert for the security
and safety sectors
Winner of the 2016 IITD Rising Star Award
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Are you on
Twitter?
A great source of genuine news and views... Just swerve the made up stuff!

The TPSO magazine is launching
“The Security Industry Twitter
Awards”
#SyTAwards
From September 2018, the TPSO magazine is going to hunt down the most informative,
and possibly humorous, tweets, relating to all things security, internationally!
If you spot a great tweet, share it with the tag #SyTAwards and we will review it each
month...
If you have a great idea, include #SyTAwards in the text of the message and we will find it.
The monthly winners, from November onwards, will not only have global respect and
adoration,
but they will also receive some ‘money cant buy’ TPSO prizes (Um. Lets keep a lid on
expectations, and just say “some branded merchandise”.....Thanks. Ed.)

#SyTAwards......... If you like what you see, tag it!
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Spring / Summer 2018, #SyTAwards, Role Of Honour!
#1. Stephen Ackroyd @AvKeep :
A very well thought out Tweet suggesting advice and guidance
for understanding and supporting Autism,
taken from an idea in the retail industry, applied at security check points.

#2. Patricia Vella @PatriciaVella (Tagged by @SyIChair) :
Wise words of wisdom passed to Patricia from her late Father,
regarding the need to get to know the security officers wherever you work.
They tend to be both interesting and helpful people....
(But we all knew that right? :-) ....... Ed.)

#3. Security Institute @SyInstitute (Tagged by @SecurityRollo) :
A tweet announcing the launch of the new “Next Generation” initiative
from the Security Institute, focussing on encouraging pre-GCSE children
to consider a career in the security industry!

#4. Philip Ingram MBE @PhilipIngMBE (Tagged by @SecurityRollo) :
An insightful and informed Tweet from one of the leading experts in the field,
relating to the most recent Sailsbury Novichok incident,
dispelling the tide of Fake News and giving the facts!

#5. Mike Gillespie @Advent_IM_MD (Tagged By @SecurityRollo) :
Mike, a leading Cyber Security and GDPR expert, Tweeted a link to an interview
he had with IFSEC on June 14th, regarding all things GDPR.
Highly informative during a time of mild panic.

If it is informative, funny or just plain great,
tag it with #SyTAwards to bring it to our attention...
We need more input from Front Line security workers, so please, get involved.

Want to Tweet to the TPSO?
@ProSecurityMag or @SecurityRollo
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www.cardinalsecurity.co.uk

0845 680 1796
Cardinal Security Limited was formed in 2003 and has grown to be a recognised as
a company to deliver dynamic and innovative security solutions throughout the UK.
Cardinal is a supplier of technological solutions, highly trained security officers, all
supported by our 24/7 Intelligence centre providing meaningful data on performance
and efficiencies.
Cardinal is an ACS approved contractor audited through the SIA and are ranked
within the top 5% of all security providers in the UK, which benchmarks our quality
within the industry and shows us as best in class.

Retail
Loss Prevention
Logistics & Distribution
Events
Store Detectives
Corporate/ Front of House
Keyholding, Patrols & Alarm Response
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Introducing Diphoterine®

an effective emergency response to an acid or corrosive substance attack!

What would you do if you had to deal with an acid attack?
Hardly a week has gone by recently without reports of an acid attack happening!
Criminal incidents are not the only concern. As a security officer you would
normally have had first aid training and hold a first aid at work qualification.
This qualification, and your security role, may well lead to your being a first
responder in the event of a criminal act.
The thought of dealing with the aftermath of an acid attack is frightening to even
the most experienced of first aiders. The stark reality is the number of attacks are
rising year on year.
How many stories have you heard about recently?
So where to start? By equipping your place of work with appropriate personal
protective equipment (PPE) and first aid equipment. This, combined with
training, which takes literally minutes, can make the difference between being
able to intervene with confidence during an incident, or standing by helplessly
waiting for the emergency services to arrive.

Acid attacks can lead to serious life changing injury
or death. The earlier and more effectively that you can
intervene the better.
Although the term ‘acid attack’ has become the phrase to describe these events
this is not the most accurate description. Many cases have involved other
chemicals including alkalis (caustics) and ammonia. Any corrosive chemical can
cause a chemical injury and this is important to understand as our first aid must
be able to deal with all corrosives and irritants regardless of pH.
pH is a scale used to measure the acidity or alkalinity of a substance. It is extremely unlikely that you will
know what corrosive substance is involved in the case of a criminal incident.
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Introducing Diphoterine®
an effective emergency response to an acid or corrosive substance attack!

continued

The important thing to remember is that your response will be the same.
If a colleague was to stumble into our office lobby having been the subject of an attack there are a number
of steps we can take to safely manage the incident and reduce the consequences of the attack.
You must be mindful that the corrosive substance will still be present and
presents a risk to you and anyone else helping. The casualty will be in an
extreme state of panic and if the eyes are involved may not be able to see
what assistance you are providing.
•
•
•
•
•
•

•

Ensure there is no further risk from the attacker.
Take charge of the situation talking firmly and calmly to the casualty
explaining what you are doing for them and what to expect.
Call for assistance and get someone to call for the emergency services.
Protect yourself – DO NOT BECOME A CASUALTY TOO. Put on gloves,
eye protection and long sleeves if possible.
Decontamination is essential and the sooner this commences the better the
outcome will be. Prioritise eyes, face and hands.
Clothing that is contaminated with chemical must be removed. Always
remove downward – cutting shoulder seams if necessary, to avoid taking
chemical across the face. Cut around any clothing that has adhered to the
skin
In case of contamination to the eyes check if the casualty wears contact
lenses – these should be removed as soon as practicable – either by the
casualty or by trying to flush them out with the washing solution

Immediate decontamination of a corrosive splash is essential to minimise the
damage caused. Strongly corrosive substances penetrate the skin and eyes almost
immediately.
The chemical reacts with the bodies tissues and can cause a lot of damage in a
short period of time. Victims talk about feeling their skin ‘melting’!
To reduce injury, we must try to stop penetration of the chemical or at least keep it to the outer layers
where the body can often heal itself. Deeper injuries will generally require surgical intervention such as
skin or corneal grafting.
Decontamination
Traditional decontamination uses passive washing solutions such as water.
This method relies on a continuous supply of fast flowing water to wash the chemical away from the
surface of the skin and eyes.
This water will also dilute the chemical to reduce the aggressiveness. In industry this is defined under
the EN15154 / ANSI standards and requires flow rates of 60+ litres per minute with sufficient water for
15 minutes washing.
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Whilst water is commonly available it can give rise to issues of its own:
•
•
•

•

•

Slow flow rates can increase the time taken to wash off the chemical. This allows the chemical time
to penetrate further.
Strong chemicals are slow to dilute. The chemical remains aggressive longer – favouring
penetration.
Water is hypotonic to the body – by osmosis water will be drawn into the skin and eyes
therefore assisting the penetration of the chemical – known as the “wash-in effect”. In short, water
on the skin makes it easier for a chemical to penetrate the skin. If all you have is water use as much
as you can for as long as you can, at least 15 minutes, while waiting for help.
Water can increase the risk of damage to other parts of the body or to responders as the still
corrosive run off liquid spreads. For example, if washing chemical off someone’s shoulder have
them lean to the side so that the substance is not washed off them down their back. This would
increase the likelihood of secondary injury to the back.
Hypothermia is a consideration with prolonged washing protocols.

The wash-in effect created by water can be reduced using what we call isotonic saline solutions. These
solutions are a mixture of salt and water. The salt concentration is similar to that contained in tears,
blood and other bodily fluids.
This eliminates the ‘wash in’ affect we discussed above.
Both the Faculty of Pre-hospital Medicine (https://fphc.rcsed.ac.uk/) and the London and South East
Burns Network (http://www.lsebn.nhs.uk/) recommend the use of amphoteric solutions if immediately
available.
Diphoterine® is a polyvalent amphoteric hypertonic washing solution. That is a very technical way of
saying that Diphoterine® is a more effective method of washing off or decontaminating than water in
the wake of an acid attack.
When used to decontaminate a chemical splash Diphoterine® can remove the chemical from the surface
of the skin or eyes.
As an active washing solution, it will also bond with the aggressive element of all irritant and corrosive
chemicals, therefore, preventing, or at least significantly reducing, the risk of serious injury developing.
As a hypertonic solution it also prevents the “wash-in effect” by drawing the corrosive substance away
from the skin. In fact, it will create a slight reverse flow from the tissues of the skin and eyes. It draws
out penetrated chemical allowing the return of a physiological skin pH more rapidly.
continued overleaf
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Introducing Diphoterine®
an effective emergency response to an acid or corrosive substance attack!

continued

Diphoterine® has been used in industry and in many NHS settings for a number of years. It is now
becoming more available in community as it is carried by security teams, close protection officers and
specified as first aid equipment in venues and businesses who have evaluated the benefits. As an active
washing solution Diphoterine® has a number of benefits:
•
•
•
•
•

It is fully portable
It is easy to deploy and provides a longer window for commencing decontamination (1 minute as
opposed to immediately (10 seconds for water)
Chelates the aggressor so run off is non-corrosive making it safer for the casualty/victim and the
person administering first aid
Provides rapid pain relief as the aggressiveness of the chemical is quickly reduced.
Has benefits Improved outcomes in a delayed washing situation due to its hypertonic properties

DipHex Limited is managed by a team that have been active in the
Health and Safety field for over 30 years. For the last 8 years we have
worked closely with government agencies, medical institutions and
industry to improve the understanding and treatment of chemical
injuries. Give us a call to organise a demonstration or for further advice
regarding your specific risks.

 01622 851000
 kate@diphex.com
 www.diphex.com
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Physical Security Skills CPD & Professional Development
 www.physicalsecurityskills.com

Physical Security Skills is a CPD training & professional development portal for front
line security workers. This site is operated by Peer Publishing Ltd, publishers of The
Professional Security Officer Magazine. We will be offering our own courses, written
in-house by experienced security officers, and partnering with other, selected, training
providers.
CPD and professional development is too important to be left to chance. We will also be
asking experts to contribute articles on what to consider and how to plan your career.
The SIA initial training program is 4 days, it’s obvious that to advance in the industry that
background, skills and ongoing development are also important. We will discuss how to
make the most of them.
If you are interested in working with us please contact us to discuss. Income generated
from training will finance TPSO magazine, keeping it free to readers, and allow us to
develop other projects...
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T

he National Business Crime Centre was launched at the end of 2017. It is overseen by Deputy
Commissioner Sir Craig Mackey, who is the National Police Chief ’s Council lead for both Business
Crime, and Private Security liaison.
The NBCC consists of a small, but driven team of Police officers based at New Scotland Yard, who
reach out to our UK business community from one person enterprises, through to multi million pound
industries with clear aims:
•

To improve partnership with the business community and raise National police standards, to
accurately understand and reduce the impact of crime.
Enable businesses to target their own resources more efficiently, through effective intelligence and
information exchange, disrupting organised business criminality at a National level.
Prioritising prevention, enabling businesses to protect themselves from cyber, fraud and terrorism,
by being a conduit of best practice and a centre of excellence, supporting all businesses throughout
the UK.

•
•

The NBCC supports officers from all 43 Police Forces, and specialist units, to act as a conduit for sharing
advice/trends nationally. NBCC areas of work fall under our three main strategic strands: Partnership,
Intelligence and Prevention.
Its website is freely available as a resource for police, security, and staff in businesses, to learn, share and
support each other, to prevent and combat crime. It has its own website, packed with useful information,
advice and case studies which will help fight crime affecting businesses, staff and their interests.
Items on the site are split between recent and relevant news, and current guidance. There is a library
of guidance produced by NBCC, partners, and third parties, as well as information about schemes and
resources for the business community. We would encourage readers of TPSO to be the first to hear the
latest news and developments from the NBCC by going onto the site and subscribing: subscribe here.
One of the most significant projects led by the National Business Crime Centre is PaS. This is the Police
and Security Group Initiative established in 2014 and is a national, business-led group which exists to
“improve collaboration between the police, private security and security teams of business.”
PaS objectives are to deliver greater effectiveness at lower cost; supporting police Crime Prevention
Strategy and Counter Terrorist Strategy and Assisting with Violence Reduction and safeguarding.
PaS is formally sponsored by the Security Industry Authority, the BSIA, the National Police Chief ’s
Council under the Leadership of the Deputy Commissioner, and the Association of Police & Crime
Commissioners. This high level endorsement has significantly improved the opportunity for building
wider knowledge, respect and engagement with the Private Security Industry by the Police.
An initial PaS Survey has shown that despite reducing Police numbers, there is a fundamental lack of
trust between the Private Security Industry and Policing. If the PSI is to be able to support public safety
effectively, then this needs to be resolved in an appropriate way which is the core objective of PaS.
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PaS is explicitly independent of Counter Terrorism; Fraud and Organised Crime activities and is focused
on building the core relationship between Police and the PSI, the “boring but important” everyday issues
that require development through grass roots engagement and persistence, but can form the platform
for effective long-term collaboration. It operates by identifying, supporting and promoting projects and
sharing best practise. PaS does not specifically manage any services, but is resourced to identify, assess,
promote and support projects which can achieve its objectives.
One of its first projects has been to review the Community Safety Accreditation Scheme (CSAS) to
make the scheme consistent across all Forces for applications, pricing and vetting. Another has been to
work with Sainsburys security teams in one part of Sussex, trialling them to double up as local ‘Business
wardens.’
PaS has identified three areas of activity that are key to collaboration:
•
•
•

Standards, (Training & Accreditation Information).
Intelligence & Communications.
Effective Collaboration

PaS now focuses on establishing a ‘National Collaboration Strategy’ to ensure that a single plan for
both police and security to work to nationally and to act as the guide for all interested parties. It is also
establishing a regional structure that will commit to PaS’ objectives by signposting existing capabilities
and good projects to minimise duplication. Finally it plans to publicise and maintain a voluntary open
register of stakeholders; initiatives and resources that promote collaboration between Private Security
and Police.
Clarity, Trust and Innovation are key to the real success of PaS. In summary - Getting police & private
security to work better together for safer communities.
If any TPSO readers wish to submit suitable projects or good practice demonstrating great Police and
Security work, or are interested in leading on a regional PaS group, then please subscribe to the NBCC
website and submit details entitled PaS.

 www.nbcc.police.uk

D.C.I Georgie Barnard
Georgie is currently a Detective Chief Inspector
in the Metropolitan Police, leading a Home
Office transformation project, setting up the first
ever, National Business Crime Centre to support
all 43 Forces, and national businesses, in tackling
crime.
In addition, she leads on the national Police and
Security (PaS) initiative, aimed at improving
collaboration between police and private security.
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Know Your Site:

Intelligence gathering for Security
staff
By Michael O’Sullivan
Be in the know!
If you are presently site based, then you probably know your building like the back of your hand.
Or do you?
Familiarity and a repetitive routine will always blunt perception! You may miss things that a fresh eye
would spot straight away. It happens. This is simply a normal part of being human.
A solution often lies in your outlook to the job. Remember, when you report for duty, your professionalism
and attitude to your work reflects well on you personally and your employer in general, regardless of the
behaviour and attitude of your colleagues. An alert and knowledgeable security officer adds immense
value to an organisation. A value which is always far and above the cost of employing them.
Being familiar with your site, assignment instructions and procedures is obviously important. As a
dedicated protection practitioner, you may realise that there’s much much more to the job.
• Your site does not exist in a vacuum, so what’s physically located around you?
• What’s going on around your site at any particular time?
• How much do you know about the surrounding area and its issues?
• Why is this important?
Local knowledge, combined with what you know about your site, can help you plan for both known and
potential, local problems.
Forewarned is forearmed…
There is a lot you can do to mitigate any risks:
• Start by walking out your front door, crossing the road and look at your building. This is what other
people see every time they walk past. Take pictures – then look at them and see if anything draws
your eye that you might miss with the naked eye.
• Walk around the block and get familiar with the area around your site. Get trusted security colleagues
to have a walk around your site and local area. Have them give you feedback and suggestions. Return
the favour. You will learn a lot by looking at other sites from a security officers’ perspective.
• Go online and see what can be discovered in the public domain about your building, your employer
and location.
• Check your post code on google maps, what can a potential criminal (or in extreme cases, terrorist)
find out?
• What can someone planning mischief at their computer half way around the world find out about
your site without ever visiting it?
• Find out details of your local Police neighbourhood team and invite them for a site visit, and a cup of
tea. They are a fantastic source of local knowledge. You can also help them with local intelligence by
keeping them informed of local issues.
• Sign up for local police, local authority and CSSC alerts via email/text.
• Get copies of local papers and publications. They are a good source of information on what is going
on locally. Subscribe if possible to their digital versions so that you receive email alerts of anything
going on locally.
• Check crime statistics for your local area. Don’t be surprised if you find that anti-social behaviour is
a problem. Know who to report anti-social behaviour to, local council or police, or both?
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•

•
•
•

Keep on top of the small things. For example, report graffiti as soon as it appears. It doesn’t have to be
on your site, it’s the kind of activity that can eventually lead to bigger problems. Taggers who see their
‘work’ being removed know that the area is under observation or that someone is being proactive in
reporting them. The local council generally has a team that deals with graffiti. Some authorities have
produced apps that allow you to report issues like graffiti, rubbish, fly tipping or fouling, from your
phone. Otherwise there is generally an online option to report via their web sites.
Compile a contact directory of other local buildings/businesses. In particular, you are interested in
contact details for local security officers. A local network of security officers can help each other out
by alerting each other to problems, suspects and so on.
Familiarise yourself with local CCTV coverage. If a suspect runs away from your building it will be
useful if you can alert responding police to CCTV that the fleeing suspect might have run past that
belong to other businesses.
Talk to local resident/workers. Your local parking attendant and street cleaners will have excellent
local knowledge that you can call on.

The flip side however is that you shouldn’t be giving out information about your site.
It is a constant source of amazement to us, just how often we find security staff sharing privileged data
with complete strangers. As a Security Officer, you are in a highly privileged position. Its almost inevitable
that you will be aware of information about your site or employer (if different), that you are expected to
keep confidential. With the new GDPR laws now in place, this confidentiality is of extreme importance
It is recognised that employees are often the biggest risk of information loss to a business. Don’t become
part of the problem!
It’s a lot to think about, and something that many would never even bother to consider, but this is the
kind of thing that separates “The Professional Security Officer” from the crowd!
Another huge threat is “Hostile Reconnaissance”! It’s a big issue and we will talk about it in detail
separately in a future edition of the magazine…
Resources:
Search Crime Statistics by Postcode:
www.police.uk/search/
www.crime-statistics.co.uk/postcode
www.google.co.uk/maps
Understanding Hostile Reconnaissance:
www.cpni.gov.uk/understanding-hostile-reconnaissance
Reporting crime:
If you’ve been the victim of a crime or think you have witnessed one, you should report it to the police
straight away. Your information could be used to prevent other crimes and help keep other people safe.
Find out about the different ways of reporting a crime
https://www.police.uk/information-and-advice/reporting-crime
Mike has worked in the UK security industry since 1989 following 5 years overseas in the military. He is very
interested in professional standards and how they are interpreted and applied in different situations. Mike is
currently writing a series of CPD courses and looking to network with security industry colleagues and other
interested people, organisations and businesses. He can be contacted via the TPSO website...
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PRODUCT REVIEW by Rollo Davies

VizShock Personal X-20P
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What is the X -20P?

It’s hard to pigeon hole to be honest...
It is just 11.5cm tall so fits easily in to a purse or a jacket pocket, but it is a device of many talents.
It is a very powerful torch first of all. It is also a very handy and powerful, power pack for your USB
devices. With a 5200mah battery with a full USB size output socket and a cable with a micro USB
connector, it should be able to fully recharge your current generation smart phone.
The USP for this gadget is neither of these features however.
Use of a single raised sliding switch, activates an ultra loud and high pitched audible siren, as well as a
blue and red, bright strobe alert, fully able to disorientate an attacker and raise the alarm. It looks very
much like an American police squad car has arrived. Please don’t get any ideas about using this as some
kind of means to carve through traffic. You will be arrested.
There is a video of this item being tested, INDOORS, on YouTube at:
https://www.youtube.com/channel/UCGq_ODF2QTVn3yEZdolg5wQ
Build Quality.
This is not a cheap piece of equipment. Although made in China, it is of a solid construction
using good quality, grippy and tactile plastics. It has a wrist strap and a standard to micro USB cable,
for both recharging the unit, and charging 3rd party devices. It is not heavy, but never the less, has a
reassuringly quality feel.
Verdict.
I bought one. Using my own hard earned money, for my Wife.
I hope she will only use it to charge her phone when it is getting a bit low, or using the torch to find a
dropped earring......
But if the worse happens, and I pray it never does, I feel better knowing that she has a device at hand
that is both able to raise the alarm, and deter and disorientate an attacker.
Ability:			
9/10 (Ticks several boxes, but does it all very well)
Construction:		
8/10 (Aluminium construction may have made this too heavy.)
Ease Of Use:		
9/10 (2 Switches. That’s it!)
Value For Money:
7/10 (Expensive. But I wouldn’t give my Family any less!)
TPSO Recommended:
Highly.

 www.vizshock.com  info@vizshock.com
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Is Online Learning For Me?
Dr Alison Wakefield FSyI, Chairman, Security Institute and Senior Lecturer in Security
Risk Management, University of Portsmouth

F

or frontline security operatives wanting to build careers within the manned guarding industry
or wider security sector, an array of courses and qualifications are now available to support
professional advancement. Over the last decade the training market for our sector has transformed
as security training providers have sought accreditation for their courses, enhancing their
credibility and enabling security practitioners to demonstrate their progression through the different
levels of the Regulated Qualifications Framework (applicable to England, Wales and Northern Ireland)
or its Scottish or international equivalents. For a detailed overview see “What qualification levels mean”
on the Gov.uk website1.

At the Security Institute, where I hold the voluntary role of Chairman, we promote such progression
through our Certificate, Diploma and Advanced Diploma qualifications, respectively at Levels 3, 5 and
7 on the Framework. We were one of the first organisations to get our courses externally accredited,
winning the Security Excellence Award for Security Training Initiative of the Year in 2010. Several
universities running security-related degrees offer Recognised Prior Learning (RPL) credits to holders of
the Diploma and Advanced Diploma, reducing the length and cost of a degree if they decide to progress
into higher education. Specifically, Buckinghamshire New University and the University of Portsmouth
give holders of the Security Institute’s Diploma credit exemptions towards their undergraduate degrees
in Security Consultancy and Risk and Security Management, respectively, and the University of South
Wales similarly recognise our Advanced Diploma. University applicants can also make individual RPL
applications requesting credit exemptions for other relevant courses at Level 4 or above that they have
completed.
One of the most rewarding aspects of my university job is in providing opportunities for security
practitioners at all levels to enter higher education, and supporting their academic development. Like the
Open University, we typically offer places to our students on the basis of their professional experience and
commitment, rather than A-Level qualifications. Students are soon able to start applying their knowledge
at work, and often report highly positive feedback from their managers as they do so.
Unfortunately, we find that quite a few students drop out of their studies, especially in the early stages.
We know that our students work long, demanding hours while often managing family commitments,
and can underestimate the time and energy that part-time study requires (at least 10 hours study per
week is recommended). Beginning a course is also a significant financial commitment and we want to see
students make a success of their investments.
There are now many free online courses available that give learners a taste of the distance learning
experience at no cost, or negligible cost, and these are a great place for many to start. ‘Massive open
online courses’ (MOOCs) are a phenomenon of the new millennium which really began to take off in
2012. These are open access courses that allow unlimited, free-of-charge participation, typically delivered
by dedicated MOOC providers working in partnership with universities from around the world. These
providers include FutureLearn, owned by the UK’s Open University; Coursera, established by two
academics from Stanford University in the US but with no university affiliation; Udacity, also founded
by Stanford academics; edX, founded by Harvard University and Massachusetts Institute of Technology;
Iversity, a European platform; MOOEC, an Australian initiative; and Alison, an Irish enterprise (nothing
to do with me and the name is pure coincidence!). A quick Google search identifies a number of other
major course providers.
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Charges come into play if a participant wishes to come away with a certificate of achievement, and the fees
vary. FutureLearn, owned by the Open University, offers certificates of achievement from £39 upwards
and certificates of participation from £19. In order to be eligible for a certificate of achievement, the
participant must complete over 90% of the course and achieve an overall average test score over 70%.
MOOCs have much higher dropout rates than conventional online courses that carry a fee: according to
Onah, Sinclair and Boyatt2, it is estimated that completion rates for most courses are below 13%. This is
perhaps to be expected, with the research by Onah and colleagues suggesting that many people commence
courses with no real intention to complete them, and with motivations for registration including “out of
curiosity” and “to learn more about MOOCs”. Other reasons that the researchers identified include lack
of time, course difficulty and lack of support, lack of digital skills or learning skills, starting late and
unrealistic expectations.
Despite these limitations, I believe MOOCs are a great starting point for those wanting to develop
themselves, but uncertain about whether to take the plunge and invest money and time in a vocational or
academic course. Many of the students beginning our bachelor’s degree at the University of Portsmouth
unsurprisingly express feelings of nervousness at the start of the course, having left school at 16 and
perhaps not had a terribly positive school experience. For this reason we place a strong emphasis on
study skills development at the start of the degree, and offer a range of support options including access
to one-to-one telephone appointments with a dedicated Learning Support Tutor. A MOOC probably will
not offer this level of support, but it will give a flavour of what to expect, and a fantastic variety of subjects
is available.
At the same time, individuals working in the security sector can participate for free in the Security Institute’s
continuing professional development (CPD) scheme. This is a means of logging your development
activities, collecting points for each hour of activity and, on achievement of a minimum of 36 points
per year across a variety of eligible activities (such as reading this magazine!), receiving an annual CPD
certificate from the Security Institute. CPD participation over X number of years can be referred to
in your CV in order to demonstrate that you are actively updating your learning and committed to
developing yourself. Completion of MOOCs may also be considered by university providers as evidence
to support the RPL in related subject areas, potentially reducing the length and cost of academic courses.
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Is Online Learning For Me? continued..
In my blog3 I list a number of courses that may be of interest to security practitioners, a small selection of
which are included below. If you are inspired to start undertaking a MOOC, I would be delighted to hear
of your experiences, via the comments section at the end of the blog article.
•
Antiquities Trafficking and Art Crime (delivered by Dr Donna Yates and Sarah Gambell of the
University of Glasgow): https://www.futurelearn.com/courses/art-crime.
•
Contract Management - Building Relationships in Business (delivered by the University of
Southampton, and developed in association with the Crown Commercial Service, UK Cabinet Office,
Civil Service Learning and the International Association of Contract and Commercial Management
(IACCM)): https://www.futurelearn.com/courses/contract-management.
•
Crime, Justice and Society (delivered by Dr Matthew Bacon of the University of Sheffield): https://
www.futurelearn.com/courses/crime-justice-society.
•
Introduction to Cyber Security (delivered by journalist and blogger Cory Doctorow, developed
in association with the UK Government’s National Cyber Security Programme, GCHQ certified and
accredited by the Institute of Information Security Professionals): https://www.futurelearn.com/courses/
introduction-to-cyber-security.
•
Introduction to Forensic Science (delivered by Roderick Bates of Nanyang Technological
University, Singapore): https://www.coursera.org/learn/forensic-science.
•
Managing People - Engaging Your Workforce (delivered by Henley Business School): https://
www.futurelearn.com/courses/managing-people.
•
Military Ethics - An Introduction (delivered by Dr Deane-Peter Baker of the University of New
South Wales, Australia): https://www.futurelearn.com/courses/military-ethics.
•
Terrorism and Counterterrorism: Comparing Theory and Practice (delivered by Leiden University,
the Netherlands): https://www.coursera.org/learn/terrorism.
Endnotes
1
GOV.UK, ‘What qualification levels mean’ <https://www.gov.uk/what-different-qualification-levels-mean/
list-of-qualification-levels accessed> accessed 4 September 2018.
2
D.F.O. Onah, J. Sinclair and R. Boyatt, ‘Dropout rates of massive open online courses: behavioural patterns’
(6th International Conference on Education and New Learning Technologies, Barcelona, Spain, 7-9 Jul
2014) <http://wrap.warwick.ac.uk/65543/> accessed 4 September 2018.
3.
A. Wakefield, ‘Free online courses for security practitioners’ <https://www.linkedin.com/pulse/free-onlinecourses-security-practitioners-alison-wakefield/> accessed 4 September 2018.
Dr Alison Wakefield
Alison is an academic criminologist based at the
Institute of Criminal Justice Studies, University
of Portsmouth, where she is course leader of
the Professional Doctorate in Security Risk
Management. Dr Wakefield is also Chairman of
the Security Institute, the UK’s largest member
association for security professionals with over
2,600 members, and is a Fellow of the Institute.
In 2010-11 she chaired the Institute working
party that devised the pathways to becoming a
Chartered Security Professional, and became
Vice Chairman of the Institute in 2015, also
serving as Academic Adviser to the Chartered
Security Professionals Registration Authority.
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COMPETITION!

Here at TPSO Towers, we are all about positivity and highlighting the fantastic work we all do.
To be in with a chance to win something “Money Can’t Buy,
(Erm?.... We need to dial down the expectation again.... Ed.)
Fantastic (Pushing it..... Ed.) TPSO branded merchandise”, along with your name going out
in the next edition, and on social media, we would like you to answer this question, in one
sentence:

“I make a difference,
because..................................................”
The Top 3 answers, according to a panel of TPSO judges, will each receive some “TPSO stuff ”
and a listing on the role of honour in the next edition, along with a far more immediate
mention on the Magazine’s Twitter, LinkedIn and Facebook pages.
Just send your answer, by email to:
admin@peerpublishing.ltd
including your full name, postal address and email address.

All entries must be received by Noon on the 1st November 2018.
Winners will be informed by email on, or within 48 hours of this date.
The judges decision is final, even if it is a bit dubious.
Your personal information will not be stored beyond the date of the announcement of the
winners and we will not flog it to anyone, use it in nasty ways, or do anything at all dodgy with it.
(You really need to talk to the legal dept about the wording of these things!..... Ed.)
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Managing your
Marketability in a
Competitive Jobs
Market
by Mike Hurst CPP MSyI FIRP.

T

here are around 500,000 people employed in the UK Security Sector which, depending on what
you include and how you count the numbers, is worth between £6bn and £12bn, and of that
500,000 around 300,000 + people are employed in the uniformed sector. So it is clear that for an
individual to develop a career in the sector it would be useful to be able to either differentiate themselves
from others, or at least make it clear how and why they excel in their role. The graphic below helps
demonstrate the importance of the private sector’s role in keeping us all safe (approximate numbers.)
Infographic courtesy of www.statista.com under a Creative Commons license
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The Basics
Your CV
The CV is still a vital tool in the employment process. There are online portals, employment forms, social
media profiles as well, but it still starts with a CV.
• Keep it simple
• The first third of the page is vital, as this is what someone will see on a computer screen.
• Include contact details at the top, followed by a short introductory paragraph.
• Have a sensible email address.
• Feel free to amend your CV to best fit with the role for which you are applying.
• “Career History”, remember, most recent job first.
• Not too “wordy”, try to use bullet points to highlight key responsibilities and achievements.
• Avoid: Poor grammar; Poor formatting; Spelling errors; Lying and over elaboration!
• Be prepared to provide evidence: certificates, sales figures; references
• Explain any gaps in your work history
• Only include ‘proper’ hobbies. ‘Socialising with friends and family’ is not a hobby!
Qualifications.
The Security Industry Authority, the sector’s regulator, issue licences, to enable individuals to work in
front-line security. Additionally, many people will have undergone training for Project Griffin, or in
areas such as Health and Safety, Fire Safety, PREVENT etc, which can all be very useful and add to your
marketability. But what do you do if you want to really advance your career in the security profession?
Depending upon your current level of experience or previous academic record, you may want to consider a course which will cover the fundamental knowledge and skills required by someone in security
management. Many universities now offer security and risk management courses, and there are many
commercial training organisations offering similar, but please check that they are fully accredited at an
appropriate level.
Some of the more respected organisations I am aware of are PerpetuityArc, TheSMA, ISMI and Deltar
Training, but a lot of research is needed to find what best suits any one individual. Some qualifications
are linked to specific membership organisations, such as The Security Institute who have qualifications
ranging from a Level 3 to a Level 7 Certificate.
For international recognition there is the International Federation for Protection Officers, who have
range of certifications, and ASIS International whose CPP®, (Board Certified in Security Management) is
regarded by many, as the gold standard in security management certifications.

continued overleaf
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Managing your Marketability in a Competitive Jobs Market

continued..

For those who do not yet reach the entry requirements for this CPP qualification, (9 years security
management experience), ASIS are launching the APP, (Board Certified in Security Management
Fundamentals), which looks extremely interesting.
Memberships
As mentioned above, membership of a professional security organisation, could be useful in developing a
career and a network of contacts. In addition to ASIS, IFPO and The Security Institute (SyI), mentioned
previously, there is also the International Professional Security Association (IPSA). Again, please decide
which one is the best for you (I am a member of three or them) and try to get involved. If you need some
advice, don’t hesitate to get in touch with me.
There are valuable and rewarding careers to be developed in security and in future editions of TPSO, I
will talk about Personal Branding, Developing a Network and Social Media, but hopefully this article has
given you a few thinks to think about.
Drop me a line with any questions: mike@hja.co.uk

Mike Hurst CPP MSyI FIRP
In the last 26 years, Mike Hurst has recruited for
most security industry roles, and has personally
worked in nearly all sectors.
He is currently a Vice Chairman of the UK
Chapter of ASIS International and is involved in
some of its global strategic groups.
Mike’s also a member of The Security Institute
(was a Main Board Director for 6 years); the
Association of Security Consultants and The
International Foundation for Protection Officers,
holds the ASIS CPP® Board Certification for
Security Management and is a Fellow of the
Institute of Recruitment Professionals.

www.hja.co.uk
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Mike Hurst CPP ® FIRP MSyI
+44 (0)7957 543 128
+44 (0)345 644 6893
mike@hja.co.uk
www.hja.co.uk
@_MikeHurst
www.MichaelHurst.net

Executive recruitment
of security and fire
professionals
Follow us on Twitter
@HJArecruit and on LinkedIn
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Michael O’Sullivan.
After 5 years distinguished service in the French
Foreign Legion, Mike returned to the UK and
commenced a career in the physical security
industry in the City of London.
Looking to diversify and better utilize his skills,
Mike ran a very successful training organisation
for many years and gained valuable qualifications
and experience in counselling, and psychology.
Mike was eventually drawn back to his vocation, as
a protector, returning to the security industry,
but his drive to make a difference, increase
standards and improve the working life of front
line security professionals, lead him to come up
with the idea for The Professional Security Officer
Magazine......
A man on a mission,Mike is also currently hard at
work developing advanced training packages
for Front Line security workers, to distinguish
intelligent, committed and engaged Professionals,
from the bulk of the SIA licensed masses, and create
a new “advanced standard” within the industry.
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Security Services 3.0
Navigating the Thriving Security Market

T

oday’s security professionals face a multiplication of career opportunities as the extra value that
security adds becomes more widely recognized. But faced with such choice, how should a security
guard select the right company to work for?

As a security professional, opportunities are plentiful. This means that you have choices to make, and
before you chose where to make a difference, you have your homework to do. Once done, and done right,
you’ll be able to seize the opportunity to contribute and grow.
We can be fairly confident about the strength of the market considering that, globally, demand for security
services is forecast to increase by 6.9 percent annually to USD 267 billion in 2018. With approximately
USD 150 billion of the market made up of traditional, manned guarding services, frontline roles are still
plentiful. (both figures quoted from Freedonia World Report).

Security as a value adder.
The threat environment we inhabit has evolved and
changed. Security can no longer be an afterthought,
and for quality security programs to be deployed,
organizations need quality frontline staff. Security’s
profile has increased over the last few years from
a provider of night watchmen, guns (Mark is
from Canada.... Ed.), gates and guards, to fully
professionalized, data-driven, technology-enabled
businesses offering value-added services. Today’s
security services are built on detailed, data-rich
service level agreements and deliver measurable
results. (confirmed by an internal survey done of
security managers where 93% of respondents said
they wanted to be able to measure security’s ROI).

narrative is reflected in mainstream security
media with Security Magazine highlighting
that: “Consolidation, technology, training and
partnerships are among the watchwords for
security officer firms and their clients.”
While opportunities in today’s environment
abound, the competition is fierce and as Security
Magazine explains: “the ‘new security company’
must adapt to changing customer requirements,
demographic developments and technological
advances if it wants to remain successful in the
market.”

The maturity of certain security markets such as,
The evolution of security has swept the industry Canada the United States, the United Kingdom
- from the security service provider side to and parts of Western Europe, creates opportunities
the end user, or security consumer, side, and for frontline professionals working for companies
the business community has taken notice. The seeking to differentiate on more than price.
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Choosing the right security employer.
When it comes to work, companies choose you, but you also choose who to deliver services for. The
following points are food for thought when planning your career steps. This isn’t an exhaustive list, but
considering these questions can help guide you when it comes to selecting the right security company:
Business planning
Security service offering

Service delivery

Training and development

Talent retention

Getting paperwork right first
time
Aligning security service KPIs
with a customer’s business goals

Does the company have a plan? Does it show?
Is the firm you are evaluating a jack of all trades? What do they offer?
What sort of work do they chase? This will determine the kind of
work you do - think career progression.
Security is a ‘peace of mind’ business. Clients hire a security firm
that can consistently deliver a safe and secure environment but that
can also handle things if something goes wrong. If there has been
‘bad’ news then how was it handled - according to protocol?
Certain firms spend more on training and it’s often a sign of success
when they do. The efficient ones can afford to and those that are not,
should!
You know your worth and how to deliver, but it’s important to see
how potential employers recognize and reward good work to cut
staff turnover and deliver quality services. When turnover is high,
it’s often a sign of a deeper problem. Be mindful of companies with
a ‘revolving door’.
Paperwork is important in a compliance-driven sector such as
security - and also key to you getting paid on time, and correctly!
How does the company you are considering handle documentation?
Dated practices, or data-driven technology?
ASIS International champions the value of Enterprise Security Risk
Management (ESRM). The very best firms are embracing this and
aligning service delivery to business goals.

Joining an industry leader.
In a competitive market, you want to join a winning team. Security companies that want to grow and
excel need to differentiate themselves and stand out as leaders in the industry. Consider these points
when looking for differentiators:
Who runs the place and what is their management style? Are they
someone you will have contact with? What is their stance on security
Leadership
issues, labour, training and development etc? How involved are they
in the industry, what are their credentials, training, etc?
Developed security markets typically have mandatory licensing Licensing and permits
make sure that the company you chose is properly licensed and is
in good standing.
What associations is management part of? Is it only senior
management or is the frontline encouraged to be involved? Consider
Memberships
The Security Institute, ASIS International, BSIA, or The Security
Industry Authority.
What sort of schemes or credentials does the company hold. Are
Schemes
they part of the Accredited Contractor Scheme (ACS) for instance?
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Security Services 3.0
Navigating the Thriving Security Market continued...
Conclusion.
There are many good security service providers in the market today. You need to choose one that fits
your definition of what good looks like, and meets your aspirations. Your hands-on experience qualifies
you to contribute in your unique way. Ultimately, you should choose a company that values you and
understands how to properly utilize your skills. This way, you can build a career based on mutual respect,
and reap the rewards of being part of a booming industry.
As a frontline security professional, your choices can help push the boundaries of security, and challenge
perceptions of the value that security services can bring. Don’t settle for the status quo - rather, focus on
forward-looking, proactive service providers.
The result of an industry focused on adding value is that your skills and experience will in turn accrue
value, leading to a rewarding career.
Mark Folmer, CPP, MSyI
Vice President, Security Industry
TrackTik (TrackTik.com)
Mark Folmer MSyI
Mark was named to the prestigious IFSEC Global
influencers list in 2018: “Security Thought
Leadership”.
A world renown data-driven Operations &
Security leadership expert, he is based in Canada
and is the Vice President, Security, for TrackTic,
a cutting edge, workforce management platform.
Mark is also a lecturer and commentator on
global security issues.
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“At TPSO we love success stories! “
It is always great to hear about men and women who quite literally start from the bottom and rise to the
very upper most ranks of the Security Industry. When we find these people, we tend to lock them in a room
and refuse to let them out until they have told us their story and the secrets of their success...

TPSO Interview with:

Rob Kennedy BA(Hons) MSyI.
TPSO: What lead you to enter the security industry in the first place?
Rob: A combination of many things. I used to work in the Night Time economy. I worked
for a brewery and went in to problem pubs as a landlord to “tidy them up”. I have also
studied martial arts since I was 6 years old, so it all just converged together. The security
work I ended up doing in pubs, combined with my martial arts background naturally lead
me towards the security work.
TPSO: What were your first roles in Security?
Rob: I did static security on building sites and event security. I started at the bottom
basically, which is great because when I talk to my security officers now, they can’t
believe that I started off doing just what they are doing!
TPSO: It seems that you have put a lot of effort in to self development throughout
your career. What drives you?
Rob: I have a thirst for knowledge, and I’ve been catching up for what I didn’t do
at school. When I started my adult training qualifications I realised that school
had failed me, or that I had failed school. There’s only one learning style in school
and I was always looking out of the window. I imagine that a lot in the security
industry are the same as well. I didn’t enjoy learning until my early 20s.
TPSO: How did you find the attitude of the people you worked with in your early days in security?
Rob: On building sites, I was working alone a lot of the time, but when I started doing event security, I
hit lucky because the camaraderie, the team ethic and the culture was really really strong and really really
good. That stuck with me from the beginning. If you get the culture right you are two thirds of the way
there! This is what I love about SecuriGroup, everyone pulls in the same direction. It’s a joy to behold.
(Any more plugs and we’ll have to invoice them for advertising....Ed.)
TPSO: You spent a lot of your early career doing close protection work. How did you get in to that?
Rob: Through my martial arts, and I was for a while a professional driver, making me a handy guy to
have on a team. I also chose a great CP training course. There were only a few back then and they were
for a full month, sadly unlike today. I also had a few contacts that were ex military that got me in to my
first few jobs.
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TPSO Interview with: Rob Kennedy BA(Hons) MSyI. continued.....
TPSO: Are there any stories from that time that you are allowed to tell us about?
Rob: It’s not meant to be interesting. Boring is good in CP work. There are huge challenges, but you are
there to turn mountains in to mole hills. You sometimes have to deal with ‘fixated’ individuals, which is
always a challenge, never underestimate them! Or you might just be protecting the image of the principle.
I’ve had the odd occasion where we have had to revert to plan B, or even plan C. In London, transport
often causes an issue. I’ve had to take some hugely recognisable faces on the ‘Tube’ before. Luckily people
in London don’t notice anything, so as long as you are discrete and the principle knows what is required
of them, it works well. By the time anyone realises who they are, they have gone.
TPSO: When did you decide to study for a degree and what motivated you?
Rob: Round about 2010, I believe that part of the ACS compliance process at the time, stated that all
security managers, without Police or Military experience, had to hold, or be working towards a foundation
degree. I looked around at the available courses and eventually I chose the Security & Risk Management
course at Leicester University.
TPSO: How did you find the course and what was hard and what came easy for you?
Rob: Honestly? The FDA (Foundation course) I hated about three quarters of it! It was a real struggle.
Time management was a huge issue. The security industry is not 9-5, probably not even as little as a 48
hour week. Trying to get to grips with academic writing and trying to think critically, just the whole
academic thinking was new and strange. My highest qualification to that point was probably my Close
Protection qualification, that was level 3. Suddenly going to level 4 and level 5 and upwards is a big ask.
Towards the end of the FDA I starting to like it. When I realised that I could use the knowledge in the
workplace. Basic criminology and such, are things I could put in to practical operation to make working
life better and easier. It all just seemed to click into place.
At this point I decided that it would be stupid NOT to go on and gain the full BA degree. It was only an
extra 18 months of study. I always said that if I get the BA degree, I don’t need anything else after that....
But the learning bug bites! I had about a 6 month gap, then decide to carry on and study for my Masters
Degree.
TPSO: How did you juggle work and study?
Rob: Social life goes out of the window. Any social life I had would have been poor as I was spending
what little money I had on books anyway. It’s just about making sacrifices. You are in at weekend studying.
Keeping your mind on the goal!
TPSO: So now you are going for a Masters degree. What are you studying and why?
Rob: As things were going so well, I just decided to continue at the University of Leicester, on the Security
and Risk Management course. I want to go as far as I can. It’s a personal issue now. Mainly to prove my
school teachers wrong! Personal pride as well.
A few years ago there was a high level table top meeting in London, that I attended, and I felt out of my
depth. I’ve been in many such meeting since, and I’m not out of my depth any more!
TPSO: We met at a Security Institute function. What motivated you to join the SyI and what do you feel
you are getting out of your membership?
Rob: I discovered the Security Institute via the University of Leicester. On our course we received free
student membership. I would recommend anyone doing any kind of academic study in this field to join
the Security Institute and try it out. It’s a great way to see what is going on in the wider security industry.
I attended numerous Professional Development events and it is a good networking opportunity. I really
can’t hold the Security Institute in any higher regard than I do. The CPD scheme is THE way to evidence
professional development as far as I’m concerned.
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TPSO: I know you have a major new role at a very high profile client with your new employer, SecuriGroup
(Just stop it now!.... Ed.) what is your new role?
Rob: We have just mobilised a huge new London contract which we are looking to stabilise and build upon
now. It’s a really good opportunity as I’m currently working with the client to provide a new residential
training package. Staff are going to be taken away for a couple of days to receive some absolutely top notch
training.
TPSO: If you could go back to the start of you security career, would you do anything differently?
Rob: I was forced on to the academic bandwagon because of the compliance issue. In retrospect, I would
have liked to have started my academic studies much earlier. The value of learning can’t be overestimated.
TPSO: Once you have completed your Masters degree in 2019, what are you plans or aims?
Rob: Simple really. I believe knowledge is to be shared so I will try and pass that down through to my
staff and clients, to make their lives easier, and operations more secure. Obviously I’ll try and convey my
knowledge to my employer to help them provide the best possible standard of service. I just want to give
it back. It isn’t “my little secret”. It has to be shared.
TPSO: Can you give 3 pieces of advice to someone just starting on the Front Line in the Security Industry
today?
Rob: Yes....
1) Do not impose barriers upon yourself. Don’t think that because you are from a civilian
background, that you can’t do things you think are best suited to ex Police or Military. Break through the
barriers!
		
2) Always look to develop yourself and keep evidence of that development. Even doing
some kind of small course every year or something to that effect, to put on your CV to demonstrate that
you are continuously moving forward, and improving. That always looks good when I look through Cvs...
		
3) Look for a company that genuinely values you as a person! It feels good to be a part of
an organisation that you know values the individual. (NO. I refuse to mention SecuriGroup again.... Ed.)
TPSO: Can you please put a good word in with you HR Dept for me? (Seriously?..... My office!....... Ed.)
Rob: Um? Possibly.... .
But any genuine professional out there that wants to talk,
see the website: www.securigroup.co.uk

Rob Kennedy BA(Hons) MSyI
A motivated and determined security professional
currently studying the MSc in Security and Risk
Management with the University of Leicester.
Rob is a regional Manager with SecuriGroup,
an engaged member of the Security Institute,
and a growing voice in the UK physical security
industry..

www.securigroup.co.uk
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Trade Union Membership

by Rollo Davies

As a Security Officer, Should I Join a Trade Union?
My personal politics can possibly be best described as right of centre, but there is one thing that really
gets my goat. Injustice. I think employment rights and treatment of security workers are of the utmost
importance, and fair pay, reasonable benefits, and respect from an employer is worth fighting for. I have
to come clean. In 2010, mainly to help out some colleagues during a nasty T.U.P.E. issue, I ended up
actually founding a Trade Union that sadly, doesn’t exist any more. It does mean I know what I’m talking
about and perhaps, more today than ever before in our industry, there could be strength in numbers, and
collective bargaining is always going to achieve far better results than a quick chat with your boss ever
would.
Just stop and consider our roles, and how we SHOULD be treated:
Protection. It’s the bottom line of everything we do, from the highly trained Close Protection professional;
the ever watchful and ready Door Supervisor, to the Night Watchman in a factory. We are trusted with
the care and safety of countless human lives and the protection of untold billions of pounds worth of
property, each and every day, across the world. There can not be many more righteous or rewarding jobs
than this surely? Job satisfaction and morale should be through the roof across the industry, with young
entrants to the employment market clamouring to work in ‘Security’.
When put in these terms, you’d think that we would have levels of respect from employers and even the
public, that would be right up there with Police Officers, Nurses, Firefighters and Ambulance crews. Sadly
this is not, and as far as I can tell, never was the case. The employees in the security industry are seen as
an unprofitable expense, needed, but never adding anything to the bottom line. A position occupied by
cleaners, gardeners, maintenance engineers and the guy that washes the windows each week.
Does this annoy you?
It’s makes me angry to be honest.
It gets worse. Just factor in the employers that want to pay you as little as possible, cut any benefits
to the bone and use security staff as scapegoats for any health and safety or loss failures within their
organisations, and you can fully understand the general level of discontent. It isn’t like this everywhere
admittedly, but this tends to be the situation in far too many cases.
How did things get so bad?
Familiarity breeding contempt is a big issue. Security is always there. When you arrive at the office in the
morning and when you leave at night, there will be security in the reception. Want to know where the
toilets are in the airport? Ask the security woman or guy. We’re there all the time, visible and in so many
places, that security staff are almost part of the furniture. People completely forget why we are actually
there.
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They have no idea what we have to do, and how much responsibility sits on our shoulders.
The public do not see the training we undertake and just don’t know how utterly vital the person they
may see every morning in their office, is for their own welfare, and the safety of those around them.
◊
◊
◊
◊
◊
◊

They don’t see us removing the concealed knife from the punter trying to enter the crowded club;
or, unblocking the carelessly obstructed Fire Exits;
are never around when we remove the fire risk from the top of the office heater;
don’t see when we catch the thief on CCTV and guide the Police to the scene;
can’t imagine that we administer first aid to the secretary that cut her hand on a desk drawer;
will never know about the guard that found the broken water pipe in the upstairs toilet that would
have flooded the floors below if they didn’t get the water supply stopped then got the plumber out at
3am to sort it out;
◊ will never hear about the wounded bodyguards that protected and saved the life of the foreign,
company chief executive….. They will just hear from the press that ‘a businessman was attacked’…..
We’ve become ‘the grey man & woman’. Largely ignored and never respected. So, the situation is pretty
obvious to us. We put up with it on a daily basis. It’s been this way for so long we just shrug our shoulders
and get on with it, as always. I apologise if I sound a bit like I’m ranting but I’ve thought about this for a
long time and some things strike me as, well, just wrong!
The SIA has over 320,000 licensed workers operating in the UK security industry, yet I have never heard
any representative of those employees speaking out on our behalf. For example, love or hate the departed,
Bob Crow (Oh really?... Ed.), but he was head of a union with 80,000 members, all very highly paid
and rewarded for what they do, yet barely a day went by when he didn’t pop up on the TV or radio
campaigning on some issue or another.
We have 4 times the workers, but who represents us???
I never really knew what to think about unions..... Trouble makers? Greedy rabble rousers? Lefty commie
dodgepots? Or organisations just out to fight for the best interests of their members? I looked into it, long
and hard, and trade unions in this country are so well regulated and their members so well protected, that
it seemed the obvious course of action. Just join a union!
Over the last few years, employees rights have been stripped to the bone. Should you have any problem
with a company then the odds are most certainly stacked against you. If you want to stand any hope of
protecting yourself from rogue employers, there is far greater strength in numbers. Those numbers can
only really be achieved by membership of a Trade Union. Whatever your politics, they campaign for their
members rights, which is universally a good thing.
Sadly, since the departure of the National Security Workers Union, there is no real dedicated organisation
that covers our industry, however the two largest unions, the GMB and Unite, both have Security
sections that will be happy to welcome you. Union subscription fees are low and the possible benefits
are exceedingly high, so we at The Professional Security Officer Magazine, strongly recommend that
you have a long and serious look at Trade Union membership. They can provide useful advice and, if the
worse happens, represent you and your colleagues in dealings with your employer.
I’m starting to sound too ‘Salesy…’ so I’ll leave it there. I just need to say that every member will make
them stronger and their voice louder. You may just help be part of the solution and with the decline of our
living standards, sacrificed on the alter of company profit, hopefully one day, Trade Unions will regain
the standing and power we all need them to have.
Rollo Davies.
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Who to Follow On Social Media?
Social media can be a fantastic source of news and knowledge and even networking opportunity. Just
recognise and avoid the current torrent of, and I hate to use the term, “Fake News”...
 Twitter tends to be the ‘go to’ source for up to date news and views.
 LinkedIn has a huge stockpile of articles giving advice and guidance on the whole spectrum of the
Security Industry.
 Facebook has a large number of interactive pages on many security fields, giving you a chance to
voice your opinion and hear the thoughts of others.
 Instagram has a huge stockpile of people photographing their dinner or showing everybody how
great they look in a mirror!
(Erm....? You know we have an Instagram account right?....... Ed.)
For our purposes, Twitter and LinkedIn are the formats to get involved in, with the highest amount of
industry professionals out there, giving their valuable views and advice.
If I were you, I’d find and follow these people:

Michael O’Sullivan

Paul Drury FSyI

Co-Founder TPSO Magazine, worked
UK security industry since 1989, many
different roles. Military experience French
Foreign Legion Rapid Intervention Force

Security Pro & Vice Chairman and Fellow
of @syinstitute

@ProSecurityMag

https://twitter.com/ProSecurityMag

@ChatbackSy

https://twitter.com/ChatbackSy
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Philip Ingram MBE
@PhilipIngMBE

Freelance Norn Iron security, cyber,
intelligence, terrorism & geopolitics
journalist. CBRN expert. Former senior
intelligence & security officer. Usual
Caveats

https://twitter.com/PhilipIngMBE

Dan Kaszeta
@DanKaszeta

Life-long security and CBRN specialist.
Veteran. Writer. Londoner. US-UK Dual
National.

https://twitter.com/DanKaszeta

Mike Hurst, CPP

Andy Blackwell

Disrupting paradigms. CPP®️
Top 10
security influencer. MD - HJA Recruitment

Threat and Risk Consulting. Director
@BSC, @3DAssurance. Advisor @
ISARRUK. Partners: @NCCGroupPlc @
Redline_AvSec. fmr. Head of Security @
virginatlantic. SeMS

@_MikeHurst

https://twitter.com/_MikeHurst
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@bsc_secure

https://twitter.com/bsc_secure
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Mike Gillespie
@Advent_IM_MD

Managing Director of Advent IM Ltd,
Member of Select Committee on Cyber
Intelligence CSCSS

https://twitter.com/Advent_IM_MD

NBCC

BrianSimsRiskXtra
@RiskXtra
Brian Sims BA (Hons) Hon FSyI, Editor,
Risk Xtra (Pro-Activ Publications)

https://twitter.com/RiskXtra

Tony O Brien

@BusinessCrimeUK

Training and Development Specialist

The National Business Crime Centre is
working with businesses and police to
reduce crime.

Specialist in the field of security, safety
and the management of conflict and risk
in organisations. Helping organisations
develop solutions to their risk management
and conflict management processes.

https://twitter.com/BusinessCrimeUK

https://www.linkedin.com/in/tonyobriensecurity
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Rollo Davies MSyI

Grant Lecky MSc. CSyP, CBCP,

The Professional Security Officer
Magazine

CMCP, CORP
Training and Development Specialist

Editor of this new publication for FRONT
LINE Security Professionalst, always
passionate about security, in all its forms.

Editorial Board Member, Canadian Who’s
Who and Expert Network Member (Risk &
Resilience) at the World Economic Forum.

https://www.linkedin.com/in/rollodavies

https://www.linkedin.com/in/grantlecky

John Sephton MSyI

Peer Publishing Ltd

Security Manager | Business Continuity
Manager

The Professional Security Officer
Magazine

Senior security manager and business
continuity and risk professional. 18 years
experience in improving, managing and
innovating security contracts. Leading,
mentoring and motivating large teams.

The magazine for FRONT LINE Security
Professionals. Written by front line
Security Officers, it will have all the news,
views, helpful info, product reviews, good
ideas and articles that YOU want to read.

https://www.linkedin.com/in/johnsephton

https://www.linkedin.com/in/tpso
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As with all things TPSO, this should just get you started and give you food for thought.
If you have any better ideas, simply let us know at:
admin@peerpublishing.ltd.
Want to get the very best out of your professional on-line social media?

“It can be a powerful tool to work for you, or the destruction of your career!”
A full guide will be in Edition 2!
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Threat Convergence – Gone, but not forgotten
by Mike Gillespie

T

he concept of threat convergence, or the convergence of physical and cyber threat, was everywhere
for a while; magazines, online portals and even mainstream press carried stories related to and
talking about threat convergence. Then that went away and we all moved onto other things like
GDPR. The trouble is, not everyone understood converged threat and what it meant for their own
organisations before we moved on. So, as it slipped from conference seminar agendas, the threat remained.
I am re-addressing it here, in a post – Critical National Infrastructure (CNI) hacking world, or one that
has already seen elements of physical infrastructure attacked through cyberspace; we are just beginning
to awaken to the real scope of the issue.
According to research by Corero Networks, more than a third of CNI in the UK (39%) have not completed
basic cyber security standards issued by the UK government. The National Cyber Security Centre (NCSC)
warned us that a serious cyber campaign was being waged against our own CNI since at least March
2017 and is ongoing. When an attack is successful it can have devastating consequences. In Ukraine,
for instance, we have seen power grids taken down multiple times and their postal service brought to a
standstill for two days by cyber attackers. We have been lucky not to have had this degree of disruption
yet, but the nature and scale of these attacks, as outlined by NCSC Head, Ciaran Martin, means that it
is “when not if ” the UK will be victim of a category one cyberattack targeting CNI. This represents the
real face and potential impact of threat convergence and makes that figure of 39% non- compliance,
genuinely unnerving. Cyber threat went physical some time ago and since then we have been in constant
catch up. Threat to assets, people, places, information have been on the convergence agenda for a while
but we have to accept that each of these areas offer threat to organisations too. A grip on convergence will
mean a 360 degree view threat, which is much more realistic.
Working across cyber-physical realms for many years, has been an advantage that I am keen to share
with other security professionals. I have watched numerous systems, including those intended to provide
physical security throughout many organisations become web enabled and networked in a drive to
embrace efficiencies, savings and agility. Yet, as time has gone by, the gaps between our physical and
cyber security worlds has not closed at the same rate as that of our uptake of the enabled technology.
Meanwhile, the exploitation of those gaps is becoming increasingly common, as poorly configured
and secured devices, such as Digital Video Recorders, get harvested and utilised to facilitate massive
Distributed Denial of Service Attacks (DDoS). If we are talking about convergence, this blending of the
security disciplines is the singularity; the security goal should be the point at which the two worlds come
together in terms of function, users and outcome. But it seems we continue to circle each other like wary
gunslingers when it comes to converged or blended security. Every day those gaps are exploited by those
who mean harm to our organisations and whose approach is far more joined up and converged than
those of us defending.
In practical terms, we need to be able to have cross discipline understanding. That means that cyber
security teams are involved in managing and securing systems that in the past they may not have had
sight of, let alone be tasked with protecting. You cannot secure an asset that you do not know about and
you cannot manage the lifecycle of something that offers risk through obsolesce because if that asset was
never on both physical and cyber security radars; the risk is not being managed. We have to understand
that some systems therefore, offer risk to what has previously been viewed as an IT domain, the network.
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This brings me to the nature of devices and systems we are
hooking up to our networks now. We know from bitter
experience that not all security systems are created securely. We
have seen security equipment hacked, compromised, damaged
or leveraged for bigger attacks and this is an unintended
consequence of our commitment to networked systems of
all kinds. The National Cyber Security Strategy discusses the
danger from legacy and unpatched systems that sit in our CNI
as well as in general business because they are an opportunity
for an attacker, and at the moment we are once again playing
catch up in trying secure these systems.
At the moment, it is not a legal requirement for any
manufacturer to ensure that systems they build are secure at
the point of shipping and are patchable and are built on current
and not legacy operating systems. There is really good quality
guidance available for buyers now and I would suggest reading
the Surveillance Camera Commissioner’s Buyers Guide, offers
great advice that could be applied to buying a variety of security
equipment not just camera systems. We need systems to be
built and supplied securely, installed securely; not with default
login credentials left on, for instance, we need them managed
and protected properly. Here, however, we hit another possible
gap in the armour; is the network we are placing our great
new secure security system on, secure itself? If we are going to
take this seriously then we need to know we are not specifying
and procuring great quality kit just to leave it on a vulnerable
network that is not properly protected. Once again, that need
for joined up thinking and moving security out of silos, arises.
Furthermore, this moves beyond managing just the technical
threats, and requires that we also pay more attention to
managing the people (insider) threat too. Often when
security people use the term insider threat they are referring to
someone performing malicious activity, however, much of the
research is telling us that far more insider threat is negligent
and accidental and down to poor education. If the people
for instance, are not trained in how to respond to phishing
emails and we know from experience that the toxic payloads
these emails deliver can have devastating consequences on
businesses and their supply chain partners, then no amount
of technology can save the day. So going back to threat to and
from people, places, information and technology and blends of
these, we can see that people offer cyberthreat to our physical
systems too…
Finding a way to manage the threat that these security gaps
continue to represent is every bit as important as understanding
the threat from and to our people, places, technology, and
information. It is vital that we do for only then will we really
have understood converged threat and answered that threat
with converged security.
Mike Gillespie
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Mike Gillespie
Managing Director and Co-Founder of Advent
IM Ltd, Vice President of the C3i Centre for
Strategic Cyberspace + Security Science (CSCSS)
Mike is a leading information security
practitioner, and is well versed in the threat to
organisational information assets. A former
member of the CSCSS Global Cyber Security
Select Committee, he is now the Vice President of
C3i Group. Mike serves as a cyber spokesperson
for the International Institute of Risk and Safety
Management (IIRSM) and serves as the Cyber
Security lead for the surveillance cameras guide
from the UK Government’s Surveillance Camera
Commissioner. As a subject matter expert Mike
is called upon regularly to speak at events and
contribute editorial, including for the BBC and
The Sunday Times as well as regular industry
media. www.advent-im.co.uk

Mark Robinson
Over the last 30 years, Mark Robinson has been
the Head of Security at some of London’s top
Five Star Hotels. With a history of looking after
Major International Stars of Screen, Sport and
the Music Industry,
He is a respected Subject Matter Expert on Ultra
High Profile threat mitigation, media handling
and ‘total security’ event planning.
Currently lives in Kent, with his partner Eileen.
Mark is now a senior consultant to TPSO
magazine, among other ventures....
(Despite him being a fanatical Chelsea
supporter...... Ed.)
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Contract Security. Where do
things Go Wrong?
by Mark Robinson

R

ecently, I have been reading various articles
regarding the Security Industry and the
companies and staff therein. I have also read
repeatedly, that by giving teams better equipment, it
makes them more efficient, but does it?
Firstly, we need to start at the top, to review where
things begin going wrong.

The Contract
Sadly, in most cases, a company will do everything
possible to get the cheapest deal on a contract from
a
security service supplier, thus almost inevitably meaning that the Contract Security Officers will be paid
minimum wage, or as close as possible. The Contract Manager will promise the earth and no doubt
express that his “Best Team” will run the contract. If however they are inheriting existing staff via TUPE,
they will promise new standards, with regular supervisory site visits, far and above usual practice.
Really?.......
Site instructions will be briefly looked at and probably re-issued with the new companies logo etc. New
uniforms proudly handed out, monitored closely for maybe a week, then just on weekly visits. However,
it may be a new company, but if using existing staff transferred over from the previous security supplier,
then the same old mentality obviously still remains.
So what should be done to iron out any issues that the team have?
The Team
Some people may say I’m being sceptical, but having been in the Security Industry for 30 years, mostly
in the Hotel sector, then on a blue chip site, then guarding, I can safely say with my hand on my heart,
this happens.
In Hotels every year senior management would want the Security reviewed in hope to get a cheaper
contract, but when I when mention the TUPE law, I would be called negative and not being a team player.
So, a new Security company comes in and has to deal with the existing mentality of the security staff.
What does the new company do to motivate them?
Again, I have been a part of such issues on several occasions, and its a hard slog to keep the team motivated
through these stressful times.
So you look at your people to see what makes them tick. Their life in general, most that work nights do
so for personal reasons, Wife works days, so they work nights to look after the kids, or they are attending
college or school so they need a night job to help pay for the fees, or to keep out the way of management,
as it’s less busy during the night allowing them to “rest” etc.
In theory, on any static manned guarding site, this means you have to know that many Officers / Guards
sleep during the night, even though check calls need to be made. It’s not being cynical, it’s fact. Stick your
head in the sand regarding this at your peril.
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How can you reduce this behaviour?
I would set tasks to be carried out during the night, and would often come into work at ridiculous times,
this way the Team would never know what time I am arriving. It is not to be nasty or catch officers out.
Just to ensure they spent their time at work, concentrating on their duties..... I would conduct regular one
to one chats. I may have been in charge of the contract security officers, however, I quickly learnt that I
am still part of the “Team” and my actions / moods had an impact on how it performed, and if I could
help solve an issue causing one of my officers a problem, it is in everyone’s best interest that I do so.
So when I read about issuing security teams with fancy gadgets to make them better....
In most cases... JUST NO.
Contract security teams, especially when fighting low morale problems, need motivational Leadership.
Management that genuinely cares about them and their welfare, that spends time on site with them, to
hear about any work problems they have. This needs to be done on days and nights, regardless of it being
inconvenient to the Manager.
There needs to be constructive Monthly Team Meetings, which are documented and discuss Health and
Safety issues as well as law and procedural guidance. If these cant be held, write a monthly news sheet
which is something I use to do. I called it Keep’em Peeled.
I made sure the news letter covered most basic things a Security Officer / Guard should know, from
incident reports, to obtaining a statement, definition of theft, basic health and safety etc.
Contract Security staff will always, understandably, complain about pay, but they need to understand the
contract dictates what they get paid, not the client’s security manager, and he or she is not their enemy
or the cause of their problems.
Site Instructions
Throughout the years, I have noticed that these tend to not get updated, the blue chip company I worked
for hadn’t updated theirs for five years or so, and the team that I had joined had all worked at the site for
many many years, and they had made up their own “interpretation” of the instructions, in fact when I
asked a question about them, the acting supervisor replied, “do I look like I give a toss.”
Contract Security Companies PLEASE listen.... Assignment Instructions should NEVER be a generic
box ticking exercise. “A set of assignment instructions should have all the information and guidance
needed for any person, completely unfamiliar with the site, to be able to competently and safely perform
all the duties required of them, and deal with any emergency issue that could possibly arise, without
further supervision or instruction.”
Health & Safety Risk Assessments also need to be carried out and updated accordingly and detailed
guidance must be given to any security officer tasked to perform this duty.
This brings us nicely onto LONE WORKERS, what do companies do, apart from check calls, to ensure
safety of their employees.
Mark Robinson

To be continued in Edition 2......
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The Way We Were: Physical and Cyber
- a love story?

THE WAY WE WERE.

S

ome may not be old enough to remember this haunting ballad by Barbra Streisand but it set me
thinking about the way we view security today. Security and tech journals, my Twitter feed, a lot of
main stream media and even colleagues who have spent a lifetime in the industry are talking about
cyber security and about physical security. The majority of dialogue is about these two topics. If you were
new to the topic, a student or a journalist working under pressure to get an article out quickly, then you
might think that’s all there is to it: Cyber security and Physical security… simples!
Am I bothered? Well to start with, 5 possibly 10 years ago, I probably wasn’t. I’d been trained to what now
equates to degree level in security, and had over 20 years experience. I’m not claiming to be an expert, but
when I started, dealing with the security of a women’s refuge or the nuclear deterrent, broadly required
people who had a similar understanding of the threat and of the principles of security. If you are one of
those people, then please look away now, otherwise you may quickly become bored.
What does concern me is where a narrative starts to develop and goes unchallenged, then perception and
processes change, we assume for the better.
The meme above is how I see that perception today.
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Change is necessary. The business of security is dynamic: threats change, business operations change,
the geo-political and economic situation changes. These changes all have some effect on security in the
public and private sector. In many places it seems that we, as security professionals, are changing the way
we think, and I’m not sure its all for the better. In this over-simplification, have we thrown the baby out
with the bathwater?
Over at the US Naval War College, counter-intelligence professional John Schindler (@20comittee) has
been talking for some years about “Twitter experts”. Tom Nicholls (@RadioFreeTom) has even published
a book: The Death Of Expertise.
The chart below is an approximation of what security thinking used to look like when protective security
was on everyone’s agenda. Two items appear in green, they are facets of security called security intelligence,
which sit apart from protective security, but are key to the protective security function. Whilst they are
shown here as a cycle, it could probably be shown as a series of concentric rings providing defence in
depth.

BCM – ASSET DISCOVERY
Before you can start to deploy security you need to understand what it really is that you are protecting.
From business continuity management a business impact analysis should look at what it is that you really
need, to keep your operation running. The business impact analysis should also help you to place your
assets in order of priority and perhaps help you to determine your minimum acceptable interruption
time.
Asset discovery is part of this. You may not know exactly what you have on your real estate and where
it fits in to your operation. Asset discovery also includes your remote and external dependencies: your
supply chain; contract labour and your telecoms and energy connectivity. At this stage you would start to
evaluate your existing security: is there enough; is there too much?
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The Way We Were: Physical and Cyber - a love story? continued
THREAT ASSESSMENT
If you work in critical national infrastructure or government, then you will probably have a threat
assessment from a national agency. However, you should also be taking the threats you are dealing with
locally, in to account. In the UK, local authorities are also obliged to produce a risk register of natural
and man-made hazards. These will also add an important local dimension to your threat assessment. You
will be looking at threats to the confidentiality, integrity and availability of your assets. At the end of this
stage, you may already have a view of where the risks lay in relation to your most valuable assets.
COMPLIANCE AND PROCEDURES
Compliance involves your legal and contractual obligations, including how you flow these down to your
supply chain. In the UK, company law also expects businesses to be identifying and working to best
practice. The application of risk management principles has been part of UK government security policy
for over 20 years, this is now covered by ISO31010, the international standard for risk management. It
involves boardroom level risk management and placing risk ownership at the top of the organisation.
Procedures might include instructions for guards and receptionists, acceptable use policy for the IT
system and destruction of confidential waste. The more complicated, or out of date, procedures and
instructions become, the less likely they are to be read or implemented.
PERSONNEL SECURITY
There are two elements to personnel security: First: the recruitment process and secondly, during
employment. If there are as many as 9 pillars to protective security, then personnel security is certainly
one of them. Your HR department is a key part of the security team. Apart from compliance, they have an
important part to play in countering the insider threat. For the principles of a baseline personnel security
standard, the UK government website might be a good place to start.
Checking on-line resources including social media, are increasingly recognised as a best practice measure
for helping to counter the insider threat at the recruitment stage. Individual’s employment contract is
another vehicle for communicating security requirements and responsibilities to new employees.
During employment, security might also be included in the annual objectives for members of staff. In
some circumstances, good security behaviours might even attract some form of reward or recognition.
As discussed further below, your people themselves are a business asset. In some cases they may also
be your last line of security defence. Good line management is also regarded as one of the best forms or
personnel security. Ensuring that staff feel engaged, valued and recognised for their work, is an important
part of maintaining team cohesion and loyalty. In some sectors, where staff turnover might be high or
skills in short supply, good line management may also help to prevent or reduce staff churn. Reduced staff
turnover has other benefits in terms of reduced business impact and reduced recruiting costs.
PHYSICAL SECURITY
Locks, doors, guards, dogs, patrols, access control, identity, alarms and CCTV are what people generally
regard as physical security measures. They are generally deployed in depth to provide increasing levels
of protection. But are they protecting the right things, are they configured to counter current threats, or
have they remained frozen in time from the year dot?
Well managed security staff, be it physical security or logical security, will feel valued and part of the
enterprise.
Contemporary risk management practice will look to protect all its essential assets. These could be IT
systems, other information, manufacturing or processing plant, senior executives, vulnerable staff or
those with vital and unique skills. From a security perspective we have grouped these together under
asset protection.
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INFOSEC.
Information systems security does not sit alone in a silo, the insider is a well-recognised form of threat and
personnel security has as much a part to play here as technical security. The other strands of protective
security need to be able to mesh with the INFOSEC strands.
COMSEC.
Some might think that communications security is swept up under information security. I believe that
there are often gaps here, and it needs to be covered as a separate field. What people communicate on
social media, or in a first-life social environment, or even on the phone, can often disclose information of
use to an adversary. Those concerned about industrial espionage are also starting to take a serious look
at mobile phone vulnerabilities.
PPLSEC.
This is about keeping your people safe. People at differing levels in an organisation all require security.
Senior executives may require their own protection detail, lone workers will have other protection
needs. Staff working in weak or fractured communities will have other collective security requirements.
Employees in conventional factories and offices will also need to be catered for in the event of real or
perceived criminal or terrorist acts. For people security, it is clearly the availability of our people that we
are worried about. The security of your people is referenced in international standards for information
security and business continuity.
BCM.
Effective business continuity management is vital to maintaining the integrity and availability of your
products and services. Business continuity thinking accepts that you could take some kind of degradation
on your operations by natural or man-made hazards. Business continuity planning helps you to predict
these possible issues and work out how to bounce back in the event of a failure. It also considers your
supply chain and communicates your resilience needs to them. Your commercial and sub-contract staff
have a key role to play here, in communicating those needs.
EDUCATION, TRAINING AND EXERCISES.
• Education: In this case, security education, is regarded as providing the broader user community
with information they need to understand the nature of the threat, and the basic security and
resilience procedures within the organisation. By helping staff to understand the real risks they and
the enterprise face, they will be better informed and better inclined to understand the needs for
security best-practice.
• Training: This is regarded as more about providing skill and competence to perform a particular
security role. Often this will be role-related. Examples include: CCTV operation for security
personnel; training on validating identity documentation and references in the HR department; data
back-up and restoration for system administrators, and strategic incident response for the C Suite.
• Exercises: Exercises can server a number of functions. i) developing “muscle memory” within a
team, so that the group become familiar with performing tasks related to emergency response. This
builds confidence within the team. ii) Collective exercises involving multiple teams from different
disciplines working together on a specific scenario. This gives confidence to individuals, teams
and the organisation. iii). Assurance exercises. These can be run on a local, enterprise, national or
international level, to evaluate or test contingency plans. This provides the C Suite with assurance that
plans are fit for purpose. Assurance exercises have a part to play in both internal and external audit
activity, giving confidence to both internal and external stakeholders
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The Way We Were: Physical and Cyber - a love story? continued
AUDIT AND ASSURANCE.
Most security and quality-related ISO standards recommend the implementation of internal and external
audit programmes. This will provide management and external stakeholders with assurance that the
organisation has the right security culture, values and standards in place. Business and Government
customers, increasingly demand security standards compliance as part of due diligence and contracting
processes. Security assurance can take many forms in addition to standards compliance audits. Such
methods could include:
•
•
•
•

Security advisory visits.
Security surveys and inspections.
Exercises.
Physical and Logical penetration tests.

INCIDENT RESPONSE / INVESTIGATION
Security investigations are essentially defensive in nature and have three specific functions:
•
•
•

To determine the extent of the breach and support damage limitation and counter-compromise
activity.
To ensure policy and process is changed or applied correctly to prevent re-occurrence of the breach.
To confirm or deny the involvement of specific adversary threat groups.

For this reason it also forms a component of security intelligence / counter intelligence activity and is
shaded green. Sanitised versions of security investigations can later be used to provide case histories for
security education and training.
REAPRAISAL
A top-level re-appraisal of all security assessments and policies should be conducted on an annual basis;
before any significant changes to business operations; and after a major security breach. The outcomes
of investigation and assurance activity helps to inform the need for policy changes or threat assessments.
CONCLUSION
And so we come back to the beginning of the protective security cycle. You could show these entities as
concentric rings providing defence in depth. We are not going to fall out over that. I don’t take credit for
this, it comes from a time where the threat was: Espionage, Sabotage, Subversion, Crime …. oh and we
have this new thing called Terrorism.
Since then we seem to have locked ourselves deeper in to security silos just talking about Physical and
Cyber. Well its time to remember that protective security is far more than this. As professionals we need
to be out there dealing with the rest of the enterprise: operations, supply chain and sub-contract, HR,
Legal, IT, Learning and Development / Training, even Audit.
Physical security professionals have a huge role to play so please, let’s stop this binary narrative, let’s get
out there and integrate!
Mark Chapple MSyI
Managing Consultant at SRSRM Ltd
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Mark Chapple MSyI
Mark has worked in a huge variety of sensitive
security roles (hence no pic...) over the last 40
years, from H.M. Government, to international
aerospace companies.
Among other things, he is currently a Managing
Consultant at SRSRM Ltd.

71

Alarm Response Hardening the Target
by Rollo Davies
Adding Value to your duties, getting noticed and keeping it interesting..
As a Mobile Patrol or Response Officer, you will increasingly tend to end up being sent to deal
with issues that would have been the domain of the Police, in better times.
Intruder alarms at high risk properties, anti social behaviour or trespass on client’s property,
even dealing with reports of suspicious persons on or near a contract that your company
looks after. This all takes some load off of our law enforcement officials, but there is so much
more we can do to not only provide useful intelligence and in so doing assist with crime
prevention, but also to enhance the service we provide to our paying clients, and even help
encourage new business for our employers.
Whatever issues you may have with your employer, and we all have them, it is a universal
truth that if a company does well, then there is a far better chance of that success filtering
down to the pay of the men and women at the coal face, especially if that income is proactively
generated, as a result of your actions!
Never forget that YOUR SAFETY is your first priority. We will look at this in much more
detail in the next issue. These days this tends to be called, performing a “dynamic risk assessment”.
Basically it means keeping your eyes and ears open, and if you suspect a problem, don’t go in. Let
your control room know what’s going on, and call the Police for assistance...
So, you have your list of sites to patrol and lock or unlock and there is never any problem. You always
deal with alarm activations fully and without incident.....
Then what am I talking about?
It is ALL ABOUT, observation, attention to detail and reporting promptly and to the right people, the
issues you come across.
Consider this:
You arrive at a large office block to perform a routine lock up of site.
•

As you get out of your vehicle you notice 2 males, of middle eastern appearance, 60 yards away,
photographing the front of the building and the access road. When they see you, the cameras are
put away and they drive off in an old van with the rear door windows blacked out and the number
plate too dirty to make out.
You notice that there is some fresh graffiti on the building’s external rubbish bin store.
The padlock to their car park entry gate has been broken and is laying in pieces on the ground.
An expensive looking mountain bike is laying unattended in the bushes opposite the building.
A local vagrant, you have seen many times, wanders towards you. You think he’s going to ask for
money so you ignore him and hurry in to the building.
Once in the building you notice that someone has ‘carelessly’ left their rolled up plaster in the lock
receiver on the rear fire exit door, preventing it from closing properly.
You notice a discarded USB memory stick on the floor in the lobby, so you leave it on the reception
desk for staff to deal with in the morning.
While checking the toilets you find a lump of chewing gum blocking a wash basin on the second
floor.
You notice and overgrown bush that is now obscuring a CCTV camera looking at the staff car park.
You find a bookcase that has carelessly been move during the day and obscures a Fire Exit door.

•
•
•
•
•
•
•
•
•
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You can lock the building, as required by your employer, and not report, or even give much thought to
any of the issues I have just mentioned, You’d have done your job.....
But Stop. Think. Take another perspective:
You arrive at a large office block to perform a routine lock up of site.
•

•

•

•

•

•

•

•

As you get out of your vehicle you notice 2 males, of middle eastern appearance, 60 yards away,
photographing the front of the building and the access road. When they see you the cameras are
put away and they drive off in an old van with the rear door windows blacked out and the number
plate too dirty to make out. You inform the Police of this suspicious behaviour, and are informed
subsequently, that arrests have been made in connection with possible terrorism offences!
You notice that there is some fresh graffiti on the building’s external rubbish bin store. You inform the
client who requests a static guard be employed from your company for several nights, who catches
a group of 4 youths who were attempting to “Tag” the entire side of the building, which would have
caused extensive damage.
The padlock to their car park entry gate has been broken and is laying in pieces on the ground. You
replace this padlock with a spare you had in your van, inform the client, and are told that overnight,
a convoy of travellers arrived and attempted to set up camp in the customer car park but were unable
to gain entry due to the strength of the new padlock you had fitted!
An expensive looking mountain bike is laying unattended in the bushes opposite the building. You
report this to the Police. Police removed the bike before it dissapeared once more and you discover
that it belonged to a local girl and was an 18th Birthday present from her parents, stolen earlier that
day, possibly by a suspect that fled when you pulled up to lock your client’s building.
A local vagrant, you have seen many times, wanders towards you. You think he’s going to ask for
money so you ignore him and hurry in to the building. Actually, you have bought this man a cup of
tea in the past as he is just an ex serviceman down on his luck, and he wanted to tell you that he had
found an access pass to the building that a member of staff had clearly dropped earlier. You returned
the pass to the reception, with an explanation.
Once in the building you notice that someone has carelessly left their rolled up plaster in the lock
receiver on the rear fire exit door, preventing it from closing properly. That wasn’t an accident. You
remove it and fully secure the door. You then fully report it. The client reviewed their CCTV and
found that a member of staff had deliberately left this door insecure as they were working with a local
gang that burgled premises and stole server equipment throughout the area!
You notice a discarded USB memory stick on the floor in the lobby, so you leave it on the reception
desk for staff to deal with in the morning. Being aware of industrial espionage and cyber crime
techniques you seal this drive in an envelope with big black lettering on the front stating “FOUND
DISCARDED IN LOBBY. CONCERNED MAY BE LOADED WITH MALWARE / BACKDOOR
ACCESS SOFTWARE. PLEASE DESTROY OR EXAMINE ON AIR GAPPED SYSTEM!.”
While checking the toilets you find a lump of chewing gum blocking a wash basin on the second floor.
You didn’t notice at the time but one of the basin taps was dripping. An issue that got worse overnight.
If you hadn’t removed and disposed of that chewing gum the basin would have overflowed and the
resulting water would have seeped through the ceiling to the Server Room directly below, putting
the entire company out of action for several days while vital data is recovered from off site back up
systems.
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•

•

continued...

You notice an overgrown bush that is now obscuring a CCTV camera looking at the staff car park.
You reported the issue and the client facilities team had the bush removed. Thanks to you, there was
clear CCTV footage of and attempted car jacking that took place a week later, which provided Police
with information leading to the arrest and prosecution of 2 suspects.
You find a bookcase on the second floor, that has carelessly been move during the day and obscures a
Fire Exit door. You complied with your legal obligations and, as it wasn’t too heavy, were able to move
this bookcase 6ft out of the way of the exit, which the Fire Brigade later stated, was the “main escape
route” for staff, when electrical wiring beneath the floor on the second floor, caught fire a month later,
causing extensive damage, but no casualties!

These are just examples. In isolation they are all pretty minor issues, unless you think of the possible
outcomes of failing to deal with them. They won’t be found on one single site, hopefully, but I guarantee
you, that I have encountered every single point I have just outlined, and much, much worse. So adjust
your thinking......
You can get away with not reporting any of this as it probably wasn’t your job, and you wouldn’t have been
expected to see any of it. Most won’t bother anyway.

But if YOU want to make a name for yourself as the department professional, with multiple client and

Police, good work reports to your name, THIS is how you need to think. Treat every site and task as if
there is already a problem and actively look for it! You’ll be surprised how many times issues become
apparent.
It took me years to fully understand just how genuinely important our seemingly, sometimes, dull and
repetitive job can be.
Please learn from my mistakes and experience, and be sure of these 2 things:
1. The day you cut corners and miss something out, is the day there is a disaster that you could have
prevented! Years of good work can go straight out of the window when you miss a single problem.
2. When you sweat the “small stuff ” and report things that really don’t seem to be a big deal, you’ll find
that somewhere down the line, your seemingly small actions will have saved a company from a big
disaster.....
These are both points that all experienced, professional, mobile response officers will confirm in a
heartbeat.
The bottom line? If in doubt, report it!

Be Safe.
Rollo Davies.
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Lone
working in
the Security
Industry

There are tens of thousands of lone workers in the security industry in the UK.
Many of them don’t even realise they fall into that category. Mathew Colley,
LONEALERT’s Sales & Marketing Manager, discusses how vital it is that lone
workers in the industry are identified and suitably protected.
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Picture the scene. Security officer Mike is preparing to carry out the first evening
patrol of the sprawling building he is paid to keep safe overnight and at weekends long
after the busy day shift has clocked off.
He is one of a three-strong team responsible for maintaining the security of the vast building, as well as a
large car park, associated estate and a separate annexe building that is used for storage and rest facilities
for staff during the day.
Armed only with his torch and mobile phone, he leaves his
colleagues in the main building and sets off on his rounds,
starting with the annexe. He sets the alarm and phones his coworkers to confirm the coast is clear and informs them that he
is planning to nip to a nearby takeaway to pick up dinner once
his patrol of the entire site is complete.
Allowing an hour for the patrol and another 50 mins for a food
break, they are not expecting him back in the main building
for around two hours.
Following his brief phone call, Mike starts feeling unwell and
he sits down in the annexe to recharge his batteries.

The HSE defines
a lone worker as
“those who work by
themselves without
close or direct
supervision”, with an
estimated 8 million
people now classed as
lone workers in the
UK alone.

Two hours pass and Mike’s colleagues start to worry that there
has been no sign of him or any further phone updates. One
sets off to find him, concerned that he may have been injured
on his rounds. But with so much space to cover and no clue
of his location, it takes more than half an hour before he finds Mike slumped in the annexe. He has had
a reaction to his prescription medicine and requires medical attention fast. Mike’s colleague calls 999
and he finally gets the help he needs. But, with no official lone worker policies in place, what would have
happened if Mike’s co-workers hadn’t been so alert and realised he hadn’t returned from his rounds?
This scenario is fiction. But it is a scene that could easily play out every day up and down the country until
employees have a better understanding of the fact that they are indeed lone workers - and employers face
up to their responsibility of fully protecting them by implementing effective lone worker procedures and
solutions.
It is a common myth to think that the term ‘lone worker’ simply refers to people who work completely
alone. Although thousands of people do indeed fall into this category, the term ‘lone worker’ actually
refers to a much broader spectrum of people - including anyone who works remotely or feels vulnerable
in their work - many of whom who probably don’t even know that they are lone workers.
The HSE defines a lone worker as “those who work by themselves without close or direct supervision”,
with an estimated 8 million people now classed as lone workers in the UK alone.
Lone workers have many faces, in many industries. It is the window cleaner working 10 storeys high. It
is the social worker out visiting strangers’ homes. It is the nurse manning a busy A&E on a Friday night.
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It is the scientist locked in a coded laboratory surrounded by chemicals. It is the shop worker walking
to her car after a night shift. It is the driver travelling the country in charge of a lorry-load worth tens of
thousands of pounds. It is the factory worker negotiating rows of shelves stocked with heavy pallets in a
forklift truck. It is the security guard patrolling the third floor of the office block after lights-out whilst
his colleague stays on reception.
They all have a right to go back home to the comfort of their homes and families after the working day
or night is done.
As it is an employer’s duty to ensure a safe working environment for staff, the responsibility ultimately
falls to each employer to take adequate measures to prevent physical abuse and injury to employees.
Failure to uphold an employer’s Duty of Care can result in hefty fines, prosecution or, at worst, tragedy.
Although lone working does not in itself contravene the law, it does bring with it additional risks. Under
the Health and Safety at Work Act 1974 and the Management of Health and Safety at Work Regulations
1999, employers have a legal duty to assess all risks to health and safety, including the risks of lone
working.
Currently, there is no specific legislation relating to lone working - but, due to increasing national press
coverage about the issue, employers are becoming more and more aware that it is their responsibility to
provide a duty of care for their staff or face the consequences of a hefty fine, damaged reputation - or even
tragedy - should the worst happen with no effective lone working policy in place.
In 2014 security company, Anchor Services, was fined £20,000 after security guard Arthur Ebirim was
killed by carbon monoxide fumes from a petrol generator as he kept a night-time watch over a disused
nursing home in Taunton Bale whilst in 2016 two security companies were fined after security guard
Javaid Iqbal died after lighting barbecue coals in a wheelbarrow in the site office in a desperate bid to
stay warm after the generator failed in sub-zero temperatures. A court heard he had called both of his
employers, who were hundreds of miles away, to tell them he was cold but had not been given meaningful
help. He had not been given any warm clothing, despite being required to patrol the site throughout the
night.
In the current climate, it is now more important than ever that the security companies provide sufficient
protection for its employees - including implementing suitable lone working policies and procedures that
are backed up with proper communication to all staff and regular training.
The issue of lone working in the UK is one that is continuing its assault on public consciousness due to
a number of high profile cases, such as the Ladbrokes worker alone in a betting shop who was murdered
by an angry customer or the threat of Euro Star workers striking after a member of staff was allegedly
threatened with disciplinary action for refusing to work alone.
But, whilst positive strides are undoubtedly being made, there are still many professions still failing to
fully identify the many lone workers among them, including the security industry, and therefore failing
to adequately protect them from harm.
Security guards face various risks as they carry out their duties, whether it be working during unsociable
hours and periods of low contact with peers, the risks of intruders, aggressive or intoxicated members
of the public, or periods of time working in unspecified locations. It is vital that they feel they are fully
protected should the worst happen and they need help quickly.
Thanks to advances in technology, there are now a vast range of lone worker protection devices and
solutions available to protect those working in the industry that can be tailored to best support individuals
in their roles and are suitable for all budgets.
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For someone like Mike, for example, a ManDown device with hi-tech locating
technology that immediately detects a fall and raises an alarm to a 24/7 Alarm
Receiving Centre could have been the key to getting him help immediately.
For those in charge of night shifts at a 24-hour supermarket or petrol station, for example,
an ID Card that discreetly disguises a panic alarm within an identification badge holder and
a ripcord that immediately calls for help should an attacker rip it from the security guard’s neck, could
prove a life-saver in times of urgent need.
For the security officers patrolling sites off the beaten track with little or no mobile signal would benefit
from an Anywhere device that features multiple locating technologies to ensure suitable help can be sent
to an exact location should the worst happen.
Of course, there’s no point implementing lone worker protection without adequate response procedures
in place. Take our story of Mike. The team in the Monitoring Centre dismissed his missed ‘check in’ call
as an oversight and failed to follow up on the situation, meaning he was left without aid for hours. It is
not hard to see how an example like this could end in tragedy.
This is why there are a number of responses available that can all be mixed and matched to best suit each
worker. Some companies do indeed choose to rely on employees as the first line of defence, but a failed
‘check in’ call could not be simply ignored as it would keep escalating along a pre-designated line of staff
before the lone worker is sent help.
Other companies may choose to make use of their own designated Control Rooms working in conjunction
with all lone worker devices, or a dedicated 24/7 Alarm Receiving Centre manned with experts who can
judge the situation and send suitable help, including Emergency Services if required.
In days gone by, any mention of ‘health and safety in the workplace’ is likely to have been met with an
obligatory rolling of the eyes and visions of office buildings, construction sites and employee brochures
littered with warnings not to smoke near flammable gas cylinders or eat next to toxic waste containers.
But health and safety at work is not about insulting workers’ intelligence with endless rules or keeping
a 24-hour track of their movements. It is about the very real need to keep them safe whilst they do their
jobs.
Every worker has that right - whatever their title or pay grade.
National coverage surrounding lone working really brings home the importance of talking about the
issue and identifying if enough really is being done by companies and organisations - however large or
small - to keep every member of staff safe.
As a security officer do you feel that your company has adequate policies in place to protect you whilst
working alone? If not, it’s time to demand action. Failing to do can have tragic consequences - and going
to work should never be about life or death.
Editor’s Note:
LONEALERT is one of the UK’s leading providers of lone worker protection solutions, delivering a range
of lone worker alarms, devices, apps and solutions to protect people who work alone, remotely or are
vulnerable in their work.
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The LONEALERT range is a unique, comprehensive suite of products that uses complex patented
technology and software, written by its parent company, Birmingham based Advance IT Group, to help
protect people working alone.
Its lone worker solutions include a simple text format, Smartphone app, a Man Down device which
automatically detects falls, a Man Down Plus device, or an Anywhere device ideal for remote locations
that works via satellite without needing a mobile phone signal. Most provide Global GPS locations.
The fact that LONEALERT’s software is written in-house enables it to continually evolve, meaning existing
devices can be updated with the latest technology to offer workers the best protection. For example, its
enviable range of smartphone Apps have recently been fully re-engineered with enhanced user interfaces,
integrated help screens, in-App panic alarms and common screen settings to aid seamless use across all
smartphone platforms for both new and existing customers.
Its unique platform - the behind-the-scenes workings of LONEALERT - enables every organisation
from every industry to benefit from entirely tailor-made lone working procedures, using whichever
lone worker solution best suits them - or even a mixture of them all. LoneALERT operates a dedicated
24/7 response centre that can immediately send help or emergency assistance should a worker need it,
whilst its devices will escalate pre-determined procedures within companies should customers choose to
monitor lone workers themselves.
The technology used in all of LONEALERT’s devices and lone worker solutions is extremely complex to
ensure the best possible protection for workers - but the best bit is that all of its solutions are incredibly
easy to use for the worker, meaning they can get on with their jobs without hassle, safe in the knowledge
that, should the worst happen, help is on hand.
As well as its ever-evolving range of devices and apps that can be used to provide tailor-made lone worker
solutions for workers from every industry, LONEALERT also prides itself on top quality customer service.
LONEALERT ensures all companies are given the best training to implement its lone worker solutions
and regular support throughout their contracts. LONEALERT’s Customer Support & Training Manager,
Val Clarke, has recently been awarded the national CIPD Learning & Development Certificate Level 3,
meaning customers can be sure their staff are receiving only the best training to successfully implement
lone working procedures.
LONEALERT
Advance House,
9 Waterfall Lane Trading Estate,
Old Hill,
Birmingham,
B6746PU

www.lonealert.co.uk
0330 999 8484
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Article provided by, and in promotion of, the Lone Worker Security Expo. October 2nd 2018.
Fully supported by TPSO Magazine.
Lone Workers: Should we be concerned?
Many organisations fail to recognise the need to address both the security and safety risks associated
with lone working. And many fail to recognise the impact that not managing these risks may have to
both the individual and the business they represent.
It is perfectly acceptable to allow lone working within your organisation and indeed many organisations
couldn’t function without lone working. However, we know that some risks (violence and aggression
for example) are increased when people work alone. Aware of this fact, the Health and Safety Executive
tasks organisations to meet their requirement that ‘lone workers should be at no greater risk than other
employees’.
So how do you ensure that this is the case?
Help is at hand for those that aren’t sure where to start. The Lone Worker Safety Expo conference and
exhibition is the only event in the UK focussed solely on the security, safety and wellbeing risks of lone
working.
If you are responsible for lone workers, need to understand your legal obligations, or want practical
advice on how to minimise risks associated with lone working, then it is worth attending if you can.
The event will be held in Central London on Tuesday 2nd October 2018. With speakers from the Health
and Safety Executive, the British Safety Council, the BSIA, law firm Pinsent Masons, IOSH and other
well-respected organisations, this is perfect place to gain valuable information and guidance.
The event offers the opportunity to gain direct access to experts, experienced professionals and trusted
exhibitors. The morning will consist of a keynote conference sharing best practice and expert knowledge.
And in the afternoon there is an opportunity to get involved with practical workshops.
To give you a flavour of the day, this is just some of the content:
•
•

Legal responsibilities and the implication of not addressing these
The increase in Violence and Aggression towards lone workers and practical tools to reduce and manage
the risk
Latest thinking on the use of technology and training solutions
The challenges of managing lone working in the community and in high pressure situations
Ways to address mental health and wellbeing concerns for lone workers
Questions to ask when procuring a lone worker system and the impact of BS8484
Identifying and implementing effective control measures for the Health and Safety risks to lone workers
Contingency planning and practical advice for major incidents and terrorist attacks when travelling in
the UK and abroad.

•
•
•
•
•
•

Please note that numbers are limited this year, so if you wish to secure a place, please don’t
leave it too long.
PRESS! ...STOP PRESS! ...STOP PRESS! ...TPSO READERS GET A 10% DISCOUNT! QUOTE “TPSO10”
WHEN BOOKING. ...STOP PRESS! ...STOP PRESS! ...STOP PRESS! ...STOP PRESS! ...STOP PRESS!
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(This is a spotlight on a great organisation, doing an outstanding job, representing a huge number of security
industry workers, with VERY demanding day to day roles...... Ed.)

T

he National Association for Healthcare Security, known as NAHS was formed in 1994, as
a nonprofit making professional organisation. The organisation is run by voluntary members
who will be fully introduced in later articles. The aims of NAHS have been clear from the outset;
these being, to drive and encourage continual development and champion professionalism and
promote improvements in Healthcare Security.
NAHS, as a prime stakeholder in Healthcare Security, supported NHS Protect throughout its existence
until it was disbanded in April 2017. To set the scene, NHS Protect (formerly known as NHS Counter
Fraud and Security Management Service) had been created in 2003 and gained its authority from the
Secretary of State for Health Directions and later from the Health and Social Care Act. NHS Protect
began training and accrediting personnel and the role of the Local Security Management Specialist
(LSMS) was born.
Each NHS Trust was expected to employ or contract in the services of an LSMS who had the support of an
area specialist. The LSMS was specifically tasked with developing a Pro-Security culture and addressing
crime in the NHS but in particular the role was focussed on tackling violence, aggression and the abuse
of NHS staff, however, as time passed, the role and responsibilities increased and areas such as Conflict
Resolution training, anti social behaviour orders, the prosecution of patients detained under the Mental
Health Act and Lone Working soon became part of the ever growing agenda. NHS Protect provided
guidance and advice on a wide range of matters and shortly after its inception, the Legal Protection Unit
(LPU) was created to assist the LSMS pursue criminal justice and civil prosecutions and sanctions. This
all came to an abrupt end in 2017 when NHS Protect was dissolved and responsibility for security was
left to individual NHS Trust Boards to address.
The NAHS Executive Team have recognised that with the loss of NHS Protect, the LSMS was left with
no external ‘top cover’, centralised advice or even anyone lobbying for the role of the LSMS and security
management as a whole. It is felt that although NAHS cannot replace NHS Protect we, as a national
organisation made up from experienced healthcare security management specialists is well placed and
ideally positioned to provide the support, leadership and guidance our colleagues need and to this end
we are looking to the future and the development of NAHS as a truly professional registered body and
a thoroughly proactive organisation. Our first step has been to critically review our Constitution and
develop a new 1, 3 and 5 year plan and strategy. These documents are currently being finalised and will
be shared with NAHS members very shortly. Other areas in development are a new and much improved
website that will be optimised for PC / laptop, phone and tablet viewing with an interactive members
only areas where you will be able to update your personal profile, enter details of any specific areas of
expertise for example or areas of interest and register a willingness to assist and advise colleagues in
any particular area of expertise. Members will be able to join groups to network and collaborate on
projects and work streams. This new look website will allow members to contribute and share in their
regional LSMS group areas with scope for group chat, document sharing and tracked change document
management. The document and policy repository and library will be updated for members to utilise
with an easier interface and search capability.
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NAHS is currently pursuing Charity status and intends registering as a Charitable Incorporated
Organisation (CIO) are a member based organisation, where all members have voting rights and which is
deemed the most appropriate for an association. The benefits of registering as a CIO are that by doing so
allows NAHS to exist as a legal and protected entity, enabling us to become a professional registered body.
Other benefits are that NAHS would be able to have insurance, etc. we would have ownership of and be
able to protect the NAHS name, our members could be awarded post nominal’s and the association could
implement a register of graded membership. Furthermore, implementation of our 5 year plan would set
us on the path to become a Chartered body thereby enabling NAHS to have Chartered Members in the
future. It is appreciated that is a long way off and will require a great deal of work and an increase in our
membership in order to achieve, however, NAHS is in this for ‘the long game’.
We are also strengthening our links and ties with the Security Institute and Security Commonwealth so
that our members can accrue CPD points and access accredited learning and security focussed training.
Unfortunately, NHS Protect did not have anything in place for LSMS development or additional
training and as we are all acutely aware, continuing professional development is essential in order for
our industry to respond to the ever changing crime trends and the methods used. The existing links
with the accrediting University and Security Management Professional Accreditation Board (SMPAB)
are being explored with a view to developing the area of professional registration and registering NAHS
as a Chartered Institute. As we cannot include everything or talk about all aspects of our work and the
exciting plans and changes we are working on in this first article, there will be more to follow in future
articles. However, to give you a slightly more detailed introduction to NAHS, here is some of the work
that NAHS Executives have been involved in the last 9 months
•
•
•
•
•
•
•
•
•
•
•
•
•

Collaborating with Secured By Design (SBD) on a much needed revision to the SBD Hospitals (2005)
guidance. The new document will not just refer to Hospitals but will include advice and guidance on
an agreed standard for all Healthcare locations.
Consulting NHS England and Department of Health on review of NHS Security Standards and NHS
National Contract.
Supporting NHS England in advisory capacity regarding LSMS training and accreditation.
Supporting and coordinating NHS England violence against staff survey.
Part of working group - Violence in the Workplace, in conjunction with NHS England, the Royal
College of Nursing and Unison to consider the combined impacts of:
Dissolution of NHS Protect as central regulator for security management in NHS Trusts.
NHS clinical (nursing) staffing.
Aligned to Health and Safety Executive focus on workplace violence this year.
Part of the SIA Advisory panel on SIA licensing and training requirements - specifically relating to
Healthcare Security.
Provided review and lobbying in relation to proposed ‘Assaults on Emergency Workers (Offences)
Bill 2017-19’, a private members bill raised by Chris Bryant MP.
NAHS recently engaged with Security Management Professional Accreditation Board in relation to
the development and standardisation of LSMS training.
In several geographic regions supported and continued to administration and organisation of LSMS
Regional Meetings.
Strengthening our Executive team by appointing a new Membership Exec and an Executive Director
responsible for social media, publicity and all things IT. The work going on in these two areas will be
discussed in future articles.
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NAHS is associated with the Forum for Healthcare Security in Ireland and has links to Healthcare Security
in New Zealand and is striving to develop existing links with our North American (NAHS) colleagues
as the prevalence of violence towards Healthcare providers is the same across the world. We are keen
to share our learning and best practices and collaborate with colleagues internationally to help keep our
staff and places of work safe. As mentioned earlier, NAHS already has excellent formal links with the
Security Institute and ASIS UK Chapter 208 and is working to further develop these relationships and
working practices in order to share best practice and enhance the resources available to all our members.
The Association accepts membership applications from all accredited NHS Security Management
Specialists, all those involved in Healthcare Security, those wishing to develop their skills within the area
and corporate applications from those organisations selling to and supplying NHS and other Healthcare
organisations. Our membership structure and future plans will be fully explained in our next featured
article.

www.nahs.org.uk

John Currie
John is Head of Security and NHS Accredited
Local Security Management Specialist (LSMS)
for Lewisham and Greenwich NHS Trust. He was
recently voted in as NAHS Executive Director.
John is a former Royal Air Force Police Special
Investigator who began working with the NHS in
2005 as a Drugs Worker with the Coventry Drugs
Intervention Programme. He moved back to the
Policing and Security field in 2006, gaining his
NHS Security Management LSMS accreditation
in 2007.
John has worked across all sectors of the NHS and
has a particular interest in Mental Health Acute
and Forensic services. He now works closely with
two Mental Health Trusts, hosted on his two
acute hospital sites. In addition to the ‘normal’
day job, John delivers Lone Worker, Personal
Safety skills, PREVENT and Project GRIFFIN
Counter Terrorism awareness training.
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Novichoks: What the Security Profession
can Learn from the Novichok Crisis

by Dan Kaszeta

2

018 has seen the reappearance of chemical terrorism. Unfortunately, it has reappeared in and
around the British county of Wiltshire. Parties unknown, allegedly assassins doing the work of
the Russian state, used a highly toxic and highly persistent nerve agent. This was done to try to
kill a Russian defector, Sergei Skripal, at his home in Salisbury. He and his daughter Yulia were
gravely ill and eventually recovered after serious medical interventions at Salisbury District Hospital. A
police constable was also injured and treated. The nerve agent was part of a family of chemicals, the socalled “Novichoks”, invented by the Soviet Union. It’s identity as the substance “A-234” was inadvertently
confirmed by Russian official statements.
Many weeks later, two people (Charlie Rowley and Dawn Sturgess) fell ill in nearby Amesbury. Both
were hospitalised with clinical signs very similar to the previous victims. Ms. Sturgess died from her
condition, while Mr. Rowley made an eventual recovery. Police and media statements indicate that the
couple had handled a perfume bottle containing Novichok.
While the whole drama of the Novichok incidents continue to unfold in real time in front of us, and will
continue to do so for some time to come, it is important that those of us with responsibilities for public
safety and security learn what lessons we can right now.
The purpose of this article is to try to encapsulate some of the lessons we can learn now. But first, a small
primer on the basics.
What are nerve agents?
Nerve agents are a family of chemicals, which includes organophosphates and carbamates, that were
originally developed as pesticides. These chemicals interfere with the chemistry of the human nervous
system causing chemical imbalances which, in turn, cause major malfunctions in things like muscles and
glands. As we literally use muscles to breathe (our diaphragm) and to circulate our blood (our heart),
loss of control of these can be fatal.
A subcategory of nerve agents were developed as chemical warfare agents, starting in the late 1930s in
Nazi Germany. The chemical nicknames Tabun, Sarin, Soman, and VX may be familiar to anyone who
did military CBRN training. Nerve agents were used by Iraq in the Iran-Iraq war, and have been used by
the Syrian government against civilians in the Syrian Civil War. They were also used in several instances
by the Aum cult in Japan in the mid 1990s.
The Novichok agents were developed only in the Soviet Union and were meant to be improvements on the
earlier nerve agents. There’s no evidence of manufacturing or stockpiling of the Novichok agents outside
of the USSR and Russia. It should also be noted that some nerve agents are commercial pesticides, while
some nerve agents in the carbamate family are used as medicines, such as physostigmine. The term
“nerve gas” is not correct and marks one out as an amateur – the nerve agents are liquids and some can
even be in solid form.
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Chemical terrorism is a real thing
The first lesson we can learn from the Novichoks is that chemical warfare agents and their use is not
consigned to foreign lands and to foreign wars. Indeed, chemical warfare is largely useless in conflicts
between modern militaries as it is one of the few battlefield hazards that good training and equipment
can completely eliminate. It retains its use against the unprotected – Syrian children, Kurdish farmers,
and people going about their business in Wiltshire. The lesson is this – we cannot write off chemical
terrorism as too hard to do or too exotic. It needs to be on one’s planning horizon and in the risk register.
Liquid nerve agents are not magic
A lot of strange ideas started to run rampant after the Skripals fell ill. However, it is important to stick
to the basic facts here. Nerve agent liquids, Novichok or otherwise, are not magic. Liquids behave like,
erm… liquids. They do not “leak out” of Porton Down and fly through the air for miles, leaving the
intervening areas untouched, only to land on one door handle. They do not suddenly jump off a door
handle and affect everyone who walks by. Persistent nerve agents, like the Novichoks are designed to last
a long time in the environment. They evaporate slowly and are primarily a “contact hazard” – i.e. they
affect people by absorbing through the skin. Also, they are not “instantly lethal” – absorption through
the skin can take a long time, many hours. This is good because it gives a reasonable period of time for
someone to seek help. Also, this means that the primary means of self defence is not a full protective suit
or sophisticated breathing apparatus. The primary method of protection is gloves. This does not mean
that such things cannot be a hazard in other forms. But creating a breathing hazard with such persistent
agents usually requires a physical mechanism to create a cloud of small droplets. This could be done in a
bombing-type incident, but fortunately we’ve not seen that sort of thing yet.
Nerve agents are treatable
A key lesson learned in Salisbury is that exposure to nerve agents, while it is a medical emergency, is not
a death sentence. Novichoks affect the human body in the same basic way as the other nerve agents, and
there is a widely understood method for treating people who are experiencing nerve agent poisoning.
The widely available drug atropine is a lifesaving treatment in these situations. Atropine and other nerve
agent-related drugs are stockpiled in the UK for emergencies. Atropine is available on NHS ambulances
and is in every hospital. Protocols for treating nerve agents are widely circulated, and are freely available
online. Nerve agent terrorism is in the emergency plans for NHS hospitals. The idea, circulated by some
online, that “Novichoks have no antidote” is clearly bogus. Four of the five people exposed survived, and
the person who died seems to have sprayed the substance directly on her wrists in some quantity, so she
clearly received a higher dose than the others.
Two’s Plenty
Another important lesson to be learned is that one person getting sick and collapsing is a normal day’s
event. But two people, in the same place, around the same time (even if a few hours apart), with the
same general condition, is an alarm bell. It’s not normal and you should consider it suspicious. Three
people, and it’s definitely something seriously wrong until it can be proven otherwise. This idea is wellembedded in UK CBRN training for the emergency services as the “STEP 1-2-3” concept and it is well
worth observing.
continued overleaf...
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Myths and Conspiracy theories run rampant
It is an axiom of our modern times that strange situations will rapidly spawn strange stories. In the
case of deliberate acts like the Novichok incident, it is very much in the interests of the perpetrators
to cloud the situation. Upwards of 35 fake news stories about the Skripal poisoning, ranging from the
simple (attempted suicide, for example) to the ridiculous (a restaurant served poisonous exotic expensive
fugu fish that was not on its menu), have been started in the Russian state-owned media and have been
circulated long and hard on social media. Other conspiracy theories seem to have been organically
grown and promoted. The point behind such information warfare operations is generally not to tell a
convincing story that everyone will believe. The point is to distribute enough confusion so that people
give up trying to figure out the truth. The lesson here is that any similar incident in the future will be
covered in such a dense web of bad information that many will find themselves confused. This makes
the struggle to stick to the factual narrative and actual evidence all the more important. It also makes it
important to find good sources of news. Finally, do not spread rumour, innuendo, and conspiracy theory
itself. It does not help the security profession.
The dangers of extending the lesson too far
It is also important to remember that the threat will not always be persistent liquid nerve agents. There
is always a tendency to fight the last battle, not the current one. For example, the Tokyo Sarin situation
provides some interesting lessons. But the knowledge base at the time was about military usage of
chemical weapons, not terrorism in the civil environment. In turn, Tokyo is not the template by which
to judge Sarin-related situations in Syria, which use larger quantities and specifically designed weapon
systems made by the Syrian government. Likewise, using knowledge gained from Syria to judge the
Novichok situation is a course of action which will yield little. So, the best advice is to deal with what’s in
front of you and not try to force-fit the past into the current situation.
Experts in this field are few and far between. But we are here. The author is a member of ASIS UK
and the Worshipful Company of Security Professionals. There are others like me who can help our
colleagues in the profession.
Dan Kaszeta
Dan Kaszeta has worked in chemical warfare
defence sectors for an entire 27 year career, which
spans service as a US Army Chemical Officer, in
the White House Military Office, and in the US
Secret Service.
He is now a London-based author and
internationally respected consultant in the field
and the Managing Director of Strongpoint
Security.

www.strongpointsecurity.co.uk
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THE BUREAU welcomes all security industry professionals to
register on our database for FREE
THE BUREAU is a one stop shop that provides a complete
security solution including a full concierge service that has the
flexibility to meet a wide range of security requirements and
will ensure that your event or business requirements have the
secure integrity it deserves.
We welcome all security industry professionals to register on
our database for FREE www.thebureaulimited.co.uk
We will enable our clients to select you based on their specific
requirements.
We also welcome NEW clients to register for FREE to enable
full access to our security candidate database to make your
selection. If you are a security registered company then why not
register with us as a service provider also for FREE
Select here to finish reading the full promo on the TPSO site
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Security Industry Events:

September 2018 to February 2019
As a point of interest, I’ve had people saying “I’m a Security Guard at a factory. What’s the point of me
going to any of these big security events?”.......
If you want a career in this industry, at any level, there is so much information to be had at these things.
Some may not be appropriate, unless you are in a very specific field, but generally, there are so many
people to chat with, that may be able to give you an important lead or heads up on a career opportunity
down the line. Even just going back to work and being able to brief your bosses up on the latest
developments in access control, cctv, or any of a number of cutting edge security issues, is going to
make you look good. Your knowledge is power, and gaining more of it can only be good for your career
or job prospects. You will also generally gain CPD points for attending such events. Win Win.
Many of the big events are free to attend, though you’ll have to book in advance, so there isn’t much of a
downside. Hopefully I’ll meet you at one!

Fire Safety Scotland
Fire Safety Scotland is an independent event dedicated to supporting Scotland’s fire and safety industry.
The event features a powerful combination of education, networking and business support designed to
help organisations maintain the very highest standards of fire safety management.
http://www.firesafetyevents.com/
12th September - 13th September 2018
Scottish Event Campus ltd. (SEC). Glasgow, Scotland, G3 8YW.
Future Fraud Professionals, Networking Event
Our focus is on supporting new professionals in their career and skills progression, and providing
guidance for anyone looking to embark upon a career in the anti-fraud arena. We seek to increase
engagement, support and awareness of the major issues in the counter-fraud community.
https://www.fraudadvisorypanel.org/events/future-fraud-professionals-network/
13th September 2018
Chartered Accountants’ Hall, Moorgate Place, London, EC2R 6EA.
Emergency Services Show
The Emergency Services Show is the UK’s leading annual showcase of the blue light sector, featuring
over 450 exhibitors, live demonstrations, unique learning opportunities and unrivalled networking.
https://www.emergencyuk.com/welcome#/
19th September - 20th September 2018
Hall 5, NEC, Birmingham, B40 1NT.
North West Fire & Security Exhibition
The 5th NW Fire and Security Expo is open to all with any interest in the subject.
20th September 2018
DW Stadium, South Stand Suite, Loire Drive, Robin Park, WN5 0UZ, Wigan.
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Hello! We’re the Security Institute. Networking BBQ Lunch
New members and those interested in joining, have a chance to meet some of the Directors of the
Institute, and enjoy drinks and lunch with like minded individuals. There is a rumour that the TPSO’s
own Rollo Davies is going, so please hunt him down and say Hi. (Doubt he’ll buy you a drink though!...
Ed.)
Please book at: https://security-institute.org/product-category/events/
25th September 2018
Doggetts Coat and Badge Pub, 1 Blackfriars Bridge, London, SE1 9UD.
Lone Worker Safety Expo
Whether you need to understand your legal obligations for managing lone and vulnerable workers or
want practical advice on how to minimise risks using training and technology, our event is the perfect
place to gain valuable information and guidance.
http://www.loneworkersafetyexpo.com/
2nd October 2018
The Kings Fund. 11-13 Cavendish Square, London, W1G 0AN.
Retail Risk – Leicester Conference
A major event for Risk and Loss Prevention professionals.
https://www.retailrisk.com/leicester/
4th October 2018
Walkers Hall & Keith Weller Lounge. King Power Stadium, Filbert Way, Raw Dykes Road, Leicester,
LE2 7FL.
Total Security Summit
A large event for general security industry professionals. (Reading this? That includes you!)
https://totalsecuritysummit.co.uk/
8th October - 9th October 2018
Renaissance Manchester City Centre Hotel, Blackfriars Street, Manchester, M3 2EQ.
Health & Safety North
Established in 2007, Health & Safety North is where safety & health practitioners and communities
from across the north of England come together to learn, network and procure.
http://www.healthandsafetyevents.co.uk/north
9th October - 10th October 2018
EventCity, Manchester, M41 7TB.
Midlands Security and Risk Society
Are you involved in the insurance or security industry, and living or working in the Midlands?
Whether you are an insurance risk surveyor, broker, underwriter or claims handler, or are involved
in manufacturing, supplying, assessing, specifying, installing or monitoring security equipment, the
Midland Security & Risk Society (MSRS) will be of interest to you.
http://www.msrs.co.uk/index.php/about-us
10th October 2018
West Midlands Police Conference Centre, ‘Tally Ho’, Pershore Road, Birmingham. B5 7RN.
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Security Institute Annual Conference
The big event in the SyI calendar. Members and non members may attend, but book early to avoid
disappointment. Theme for this event is “Sustainable Security”.
https://event.bookitbee.com/17277/241018-the-security-institute-annual-conference-20
24th October 2018
The Crystal Building, One Siemens Brothers Way, Royal Victoria Dock, London, E16 1GB.
Crisis Conference 2018
Crisis Conference 2018 is the first major international conference to embrace both aviation and hotel
crisis management-16-17th October 2018, London
https://www.crisisconf2018.com/
ST18 London
Professional Security Magazine is pleased to announce the Security TWENTY 18 London, Conference
and Exhibition. The Conference is aimed at end users, purchasers and those who specify security
products and will update attendees on the latest developments in the security sector. Whether you are
in corporate security, local government CCTV or retail loss prevention we aim to get key people into
the room and share knowledge.
https://www.professionalsecurity.co.uk/security-events-and-conferences/security-twenty-home/st18london/
7th November 2018
Park Inn Hotel, Bath Road, Heathrow, Middlesex, UB7 0DU.
NAHS 2018 Conference
Conference for those security staff working in the huge, UK Health Care sector.
http://www.nahs.org.uk/index.php/nahs-conferences/2018-conference/
8th November 2018
Birmingham TBC.
Security & Fire Excellence Awards
Now in their nineteenth year, Security & Fire Excellence Awards has consistently broken new ground in
highlighting the very best people, projects and processes that the security and fire sectors have to offer.
2018 will be no different, although you’ll find that we have made a number of category changes this
year to make the event even more company, people, team and project focussed.
https://www.securityandfireawards.com/
21st November 2018
Hilton Hotel on Park Lane, 22 Park Lane, London, W1K 1BE.
Organizational Resilience Annual Conference
This prestigious event is free to attend and brings together trusted speakers and industry leaders to
share valuable insights on how to balance risk with agility in order to safeguard your business.
https://www.bsigroup.com/en-GB/our-services/Organizational-Resilience/2018-resilience-series/
annual-conference/
22nd November 2018
Etc Venues St Paul’s, 200 Aldersgate, London, EC1A 4HD.
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International Security Expo 2018
ISE is a major, free-to-attend event, and unites the entire security community allowing shared learning
and collaboration from Government, CNI, Law Enforcement, Military, Major Events, Transport &
Borders, Cyber Security, Facilities and Public and Private sectors.
https://www.internationalsecurityexpo.com
28th November - 29th November 2018
London Olympia, Grand Hall, Hammersmith Rd, Hammersmith, London, W14 8UX.

Submissions Guidelines & Copyright
We are always interested in relevant material to include in both the magazine and our website.
We welcome articles, blog posts, news, technical developments, apps, CPD and professional
development features relating to physical security.
The author will always retain ownership/copyright of their own works. We prefer original content
where possible. By submitting the work you give us permission to publish it first. This agreement
covers text, audio and video and graphics.
Where TPSO shares the work, for example interviews, agreement on future use of that material will
be agreed between parties at the time.
Due to the non-exclusive nature of this agreement you are then free to reuse or further develop
your work elsewhere if you wish.
Therefore all material in TPSO magazine is copyright the publication or individual authors by
default. TPSO will effectively have been awarded first British and first electronic rights. Any
variations on this will be included in a footnote outlining the particular conditions that apply.
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What is The Security Institute?

The Security Institute is the largest membership organisation
for security professionals in the UK with members from all
over the world. We promote standards, develop and endorse
education across the sector and provide a rich member
experience.

What we can do for you?

Membership of the Security Institute bestows credibility, enhances career prospects, provides a
valuable network of excellent contacts, offers mentoring, runs a comprehensive continuing professional
development scheme to recognise your efforts in maintaining and adding to your skills base and of
course fantastic networking opportunities. The Professional Security Officer Magazine recommends
membership to all those who want to progress in their careers, or those who simply want to improve
their knowledge and skill set.

Key Benefits:
•
•
•
•
•
•
•
•
•
•
•
•
•

Recognition by employers and universities.
Continuing Professional Development that evidences your commitment & professionalism.
Enjoy access to job opportunities and our online careers services.
Gain valuable insights by being involved in our mentoring programme, whatever your career stage.
Access to online Knowledge Centre.
Benchmark your training qualifications and leverage your experience.
Exchange experience with other members at our networking events.
Enjoy member-only discounts.
Bi-Monthly newsletter with exclusive offers and weekly eNews update.
Members-only Linked-In Group.
Access to accredited and employer-recognised, security related qualifications.
Participation in a genuinely supportive community.
Membership of the London Chamber of Commerce and access to their facilities, events and
resources, including free to use meeting space in the City of London.

How to join.

Visit our website: www.security-institute.org or contact: paula@security-institute.org for a membership
pack.
Not everyone is eligible to join the Security Institute immediately. Associate membership (ASyI) requires
a minimum of 3 years general security experience, along with security related qualifications or evidence
of some formal Continuous Professional Development.... To check on your eligibility, contact Paula at
the email address above. If you have not quite fulfilled the required criteria yet, she can also advise you
on the fastest ways to do so.
As you career progresses and you take part in our CPD scheme or gain further security related
qualifications, you can achieve entry to advanced grades of membership, further enhancing your career
prospects and professional recognition.
Associate Membership of the Security Institute costs less than £12.10 per month and you will be recognised
by being granted the use of “ASyI” after your name!
Join Us Today!

Respected.
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