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FIND OUT MORE:
WWW.AUDAXUK.COM | INFO@AUDAXIT.CO.UK | WWW.VIMEO.COM/SHOWCASE/AUDAXGLOBAL

The Emergency Services Show
7th and 8th September | NEC Birmingham | stand L85

International Security Expo
28th and 29th September | London Olympia | stand C2

BAPCO Annual Conference & Exhibition
12th and 13th October | Ricoh Arena Coventry | stand C20

Proud to be supporting the return of these
LIVE events across the UK in Autumn 2021...

At the forefront 
of mobile, digital 
evidence gathering 
technology since 
2005.

WORLD LEADERS 
IN PIONEERING 

BODY WORN VIDEO 
TECHNOLOGY
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Foreword:

Well at long last there is light at the end of the very long COVID tunnel. As numerous industries start to 
return to normal, or are even doing better than anticipated, due to the economic defibrillator that the lifting 
of restrictions represents to so many. I am personally seeing a shortage of trained and licenced security 
officers in several sectors. Just maybe, this will force a rise in contract charge rates, and drive salaries up! I 
can but hope.

One sector of society that have enjoyed lockdown and has made a fortune from an unexpectedly housebound 
population, are the fraudsters and con artists…..

There has never been such a deluge of online cons, telephone scams and fake NHS sites selling tests, vaccines 
and all manner of bogus stuff, all capitalising on the understandable fears and concerns of the nation, and 
the desire we all have to protect and do the best for our families and loved ones.

What can you do to protect yourself and those you hold dear, from this non-stop deluge of lies, cons, 
misinformation and very clever schemes designed to part you from as much money as possible?

As luck would have it, amongst other things, this issue is taking a look at the many devious faces of fraud, 
and some of the top experts in their fields have contributed some great advice and guidance designed to help 
you avoid the many traps that the criminal fraternity have set for the unwary.
I hope you find it of interest, and use. 

Be Safe.
          

Rollo.
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PROPERTY DISINFECTION PPE SUPPLY

Contact us for enquiries and to discuss your needs:
gb.covid19@atalianworld.com  |  phone: 0808 258 0800

FEVER SCREENING AND OCCUPANCY TECHNOLOGY

 Fever screening, social distancing  
 and occupancy tracking technology 

Help in the detection of possible COVID-19 cases, by conducting 
preliminary fever screening at the entrance and/or critical areas 

of your sites, allowing you to make real-time decisions.

Install at speed, occupancy, traffic flow & distancing sensor technology. 
Our sensors will provide building user information which supports spacing, 

awareness and minimilisation of contact within your property.

Various verification methods
Supporting fast temperature 
measurement and face 
recognition with fever screening

Long term fever screen
Authentication distance: 0.3 - 2m

Dedicated for fever screening
Temperature range: 30 to 45oC
Temperature accuracy: ±0.5oC

Plug & play - Rapid deployment 
Free of wiring, installation 

and configuration

Enhanced verification performance
Face recognition verification duration 

less than 0.2s. Supporting face 
anti-spoofing

Mask detection Supporting face 
mask wearing alert and forced 

mask wearing alert
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31... TPSO Useful Contact List.
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Disclaimer: Peer Publishing Ltd assumes no responsibility or liability for any errors or omissions in the content of this magazine 
or associated site. The information provided in whatever format is on an “as is” basis with no guarantees of completeness, accuracy, 
usefulness or timeliness.

Submissions Guidelines and Copyright

We are always interested in relevant material to include in both the magazine and our website.
We welcome articles, blog posts, news, technical developments, apps, CPD and professional development features relating to 
physical security.

The author will always retain ownership/copyright of their own works. We prefer original content where possible. By submitting 
the work you give us permission to publish it first.  This agreement covers text, audio and video and graphics. Where TPSO shares 
the work, for example interviews, agreement on future use of that material will be agreed between parties at the time.

Due to the non-exclusive nature of this agreement you are then free to reuse or further develop your work else-
where if you wish. Therefore all material in TPSO magazine is copyright the publication or individual authors by 
default. TPSO will effectively have been awarded first British and first electronic rights. Any variations on this will 
be included in a footnote outlining the particular conditions that apply.
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News and Industry Update…
SIA News

Clarifications to changes to ACS policy
We recognise the challenges that COVID-19 placed upon your business. You are aware that we introduced 
several temporary measures over the last 12 months to support you during the crisis. We have been 
encouraged by the way that security businesses have responded. 

On 01 April 2021 we returned to normal ACS rules and requirements. 

What does this mean for your next ACS assessment?
We are strengthening our re-verification assessments and these will focus on service delivery.

We will place a greater emphasis on assessing customer site-based activities and their associated indicators. 
Assessors tasked with full renewal assessments will continue to verify all indicators. Whole-day remote 
assessments and our temporary COVID-19 policies and guidance have been withdrawn. 

If you only had a partial assessment between April 2020 and March 2021 then a full renewal assessment will 
need to be carried out. This must be a full on-site version.

If you had a successful annual assessment between April 2020 and March 2021, your next assessment will be 
due on the 12th month from the completion date of your last assessment. For example, if you had a part two 
assessment in October 2020, which concluded your annual assessment for 20-21, then your next assessment is 
due in October 2021. This is to ensure that you only have one assessment in a 12 month period as required by 
the ACS.

Your assessment will be applicable either as:
Re-verification: focusing on ‘service delivery’ and be a full on-site assessment, or:
Renewal: verifying all 78 indicators and be a full on-site assessment. 

What if my company and/or contracts have been dormant for 12 months or more?
If your contracts were placed on hold during the last 12 months and you have not undertaken any form of 
assessment during this period, you will need to contact us via your business account and we will consider 
your case. 
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New SIA Training Flowcharts….
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The SIA publishes new advice for Door 
Supervisors returning to work after 

lockdown….

As lockdown measures are relaxed, some of you will be returning to work at licensed premises having not 
worked in that environment for a while.

We appreciate what a difficult job you do, dealing with members of the public in challenging circumstances 
and often placing yourselves in harm’s way.
We want to highlight some of the guidance we have produced on good practice to help you continue to 
protect the public and keep yourself safe.

Protecting yourself and others
The private security industry plays an important role in the protection of the public.
We suggest that you read our advice for security operatives. This includes:

• Guide to safer physical intervention for door supervisors
• Safer physical intervention for door supervisor’s poster
• A guide to safer restraint

You can also read:   Case study - A fatal restraint

Helping vulnerable people
When working in the night-time economy you have an important role to identify and support people who 
may be vulnerable.
Look out for signs of vulnerable individuals, who might be:

• under the influence of alcohol or drugs
• alone or receiving unwanted attention
• separated from friends
• lost or isolated
• being followed or threatened
• victims of child exploitation
• under the age of 18
• elderly
• with mental ill-health
• with learning, physical, or a range of invisible disabilities

Report concerns at once to your supervisor or the venue management.

If you are concerned about someone’s ability to get home safely, please consider the following:
• seek the help of street pastors, street marshals or any other active schemes
• call a relative to help in the case of a younger or vulnerable adult
• call for a licensed taxi to take the vulnerable person home
• use ‘safe havens’ or other local initiatives run by organisations such as St John’s Ambulance
• call the police

Well-trained, professional, reliable security is an essential part of a business’s front-line services to customers.
Please continue to fulfil your role to the highest standards. Thank you for your dedication and professionalism 
in protecting the public.
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The SIA welcomes Heather Baily as the new Chair 
Today, 07 June 2021, Heather Baily QPM, starts her new role as our Chair. Appointed by the Home Office, 
her term as Chair will run for three years. 

As Chair of the Authority Heather Baily will contribute to our overall strategic direction and corporate 
oversight, ensuring with other Authority Members, that our Executive Team is held to account for 
discharging its duties effectively and to the highest possible standards.

Michelle Russell, our Acting Chief Executive, welcomed Heather Baily and said: 
“On behalf of the Authority Members and our colleagues, we welcome Heather Baily 
as our new Chair. She brings with her a wealth of experience in both non executive 
and executive roles in public service. We all look forward to working closely with 
Heather in the future.”

Heather Baily takes over from the Acting Chair, David Horncastle, who was 
appointed on an interim basis in January 2021 following the retirement of 
Elizabeth France. 

Michelle Russell added:
“We would also like to thank David Horncastle who has been our interim Chair since the start of the year and 
before that Deputy Chair. His insight and guidance have been invaluable over the years, and we will miss his 
sound advice and the support he has provided us.”

Heather said about her appointment:
“I am delighted to be appointed as Chair of the SIA. This is an important time for the organisation, as it 
continues with its plans, having in the past year to respond quickly to the impact of the pandemic. I look 
forward to working with the dedicated staff and with our partners as we shape the organisation to ensure that 
the SIA is as effective, productive and consistently reliable and operates to the principles of the Regulators‘ 
code.”

The Home Office announcement regarding Heather’s appointment can be found here.

Important Announcement from
the Security Institute
 
The Princess Royal is pleased to accept Royal Patronage of 
The Security Institute for an initial period of three years.  
Her Royal Highness’s interest in matters relating to public 

safety, security and that of 
national security are well documented.  This is evidenced through The Princess 
Royal’s military affiliations as well as a number of charities and Patronages. 

Her Royal Highness’s Royal Patronage recognises the unique and valued work 
that the Security Institute carries out across all levels within the profession, 
and its various initiatives, including the youth engagement programme 
NextGen, which partners with Foundations; Charities and Volunteer Police 
Cadets. The Princess Royal looks forward to supporting the Security Institute 
in its future work.

 Security Institute President Baroness Henig CBE DL said: 
“This is a huge accolade for the Institute and recognition of the work we 
undertake. I am delighted to welcome The Princess Royal as our Royal Patron. 

Image courtesy of James Makinson

https://www.gov.uk/government/news/heather-baily-appointed-as-chair-of-the-sia
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The Institute is the UK’s largest professional membership body for security professionals, with over 4,000 
members to date, and expanding global reach.  Since 1999 the Security Institute has been working to promote 
the highest possible standards of integrity and professional competence in the business of security.”

Security Institute Chair Peter Lavery FSyI said:
“The Security Institute is honoured that The Princess Royal has become our Royal Patron. I have seen Her Royal 
Highness’s support for a number of security related organisations and someone who readily understands the 
important role of Protective Security in keeping the public safe. The Security Institute looks forward to working 
with The Princess Royal in the years to come.

British Security Awards Online 2021 – Security officers and companies 
recognised for their contribution in keeping people places and property 
safe

The British Security Industry Association’s (BSIA) flagship event, the British Security Awards, has recognised 
security officers and companies working to keep people, property and places safe during the last 18 months. 

Held online for a second year due to continued COVID-19 restrictions, the show also featured the Chairman’s 
Award, dedicated to Skills for Security Chairman and long-time BSIA associate Tony Allen, who sadly died 
at the beginning of the month. The awards also featured presentations from West Midlands and Greater 
Manchester Police as part of the Association’s SaferCash initiative, announcing the bravery awards for the 
Cash & Valuables in Transit members and its inaugural Police Partnership Initiative Award.

The awards were presented by broadcaster Sue Hill, with the SaferCash awards being presented by Assistant 
Chief Constable of the West Midlands Police, Jayne Meir and Assistant Chief Constable of Greater 
Manchester Police, Nicky Porter.
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The 2021 winners are:
Best Newcomer: Katelyn Gordon – Mitie
Service to the Customer: Anthony Chell - Mitie
Outstanding Act: Denzil Whathen - Securitas UK
Security Manager of the Year: Graham Rouse - Mitie
Best Team: Beacon Shopping Centre Security Team - G4S
Apprentice of the Year: Jessica Goodson - ADT (Johnson Controls)
National Partnership: Network Rail: Protecting the public, managing risk - STM Group
Installer of the Year: nmcn
Innovative Security Project: GradeShift Pro Radio/Radio (All IP) - CSL Group
Business of the Year: MAN Commercial Protection
SME of the Year: Corsight AI
Environmental Project of the Year: Frontline Faceshields Project - Shred Station
Best Use of Technology: ID Ultra - Reliance High Tech
Contribution to the Industry: Jason Towse - Mitie
Industry Bravery: Rory Middleton & Mr David Paynter – Loomis
Police Partnership Initiative: DCI Christopher Mossop – Greater Manchester Police
Chairman’s Award: Tony Allen

Details of the achievements of the winners and finalists can be found on the British Security Awards website 
at www.britishsecurityawards.co.uk/winners-2021

Mike Reddington, Chief Executive, BSIA, said: “Once 
again in 2021, the security industry has demonstrated 
its commitment to keeping people, property and places 
safe by presenting us with some fantastic examples of the 
immense wealth of talent, innovation and best practice on 
display in both our membership and the wider industry.

“The scale of achievement in 2021 is remarkable, and 
today we were able to recognise these forward-thinking and 
professional self-starters who represent our industry on a 
day-to-day basis. Congratulations to every one of you on your success today.”   

In announcing the Chairman’s Award, Simon Banks, Chairman, BSIA, said: “As we were putting the show 
together at the beginning of June, we received the very sad news that one of the Association’s most ardent 
supporters and industry leaders for over 40 years, Tony Allen had passed away after a long battle with 
Leukaemia. Most recently Tony held the post of Chairman of Skills for Security, playing a crucial role in 
steering the company out of the poor financial position, and relentlessly driving quality improvements to course 
content and delivery.
In fitting tribute, the 2021 Chairman’s Award posthumously goes to Tony and to his family as the Association’s - 
and my own personal - thank you, for his invaluable contribution to an industry he clearly loved.”

The British Security Awards Online 2021 were sponsored by Camberford Underwriting, SaferCash, TEAM 
Software, NSI, Texecom, Optex, Wagestream, CSL Group and Fenix Monitoring and its official media 
partner was Professional Security Magazine. For 2022, the awards will be held live (COVID restrictions 
permitting), returning to the London Marriott Grosvenor Square, on Wednesday 29 June.
The full event can be viewed on the BSIA’s YouTube page, www.youtube.co.uk/user/theBSIA

https://www.britishsecurityawards.co.uk/winners-2021
https://www.youtube.com/user/theBSIA
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ADVENT IM’s, Armed Forces Covenant Officially 
Issued!
Leading Independent Information Security Consultancy, Advent IM, 
has signed up to the Armed Forces Covenant. This officially pledges 
continued support to the Armed Services Community

The Armed Forces Covenant is a promise from the nation to those who serve or who have served, and their 
families, that organisations who sign this pledge will do all they can to ensure those who serve are treated 
fairly and are not disadvantaged in their day-to-day lives.  The Armed Forces Covenant commits a business to 
support the Armed Forces Community by recognising the value serving personnel, both regular and reservists, 
veterans, and military families contribute to our businesses and our country.

ADVENT IM Co-founder, Director, and Armed Forces Champion, Julia McCarron, said of this pledge,

“From its inception Advent IM has been supporting our armed forces community as an organisation by virtue 
of the fact that our MD, Mike Gillespie, himself was a serving member of the armed forces. During our growth, 
we have recruited many ex-serving personnel, past, present and I have no doubt future, and supported those that 
continue/continued to provide reservist support. We have also actively supported the community through our 
supplier and associate network.

Our Armed Services Covenant acts as an official pledge that Advent IM will continue to support the Armed 
Services Community and I felt, given our connections, it was only right that we should sign up. I’m delighted to 
say that our signed Covenant has now been officially issued. Advent IM will always remain a strong supporter of 
the Armed Forces, covenant or not. We recognise and admire the sacrifices and achievements of those serving and 
who have served, and their spouses and partners, and will continue to do so.” 

https://youtu.be/OOcvKYueq6Q

https://www.armedforcescovenant.gov.uk/

https://youtu.be/OOcvKYueq6Q
https://www.armedforcescovenant.gov.uk/
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The UK OSPAs Are Now Open For Nominations
Entry to the UK Outstanding Security Performance Awards 
(OSPAs) is now open with a brand-new category added 
for 2022:  Outstanding Equality, Diversity and Inclusion 
Initiative.

The OSPAs provide the opportunity to highlight the best 
companies, people and projects that have made a significant 
contribution in safeguarding communities.   As well as 

providing the opportunity to say thank you to those in frontline security roles who have demonstrated 
innovation, flexibility, dedication, and resourcefulness in responding to changing and sometime challenging 
situations.

Entry is open through to 4th October 2021 and nominations are invited in sixteen categories.
Nominations will be scored by an independent panel of judges all of whom have been chosen by supporting 
associations and special interest groups to represent them.   The process is strict and robust ensuring that all 
entries have a fair and equal chance of success. 

Covid permitting, winners will be revealed at a black-tie dinner to take place on 24th February 2022 at the 
Royal Lancaster London; if not possible to do safely the event will go virtual.

Founder of the OSPAs Professor Martin Gill said: ‘the last 18-months has seen both challenges and 
opportunities for the security industry; security providers and have stepped up to the mark to carry out tasks 
that would not normally have been expected of them’.  Gill further adds ‘entering the OSPAs provides the 
opportunity to showcase the exceptional work that is taking place and I urge you all to submit at least one 
nomination, be it a company, team or individual who has demonstrated outstanding performance.’

The OSPAs are expanding around the world with schemes now running in twelve countries with another 
four due to be announced imminently!

Team Software are headline sponsors of Australia, UK, US and German OSPAs and Edith Cowan University 
sponsor the Trophies and Certificates globally.

UK category sponsors: ADS; Bidvest Noonan; CIS; Lodge Security; NSI; Security Institute; Skills for Security 
and the new EDI category is supported by the Security Commonwealth and sponsored by Assist Services 
Group. 

https://youtu.be/M__i1s0-nGc

https://uk.theospas.com/

https://youtu.be/M__i1s0-nGc
https://uk.theospas.com/
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RSPNDR Partners Monitor Computer 
Systems to Offer New Guard Response 
Services for UK Alarm Receiving 
Centres 
RSPNDR has partnered Monitor Computer Systems (MCS) to 
support the launch of an Uber-like service providing fast, reliable, and affordable guard response for intruder 
alarms.  

MCS, the UK’s leading provider of management software for monitoring centres, has integrated RSPNDR 
into the latest release of their control room software, Sentinel. 

Integrating the RSPNDR platform into Sentinel means monitoring centres and alarm installers can offer 
their customers flexible and affordable alternatives to traditional key holder or police response. 
 
“We are always looking at ways to add more value to the management systems we offer to alarm receiving 
centres,” says Michael Askew, MD of MCS.  “Integrating RSPNDR’s platform into Sentinel will reduce the 
workload associated with alarm response by automating the processes. It also offers our customers the 
opportunity to generate new service revenues.”

RSPNDR has grown to become the largest single provider of alarm patrol services in Canada and has started 
to expand into the US and other European markets.  

In the UK, the company is building a marketplace for professional responders and using their platform 
to collect alarm events from the monitoring centres, linking them to the nearest available guard from the 
marketplace, and then handling all aspects of tasking, response, and reporting. 

“We have focused on exploiting new technology to innovate and make traditional guard response services 
more flexible and affordable,” said Mark Zimmerman, RSPNDR’s CEO.   “The partnership with Michael and 
his team means that we can offer UK residential and small business users the option to use a professional 
guard service to respond to alarm events for just a few pounds a month with no call-out fees.” 

The partners believe this new approach to alarm response will overcome many of the challenges the 
security industry has faced with false alarms where, despite new regulations and more stringent technical 
requirements, it remains a major issue. They believe deploying a guard to do a quick check of the property 
will be safer and less expensive than sending keyholders. 

In Canada, RSPNDR has reacted to over 25,000 alarm events in the last 12 months and generated $Ms in new 
revenues for guard companies and the traditional security industry.  The partners believe they can repeat this 
success in the UK.

About MCS: Monitor Computer Systems has been supplying alarm monitoring platforms to the security 
industry and allied sectors since 1984. The company writes and supports its Sentinel software application 
at its base in York. We have 80 monitoring centre customers on 3 continents, all supported 24 hours per 
day. Sentinel provides a manufacturer-agnostic interface that can manage all the commonly available 
alarm and CCTV systems as well as lone worker devices, vehicle tracking systems, elderly care systems and 
environmental monitoring devices.

About RSPNDR: RSPNDR enables alarm companies to deliver dramatically faster response times. Our 
platform delivers end-to-end automation of key processes, saving alarm companies time and making guards 
and monitoring personnel more profitable, cost-effective, and productive.  In the UK, we offer monitoring 
centres and alarm installers the opportunity to generate recurring revenues and boost demand for guard 
response services. Most importantly, we give customers the peace of mind of knowing that someone will 
respond to their alarm events.

Contact: Kevin@rspndr.io      Visit : Revolutionizing Alarm Response | RSPNDR

mailto:Kevin%40rspndr.io?subject=
https://www.rspndr.io/
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BSIA Launches Inaugural National Shred Day 
In Partnership With Charity CrimeStopppers.

The British Security Industry Association (BSIA) has announced it will be hosting its inaugural National 
Shred Day on behalf of its Information Destruction members, in partnership with independent national 
charity Crimestoppers.

National Shred Day, which will be held at multiple locations across the United Kingdom on Saturday 2 
October, is an opportunity for small businesses and members of the public to safely dispose their confidential 
waste for a nominal donation. The BSIA’s Information Destructions members will be providing their disposal 
units at regional sites which will be advertised locally over the summer and will be based in the car parks of 
large commercial parks in regions stretching from the West Country to Scotland. 

All donations given on the day go towards the regional projects carried out by Crimestoppers. The charity 
supports people who have crime information and want to do the right thing, but feel they’ve nowhere else to 
turn. Crimestoppers guarantee 100% anonymity to everyone who contacts them online at Crimestoppers-uk.
org or by calling freephone 0800 555 111. 

Crimestoppers takes over 1,000 calls and contacts each and every day with information that helps stop 
crime. Once anonymised, vital intelligence is passed on to police and other UK law enforcement agencies. 
Crimestoppers information prevents bomb and acid attacks, gang violence, murders, illegal drugs, child 
abuse, domestic abuse and modern slavery. Anonymous information is also used to catch dangerous fugitives 
who are on the run both here and abroad. It also helps police investigators solve difficult cases so that 
families can get the justice they desperately seek.   

Kristian Carter, Chairman of the BSIA’s Information 
Destruction section and Commercial Director at 
Shred Station, said: “Over lockdown many small 
companies and independent traders will have stored 
up a considerable amount of confidential waste and 
often small shredders will not be sufficient enough 
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to dispose of it safely. It is essential now more than ever that 
confidential documented information on people and businesses is 
destroyed securely to avoid the possibility of fraud occurring, and our 
Information Destruction companies play a crucial role in maintaining 
confidentiality with all kinds of paper data.

“National Shred Day is an opportunity for us to assist in making sure 
that any confidential waste in your home and small office can be destroyed in a safe and environmentally 
positive way.”

Mark Hallas, Chief Executive of the charity Crimestoppers, said: “Protecting your information is a priority to 
both our charity and BSIA. We are delighted that BSIA recognises the huge value of our work in supporting 
people and communities to speak up anonymously about crime. 

“I’d like to thank BSIA for using this opportunity to help raise vital funds for our charity and I encourage 
you all to fully support the first ever UK National Shred Day.” 

The confidential paper waste that is collected on the day will be securely shredded on-site before being baled 
and recycled into paper and tissue products.

For more information on National Shred Day please visit www.bsia.co.uk/national-shred-day

Action Fraud received over 1,900 reports of courier fraud last year. The police will never send someone to your 
home to collect money, or ask you to transfer funds out of your account. Don’t make life easy for criminals.

https://www.bsia.co.uk/national-shred-day
https://www.actionfraud.police.uk/
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Guild of Security Industry Professionals Summer 
Newsletter 

WWW.GSIP.CO.UK

 As we and everyone else in the industry knows only too well, the levels of violence against security workers 
in the UK have, and continue to be, very high.

At time of writing our blog ‘Violence Against Security’, raising awareness of the high levels of violence 
against security workers!  https://violenceagainstsecurity.info/ has reached 200 posts and rising. These are 
only the tip of the iceberg, and are national media stories that we have tracked down. There will be many 
more! 

The Violence Against Security blog, lists news stories that can be searched by key word category. 

If you would like to help the project, please use the form on the website’s contact page to send us information 
and any links to media reports that we may have missed.

2021 Violence in the Security Industry Survey 
Our colleagues at workingthedoors.co.uk wanted to better understand the levels of violence in the security 
industry, from pubs, clubs, supermarkets and retail.
Door Supervisors and Security guards play a critical role in protecting society and are commonly on the 
receiving end of the frustrations and anger of the public, you are often overlooked for praise, and like many 
key workers, often taken for granted. Their survey looks at the extent of the problem.
There are some interesting results from this survey later in the news section of this edition.

Highlighting Violence Against Security Workers

https://gsip.co.uk/
https://violenceagainstsecurity.info/ 
https://www.workingthedoors.co.uk/
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The Professional Security Officer Magazine 
The last edition of TPSO Magazine, Issue #9 “Working with other agencies” and ALL back issues are 
available FREE online at: https://theprofessionalsecurityofficer.com/
In Flipbook, PDF download, or you can read individual articles online! No “registration” required!

If you are interested in contributing, please get in touch admin@peerpublishing.ltd

Mental Health & Wellbeing Initiative from IFPO UK & Ireland 
Security industry leaders and mental health campaigners Chris Middleton, Yolanda Hamblen & Nicholas 
(Nic) Reed have formed a new “Wellbeing Team” with the full support and commitment of IFPO UK. Their 
aim is to keep this serious issue front and centre and ensure the Wellbeing of Security Professionals remains 
a top industry priority - read the full press release here:
https://theprofessionalsecurityofficer.com/new-mental-health-wellbeing-initiative-from-ifpo-uk-ireland/

Keeping ahead of fraudsters!
Many commentators are critical of Action Fraud and the lack of what they perceive to be Police action in 
dealing with reported fraud in the UK. As well as personal awareness, and in the security industry we should 
be more aware than most, there are many organisations that can be approached for help if the worst should 
happen or if you are worried about a vulnerable person.

Published by Action Fraud: Find out about the organisations who are working together and helping you to 
combat fraud and bring fraudsters to justice https://www.actionfraud.police.uk/useful-organisations
According to the NCA, Fraud is the most commonly experienced crime in the UK:
https://www.nationalcrimeagency.gov.uk/what-we-do/crime-threats/fraud-and-economic-crime

Take Five is a national campaign that offers straight-forward and impartial advice to help everyone protect 
themselves from preventable financial fraud https://takefive-stopfraud.org.uk/
Keep ahead of the fraudsters – don’t fall for it!

What’s going on in the background?
GSIP is advancing efforts in developing accessible CPD security related training for colleagues in the 
industry. Initially we are looking at a series on 1-hour CPD courses aimed at front line security colleagues.

What topics would you like to see covered as part of that? This project will be 
ongoing and courses will be released on an ongoing basis. Watch this space!
Any feedback to admin@gsip.co.uk

Guild of Security Industry Professionals Summer Newsletter 

WWW.GSIP.CO.UK

https://theprofessionalsecurityofficer.com/ 
mailto:admin%40peerpublishing.ltd%20?subject=
https://theprofessionalsecurityofficer.com/new-mental-health-wellbeing-initiative-from-ifpo-uk-irela
https://www.actionfraud.police.uk/useful-organisations
https://www.nationalcrimeagency.gov.uk/what-we-do/crime-threats/fraud-and-economic-crime 
https://takefive-stopfraud.org.uk/
mailto:admin%40gsip.co.uk?subject=
https://gsip.co.uk/
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Social Media Connections
Both GSIP founders have very active social media accounts – if you haven’t already connected, please 
consider doing so….. We both post a lot of industry relevant information and Mikes ‘Wednesday Scenario’ 
on his LinkedIn account regularly attracts thousands of views and numerous comments. You are very 
welcome to get involved and have your say!

LinkedIn:
https://www.linkedin.com/in/mike-osullivan/
https://www.linkedin.com/in/rollodavies/

Twitter:
https://twitter.com/UKGoSIP 
https://twitter.com/ProSecurityMag
https://twitter.com/SecurityRollo

Facebook:
https://www.facebook.com/groups/TPSOmag

Security officer wins award, following incident with armed man.
A security officer who carried out lifesaving first aid and helped calm an 
intoxicated male armed with a Stanley knife, has been honoured with a top 
industry award.

Ashley Munn, who works for Venture Security, is part of a team of officers 
who look after a property that provides temporary accommodation for 
vulnerable homeless people. His actions in dealing with two serious incidents 
on site have seen him recognised with an ACS Pacesetters Security Officer 
of Distinction Award. 

 The annual awards recognise security officers who have excelled in their duties and gone above and beyond, 
even putting their own safety at risk, for the protection of others. 

The incidents in question happened last October. While on duty, Ashley discovered a resident who had 
overdosed on alcohol and drugs. Ashley carried out lifesaving first aid until the emergency services arrived 
and continued to support them until the male was able to be moved into the ambulance. 

The following day he was then faced with a disruptive male resident who was struggling with mental health 
issues, intoxicated and armed with a Stanley knife. Ashley supported staff to de-escalate the situation and 
disarm the man, for the safety and wellbeing of everyone concerned.

Commenting on his award, Ashley said: “I was really shocked to hear I’d be getting this award. When you 
work in security you know you are going to be faced with challenging situations and that’s where your 
training and the support of the team around you really kicks in. I’m just glad that I was able to help resolve 
the situations as quickly and safely as possible.”

Paul Howe, Venture Security’s managing director, commented: “This award is hugely deserved. Ashley 
demonstrated quick-thinking and an ability to work under pressure. His actions in response to both 
situations prevented further harm and injury, and he is a credit to the Venture team.”

Around 90 nominations were submitted for this year’s ACS Pacesetters Awards, covering exceptional work 
and individual acts of bravery. The winners were honoured at a special virtual event, which took place on 16 
June.

continued on next page

https://www.linkedin.com/in/mike-osullivan/
https://www.linkedin.com/in/rollodavies/
https://twitter.com/UKGoSIP 
https://twitter.com/ProSecurityMag
https://twitter.com/SecurityRollo
https://www.facebook.com/groups/TPSOmag


20

Venture Security MD Paul Howe with security officer Ashley Mun

Venture Security provides specialist security services to corporate and residential customers based across 
central, southern England. The company is ranked within the top 1% of UK security providers. For more 
information, visit www.venturesec.co.uk

Security officer wins award, following incident with armed man..... continued

https://www.venturesec.co.uk/
https://www.actionfraud.police.uk/
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Results of the “Working the Doors” Survey in to
Violence against Security Officers.

https://www.actionfraud.police.uk/
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Results of the “Working the Doors” Survey in to Violence against Security Officers.
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Results of the “Working the Doors” Survey in to Violence against Security Officers. Results of the “Working the Doors” Survey in to Violence against Security Officers.
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Just Out. SIA Publication:

Recruitment And Retention In The Door 
Supervision Sector July 2021

Introduction. 
This document draws on recent research conducted in 2 surveys and research we have conducted in the past. 
It also uses data from the SIA licensing system. It provides a ‘snapshot’ of the door supervision sector as it is 
now and considers employment issues within the sector. 
Summary Data from our licensing system shows that the number of door supervisor licences and licence 
applications is the highest it has been in the last 10 years. Responses from our surveys suggest that some 
companies within the sector have found it difficult to recruit and retain door supervisors. 

Responses indicated that the main barriers to retention are: 
• some door supervisors have found alternative work during the pandemic and are reluctant to return 

to the sector 
• some who have previously worked as door supervisors are reluctant to come off furlough pay 

Responses to our surveys also indicated that barriers to recruitment and retention are: 
• low pay 
• unsociable hours 
• job insecurity 
• high levels of physical and verbal abuse 
• training costs 
• the licence application fee (application or renewal) 

Working in the door supervision sector 
Telephone surveys we conducted in 2021 indicate that pay rates are usually around £10-£12 per hour. 
This is roughly the same as was recorded in the research we conducted in 2006. 

Some responses indicated that poor employment practices still exist and that some door supervisors are paid 
cash in hand. 

Survey findings also indicate that: 
• door supervisors often work unsociable hours and inconsistent shift patterns 
• shift lengths range from 3-6 hours, with a 4-hour shift being the most common
• some door supervisors view the work as a ‘stop-gap’ - a convenient source of income while they look 

for other work or pursue other career options 
• door supervisors with permanent or long-term contracts are more likely to view their role as a career
• the sector has seen a rise in the use of zero-hour contracts 
• door supervisor roles are sometimes taken as a second job to supplement the person’s main source of 

income, which means that they are more likely to: 
drop their door supervisor work in favour of their main job 
take cash-in-hand payments for their door supervisor work (because their main employer is paying 
their PAYE/NI contributions) 

Cost of entry into the door supervision sector 
The SIA licence fee has reduced recently, back to its original (2004) level of £190. Taking inflation into 
account, the licence application fee is now cheaper in real terms than it was in 2004. If the licence application 
fee had increased each year in line with inflation it would now be £298. Open-source research we conducted 
this year (2021) indicated that the cost of the door supervisor licence-linked training course is generally 
between £200 and £250. 
This year we introduced a requirement for first aid training, which has added around £50 to the cost of 
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training. Survey responses indicate that some companies charge staff for their uniform (if required) and 
relevant insurance. 

Demand for door supervisors 
The perception of those we have spoken to is that demand for door supervisors is slowly returning to pre-
covid levels and that it will eventually rise above that. 

Door supervisor licences and licence applications 
Reports generated from our licensing system show that the number of active door supervisor licences is the 
highest it has been in the last 10 years – see appendix 1. Similarly, the number of door supervisor licence 
applications in the last financial year (1 April 2020 to 31 March 2021) was the highest it has been in the last 10 
years – see appendix 2. 

Recruitment of door supervisors 
Some companies have reported that they find it difficult to recruit door supervisors. Their responses indicate 
that: 

• applicants often do not turn up for interview 
• a large proportion of applicants that do turn up for interview are not suitable 

Door supervision companies report the main barriers to recruitment and retention as: 
• low pay   • unsociable hours   • job insecurity   • high levels of physical and verbal abuse   • training costs   

• the licence application fee (application or renewal) 

Some door supervisors have found alternative work during the pandemic and are reluctant to return to the 
sector for these reasons. Some of these alternative jobs are: 
• security guard (not guarding licensed premises)   • security at covid testing centres or vaccination centres   

• delivery driver   • supermarket staff   • online retail (warehouse fulfilment)   • bar staff

Respondents indicated that such roles are more attractive because they offer one or more of the following: 
• higher pay   • more secure work   • more regular work   • more sociable hours   • longer shifts   

• job security   • less hassle 

Some companies reported that people who have previously worked as door supervisors are reluctant to come 
off furlough pay, and some do not want to pay the application fee to renew their licence. 

Survey findings and data used to produce this sector profile 
We have collated information from several different sources, including: 

• Telephone research, SIA, 2021 
• Covid impact survey, SIA, 2021 
• ‘Future scoping of the private security industry’ research, SIA/IFF, 2019 
• ‘Industry skills profiling’ research, SIA/IFF, 2018 
• ‘Impact of regulation’ research, SIA, 2006 
• Desk-based internet research, 2021 
• Reports generated from our licensing system, 2021
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Cyber Extortion – Ransom Amounts, Dynamics, 
and Milestones by David Balaban

The ransomware phenomenon has gone through nosedives and eyebrow-raising spikes since it went pro in 
2013. Despite all the dramatic fluctuations over the years, it continues to be the most prolific and impactful 
strain of predatory code on the global threat map. To top it off, it is dynamically evolving, and the security 
industry has yet to catch up with this wicked progress.

Nowadays, a combo of classic ransomware and a data breach strategy unleashed against organizations is the 
new black in the cybercrime ecosystem. The crooks leverage this two-pronged attack logic to pressure non-
paying victims into succumbing to their demands. It’s simple: if you don’t submit the ransom, your files will 
be leaked for everyone to see. Predictably enough, the average size of the ransom is aligned with the ever-
growing complexity of these attacks, reaching millions of dollars per company in some cases.
There had been a good deal of trial and error before the extortion epidemic got to the point of sophistication 
we are witnessing these days. This article is going to shed light on the game-changing milestones that paved 
ransomware’s way towards maturity.

The First Feeble Steps of the Monster
The emergence of screen lockers became the wakeup call. These were primitive programs that prevented 
victims from accessing their computers or web browsers and demanded a fee for regaining access. The 
progenitor of this trend was a Trojan called Reveton. Discovered in 2012, it was doing the rounds mainly 
via Blackhole, an exploit kit that harnessed vulnerabilities in a would-be victim’s system to execute malicious 
payloads surreptitiously.
These culprits were also referred to as “police lockers” because they typically displayed fake alerts 
impersonating local law enforcement agencies. A few mainstream examples at the time were the FBI 
MoneyPak and Metropolitan Police ransomware. They showed scary screens stating that the user had broken 
the law by downloading copyrighted materials or distributing child pornography. To avoid serving a prison 
term, the victim was instructed to pay a fine amounting to $100 or an approximate equivalent in the person’s 
local currency.
Screen locker campaigns were crude in a few ways. The ransoms could only be submitted via prepaid card 
services such as Ukash, Paysafecard, and MoneyPak. Furthermore, the adverse effects were easy to overcome. 
One of the effective ways was to simply restore Windows to its earlier state. To unlock a contaminated web 
browser, all it took was resetting it to its defaults.

https://www.cybersecurityintelligence.com/blog/ransomware-authors-go-beyond-malicious-encryption-4931.html
https://krebsonsecurity.com/2012/08/inside-a-reveton-ransomware-operation/
https://en.wikipedia.org/wiki/Blackhole_exploit_kit
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Encryption and Cryptocurrency Change Everything
The ransomware called CryptoLocker took digital extortion to the next level. Having splashed onto the scene 
in September 2013, it quickly gained notoriety for pioneering in the use of cryptography to render victims’ 
files inaccessible. In particular, this strain relied on the 2048-bit RSA cipher and kept the public-private key 
pair on a remote server rather than on an infected computer.
CryptoLocker made a difference in one more way. It was the first ransomware to accept payments in 
cryptocurrency, although it also allowed prepaid cards. The involvement of Bitcoin made it nearly impossible 
to attribute the attacks to a specific adversary because the money trail would get lost in an intricate series of 
anonymous transactions. The original size of the ransom was $100. Back in the day, this amount was worth 
about 2 BTC. As time went by, the crooks’ appetites grew and they were demanding much more ($600) at the 
end of 2013.
In 2016, the first viable Mac ransomware called KeRanger made its debut. Just like CryptoLocker, it used 
the asymmetric RSA cryptosystem to lock down victims’ data. It dropped a ransom note asking for roughly 
$500 in Bitcoin for decryption. KeRanger developers had decent operations security (OPSEC). Aside from 
taking the hard-to-trace cryptocurrency route, they instructed users to visit a payment site hosted on the Tor 
anonymity network.
Now in 2020, Bitcoin continues to be the primary payment channel in ransomware incidents. However, some 
samples of file-encrypting Trojans have deviated from this practice. The Kirk ransomware discovered in 2017 
was one of these exceptions. It used another type of cryptocurrency called Monero (XMR), which boasts an 
overarching focus on anonymity. The ransom was 50 XMR, worth about $2,000 at the time. A more recent 
example is the high-profile Sodinokibi ransomware targeting the enterprise. Its operators switched from 
Bitcoin to Monero as a payment method in April 2020 to better protect their identities against exposure. 
Security analysts argue that more extortionist groups may jump on the XMR hype train soon.
When it comes to the ransom amounts, ransomware authors distinguish between individuals and businesses. 
The latter are juicier targets that can afford to pay more. The first big payouts were reported in 2016. The 
University of Calgary had to cough up $20,000 to recover its IT systems from an attack. Madison County, 
Indiana, paid a Bitcoin equivalent of $21,000 in November of the same year to get their data back. In January 
2017, the Los Angeles Valley College submitted $28,000 to redeem files encrypted by ransomware.
Nayana, a South Korean web hosting provider, paid a whopping $1 million in June 2017 to revert to normal 
operation after the Erebus ransomware hit more than 150 of its Linux servers. In 2019, the officials of Riviera 
Beach city, Florida, chose to pay $600,000 to restore their computer networks crippled by ransomware. 
There have probably been quite a few bigger payouts, but some organizations aren’t willing to disclose such 
incidents as they fear reputational damages.
In the first quarter of 2020, the developers of two major ransomware 
species, Ryuk and the above-mentioned Sodinokibi, reportedly raised 
the size of the ransom by 33%. The average amount is now $111,605 
per plagued company.

Weird “Promos”
Whereas negotiating the recovery terms isn’t uncommon, there have been a few really offbeat offers on 
extortionists’ end. The malefactors in charge of the Spora ransomware, which surfaced in early 2017, claimed 
to reduce the size of the ransom and extend the payment deadline if a victim left some positive feedback 
about the decryption service, no matter how odd it may sound.
Another strain dubbed Popcorn Time took it up a notch. Its operators promised to lower or even cancel the 
ransom if a victim agreed to dupe their friends into executing the dangerous payload. Essentially, the threat 
actors encouraged the infected users to be in cahoots with them.

The Latest Quirk: Malicious Encryption Combined with Data Theft
In late 2019, a ransomware called Maze started a new unnerving trend. As if the encryption of an 
organization’s valuable files weren’t disruptive enough, the criminals have been additionally amassing and 

https://blog.malwarebytes.com/101/2013/10/cryptolocker-ransomware-what-you-need-to-know/
https://macsecurity.net/view/158-mac-ransomware-2020
https://nakedsecurity.sophos.com/2017/03/24/spock-will-unlock-kirk-ransomware-after-you-beam-up-a-bunch-of-monero/
https://cointelegraph.com/news/sodinokibi-crypto-ransomware-switches-from-bitcoin-to-monero-to-hide-money-trail
https://www.cbc.ca/news/canada/calgary/university-calgary-ransomware-cyberattack-1.3620979
https://www.netsec.news/madison-county-ransomware-attack-ransom-paid-unlock-files/
https://www.latimes.com/local/lanow/la-me-ln-los-angeles-valley-college-hacking-bitcoin-ransom-20170111-story.html
https://securityaffairs.co/wordpress/60281/malware/erebus-ransomware-hit-south-korea.html
https://www.nytimes.com/2019/06/19/us/florida-riviera-beach-hacking-ransom.html
https://www.coveware.com/blog/q1-2020-ransomware-marketplace-report
https://www.bleepingcomputer.com/news/security/new-scheme-spread-popcorn-time-ransomware-get-chance-of-free-decryption-key/
https://brilliancesecuritymagazine.com/guest-contributor/ransomware-families-that-publish-stolen-data/
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stealing these records. The goal is to add extra leverage to ransom negotiations, threatening to leak the data 
unless the victims cooperate with the attackers.
Later on, the felons behind other extortion campaigns such as Sodinokibi, DoppelPaymer, Nefilim, Nemty, 
Clop, and Netwalker followed suit. Most of them have even set up special websites where they publish data 
exfiltrated from the victims’ networks in case of nonpayment.
A relatively new player in this arena, the Ako ransomware, took this tactic further by demanding two 
payments: one for removing the files, and the other for deleting the pilfered data. Its authors have recently 
leaked the records of one victim that paid $350,000 for decryption but refused to send another portion of 
Bitcoin for obliterating the data from the malefactors’ server.

The Bottom Line
Ransomware is continuously extending its reach and its makers are adding new tricks to their repertoire. 
Having kicked off as simplistic screen lockers, it has become a sophisticated threat that weaponizes 
cryptography, amasses the victims’ data, and uses untraceable payment methods. Also, extortionists are 
increasingly shifting towards a Ransomware-as-a-Service (RaaS) strategy where “affiliates” execute the 
distribution part of the campaigns and the authors get their cut.
To stay safe, both individuals and organizations need to have a plan B that will help them recover from a 
ransomware attack. Maintaining data backups is half the battle. Furthermore, the use of reliable security 
software will prevent most file-encrypting threats from gaining a foothold in a system or computer network. 
Importantly, users should exert greater caution with suspicious email attachments that set most ransomware 
attacks in motion. 
  

David Balaban
David is a computer security researcher, malware analyst and 
anti-virus expert. He runs the Privacy-PC.com project which 
publishes expert content on areas such as: information security, 
pen testing, threat intelligence, privacy and social engineering. 
With over 18 years experience, David has become a respected 
writer and subject matter expert in his field.

Privacy-PC.com

https://www.bleepingcomputer.com/news/security/ransomware-now-demands-extra-payment-to-delete-stolen-files/
https://www.bleepingcomputer.com/news/security/ransomware-now-demands-extra-payment-to-delete-stolen-files/
https://privacy-pc.com/
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Technology In The Changing World Of Security 
Recruitment 

by James Doyle
Finding a job used to be a buyer’s market; there were fixed places to go and look for employment, including 
recruitment agencies. Friendly, professional staff and a well-stocked bank of positions ensured their success.

Until the candidate evolved.

The modern candidate is likely to have a smartphone and tablet. He or she will be accustomed to using that 
device as their window into the world of work and as such, they will have no incentive to switch back to 
bricks and mortar when it comes to finding a job – in fact, they are likely to hold it against an employer if it 
won’t come to them on their own terms.

The Modern Security Officer
Security officers are no different and are increasingly dictating the way they want to work; flexibly, using 
their smart phones to book work, and for a range of different companies. They no longer want to go 
searching jobs boards or trekking to a high street recruiter. They want a smarter way of working that puts 
them in control and means they can find work, cover shifts and get paid in a much more streamlined and 
efficient way.

There are individuals looking for flexibility and hours that suit their lifestyles instead of a traditional nine 
to five. There is also a rise in demand for secondary jobs to top up regular incomes. For example, officers on 
zero hours or part time contracts may look for additional flexible security shifts on their usual days off, and 
they need a quick and easy way to find job openings and flexible roles.

So, any security firm offering a job that doesn’t address the modern candidate is going to suffer.
As such, rather than following the traditional ‘race to the bottom’ approach, security recruitment is 
becoming much more candidate-driven. So, how are innovations and emerging technologies supporting this 
new ‘race to the top approach’?

Growth of SecTech
In the world of security technology, there are three main drivers: artificial intelligence (AI), gamification and 
apps. It’s not particularly revolutionary to suggest this; it’s a trend that’s clearly visible and successful in other 
markets and sectors.

Machine learning matching algorithms, facial recognition identity checks, automated invoice/payroll 
processing, AI-driven chatbots and a geolocation punch clock, gamification systems and personalised apps 
have all been brought to the security sector.

Security firms are using them for tasks such as interview scheduling, facial recognition, candidate screening 
and communication.

When deployed well, AI is an incredible boost to a security firm and its officers. AI will analyse data quickly 
and accurately, learn behaviours, identify trends and perform repetitive tasks much quicker than a human.
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Gaming For Performance And Reward
Gamification is also being used to improve performance; by using game theory and designs, security firms 
are engaging with and motivating officers, as well as supporting the candidate screening and job application 
process.

Gamification is also vital to improve performance and enhance an officer’s interest and commitment to a 
security firm by using game theory and designs to engage with and motivate individuals. Gaming principles 
can include elements such as profile rating, badges awarded for certain performance related milestones, 
employee of the month schemes, behavioural quizzes, and community engagement. It builds meaningful 
relationships, boosts employee motivation and even supports training and productivity.

Critically, in a candidate-driven market, it allows security firms to reward officers for good practice, 
empowering them to demand higher rates of pay and driving higher standards.

For those security officers who require access to instant work, gamification can speed up the recruitment 
process, testing skills such as accuracy, time management, creative thinking and logic. These modern 
strategies are enabling firms to establish a real point of difference at a time when unemployment is falling 
again.

App-y Officers
As we have established, many security officers use their mobile device to find work but firms can take 
this one step further by managing the employment process via a personalised app – including timesheet 
management and payroll systems. Apps can discreetly send push notifications that match their profile, enable 
messaging, and offer urgent vacancies when time is tight or for out of hours requests. This is particularly 
useful for temporary roles.

Security firms are operating more effectively and efficiently, reducing labour intensive tasks and streamlining 
processes. Officers are benefitting from instant engagement with their employer – completely overhauling the 
way they usually work.

Flexibility In Work, And In Pay
Just as security officers want a flexible approach to the way they work, many want that same level of flexibility 
when it comes to pay. Innovative technologies are providing temporary officers the option to drawdown on 
their pay when their shift is finished, another tick for the candidate-driven market powerlist.

Security officers of today have evolved and as such, the power is now in their hands. Firms must adapt if 
they are to meet these new expectations and digitalisation is at the centre of this with emerging technologies 
continuing to disrupt and challenge the traditional approach to security recruitment.

 James Doyle, Co-Founder And Director, Orka Technology 
Group

Orka Works is a staffing platform that leverages Artificial Intelligence and 
Machine Learning to match job-seekers with work opportunities at some of 
the UK’s largest security firms. Security officers can access temporary staffing 
jobs, as well as permanent jobs through the app. The platform features many 
tech innovations including a machine learning matching algorithm, facial 
recognition identity checks, automated invoice/payroll processing, AI-driven 
chatbot and a geolocation punch clock – making the product one of the most 
innovative staffing platforms in the market.

https://orka.works/

https://orka.works/
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Alcoholics Anonymous

www.alcoholics-anonymous.org
0800 9177 650

Gambling Aware

www.begambleaware.org
0808 8020 133

Health and Safety Executive

www.hse.gov.uk
03453009923   /   01519229235

National Business Crime Centre

www.nbcc.police.uk
0207 161 6664

Environmental Health Department
via local councils

www.gov.uk/find-local-council

Citizens Advice Bureau

www.citizensadvice.org.uk
03454 040506

Frank (Drug Advice)

www.talktofrank.com
0300 123 6600

GMB (Trade Union)

www.gmb.org.uk
020 7391 6700

Minimum Wage Reporting

www.gov.uk/national-minimum-wage-rates
via ACAS 0300 123 1100

NASDU

www.nasdu.co.uk   
01483 224320

Useful Contact Information!
In alphabetical order, not necessarily in order of greatest need! 

Useful Contact Information
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NHS Direct

www.nhs.uk
Call 111

Police Non-Emergency

www.police.uk/information-and-advice/reporting-
crime

Call 101

Relate (Relationship Help)

www.relate.org.uk
0300 100 1234

Samaritans

www.samaritans.org
Call: 116 123

Security Industry Authority

www.sia.homeoffice.gov.uk
0300 123 9298

Security Institute

www.security-institute.org
02476 346 464

Speaking Clock

www.speaking-clock.com
Call: 123

Step Change (Debt Help)

www.stepchange.org
0800 138 1111

Trading Standards (via CAB)

www.citizensadvice.org.uk/consumer/get-more-
help/report-to-trading-standards/

03454 040506

Unite (Trade Union)

www.unitetheunion.org
020 7611 2500

Think we need to add anything to this list? 
Let us know:  admin@peerpublishing.ltd
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Biometric Data Processing and the European 
Commission’s Proposal for a New Artificial 
Intelligence Regulation

by Liam Walker

AI, Privacy and Biometrics are high on every business agenda but it is a 
complex governance area as proven in the UK with the case against South 
Wales Police, the UK Surveillance Camera Commissioner staying in post 
specifically to see the case through. So, what comes next for AI regulation?

The European Commission’s highly anticipated proposal for a new Regulationi 
on artificial intelligence (AI) was released in draft, on 21st April.  As 
suspected, in the face of the rapid technological developments in AI fields, 
the Commission has decided that strong regulation is necessary to address 
the potential risks to the fundamental rights of data subjects. Though parts 
of the proposed Regulation seem contradictory – supporting innovation via 

‘AI regulatory sandboxes’, for instance – and it will be subject to some criticism, it will nevertheless make 
provisions for stricter rules relating to high-risk systems, including ‘real-time’ and ‘post’ remote biometric 
identification systems (RBIS)ii. The definition set out in the proposed Regulation would encompass automatic 
facial recognition (AFR) as well as ‘post’ identification where images of faces are matched to existing ones 
in a database. In recent years, some law enforcement agencies (LEAs) have used RBIS discreetly in publicly-
accessible spaces in order to enhance their ability to detect and prevent potential crime, though the Home 
Office insists that it wants new crime-reducing technology to be used while ‘maintaining public trust’iii. There 
are critics who believe that the processing of biometric data in this way amounts to unlawful surveillance 
that infringes on the rights and freedoms of citizens, and who would support new regulations to disallow the 
processing.

As was the case with the introduction of the General Data Protection Regulation (GDPR) in 2018, the new 
Regulation has been broadly welcomed, though its success will be borne out by how well it is enforced. 
The tougher rules relating to the implementation of AI systems will only succeed in protecting European 
citizens if the relevant supervisory authorities in the member states are able to ensure widespread compliance 
with the rules. The GDPR does mandate that biometric data – where it is used for identification – should 
be subject to more rigorous controls and considerations, although some data controllers have been found 
lacking in their due diligence. The AFR implementation by South Wales Policeiv over the last few years was 
recently found to be unlawful and their data protection impact assessment was ‘deficient’. Examples like this 
raise questions over whether – regardless of the regulations in place – supervisory authorities are properly 
resourced and able to enforce the law. If LEAs and other organisations are not able to ensure that what they 
are doing is lawful, the project in question should not go ahead, but there is currently nothing to stop it from 
doing so and any reprimand or remedial action is reactive. Supervisory authorities and those responsible 
for enforcing the new Regulation must be proactive in their oversight. That said, with the advent of such 
powerful AI systems and rapid technological progress, it is difficult for regulators to keep up, particularly in 
the case of the European Commission and Parliament where regulations are instituted at a glacial pace, due 
to the way that the legislative procedure works. Where technical innovation is allowed to interfere directly 
with society, without oversight or regulation, a gulf opens up between those who control the technology and 
those who should democratically govern its usage, into which the data subjects fall.

If the controllers of the latest technology are ungovernable and beyond the reproach of supervisory 
authorities, then has society already crossed the Rubicon in relation to artificial intelligence? Ideally, 
lawmakers would be able to evaluate the latest technology and its potential for misuse before it was made 
available on the market, but that is unfortunately not the way that the developed world works. Though that 
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is not case, and because it is useful to be able to regulate based on real-world examples, the aforementioned 
‘sandboxes’ appear to be a middle-ground that will afford the Commission that opportunity. Where actions 
are taken by regulators after the fact (e.g., investigations into biometric identification providersv), the privacy 
of data subjects is not upheld in the first instance when the processing takes place, though the further 
society moves down this road, the greater the amount of legal precedent for use by regulators. As biometric 
identification and the ethical issues surrounding AI systems move further into the public consciousness, 
there will surely be a sea change in public opinion too, likely from one of ambivalence towards a desire 
to protect the rights and freedoms of the citizen. Subsequently, lawmakers – in democratic states and 
unions -- will be made to regulate strongly against abuses of technological power. Analogously, though the 
introduction of the GDPR did not facilitate a total cultural shift in how data is stewarded, it has undoubtedly 
encouraged more care to be taken by data controllers and processors alike.

The journey into the age of artificial intelligence and ‘smart’ technology has only just begun, and as 
such, global citizens are still learning about the prospects and pitfalls. In countries with authoritarian 
governments, pervasive technology like AFR is already used as a tool to control the lives of its citizensvi, 
so it is incumbent upon developed, democratic countries to legislate wisely and uphold societal rights and 
freedoms. The proposal of the new Regulation by the European Commission is a good start, though it 
remains to be seen whether the supervisory authorities that will enforce it will be able to effectively moderate 
the people and organisations who may seek to provide and sell AI as a service. In its scope, the Regulation 
is ambitious and like the GDPR, it is extraterritorial, meaning that systems and providers based in ‘third 
countries’ but operating in the EU (or with EU citizen data) and systems operating in ‘third countries’ where 
the output is processed in the EU, will be subject to the new rules. The burgeoning relationship between 
artificial intelligence and humanity will likely be a turbulent one, fraught with missteps and oversight, but 
with informed decision-making and sensibility, the use of AI can be a powerful tool for the good of society.

i https://digital-strategy.ec.europa.eu/en/library/proposal-regulation-laying-down-harmonised-rules-artificial-intelligence-artificial-intelligence/

ii Annex III – 1(a).

iii https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/720850/Home_Office_Biometrics_

Strategy_-_2018-06-28.pdf

iv https://www.bbc.co.uk/news/uk-wales-53734716

v https://iapp.org/news/a/canadian-authorities-determine-facial-recognition-firm-violated-privacy-laws/

vi https://time.com/collection/davos-2019/5502592/china-social-credit-score/
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What is invoice fraud and how to prevent it! by Mike 
O’Sullivan

Introduction

Fraudsters never miss a trick when it comes to separating honest, 
hardworking, people and businesses, from their money!

• How would you feel if you received an invoice, and paid it, only to realise later that you didn’t owe the 
payee any money?

• How would you feel if someone took a cheque from your cheque book and wrote it out to themselves, and 
cashed it, without your knowledge?

• How would you feel if you discovered that you’d been paying for something that you didn’t owe money 
for?

• How would you feel if you found out that you thought you were paying for something, but your money 
had been going to the wrong person?

• How would you feel if you discovered that a direct debit had been set up on your bank account without 
your knowledge, and had been paying money to an account that you don’t recognise or can’t get any 
information on, for over a year?

• How would you feel if someone used details that they obtained about you, to transfer money away from 
your bank account? 

Top tip: Caller claiming to be from your bank? NEVER give anyone, even if you are convinced it’s a genuine 
caller, any information over the phone. MAKE IS A POLICY! Hang up and call your bank directly on the 
normal customer services numbers you use from a DIFFERENT phone than the one you just took the call 
on. So, if you are called on your landline, call the bank using your mobile. This is because fraudsters can hide 
on the line that they used to ring you and make it appear that they have just answered a call from you when 
you dial out. Using a different phone prevents this… 
Always be careful about clicking links in emails claiming to be from your bank…

The above scenarios happen to people all the time and can be very costly both in terms of money lost, and 
time and energy spent sorting things out and trying to get your money back. Being a victim of fraud can be 
very distressing!
Businesses encounter similar things but on a larger scale. When these kind of things happen in businesses, 
the losses can run to hundreds of thousands, people can lose their jobs and businesses can end up having to 
close as a result.
Being aware of how you can be defrauded yourself is a good first step in understanding how a business can be 
defrauded.
There are criminals who specialise in invoice fraud. They look upon your accounts payable department as a 
potential piggy bank. They will study your procedures and policies and work out how invoices are processed 
in real time. These can often be at odds! They can do a lot of research before launching their attacks. 

How big is the problem?

UK Businesses Lost £93M in 2019 Due to Invoice Fraud: 
https://www.pymnts.com/news/b2b-payments/2019/uk-finance-in-
voice-fraud-scams/

Study Finds Half Of UK Firms Vulnerable to Invoice Fraud: 
https://www.pymnts.com/news/b2b-payments/2019/uk-invoice-
fraud-email-phishing-scams/

https://www.pymnts.com/news/b2b-payments/2019/uk-finance-invoice-fraud-scams/
https://www.pymnts.com/news/b2b-payments/2019/uk-finance-invoice-fraud-scams/
https://www.pymnts.com/news/b2b-payments/2019/uk-invoice-fraud-email-phishing-scams/
https://www.pymnts.com/news/b2b-payments/2019/uk-invoice-fraud-email-phishing-scams/
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Why and how does invoice fraud happen?

Simply put, invoice fraud involves fraudsters getting paid when no money is owed. They achieve this by 
trickery, subterfuge and taking advantage of flaws in their target companies accounting, procurement and 
payment systems.
The why is simple – day to day business activities, by their nature, expose businesses to fraud risk. They 
buy and sell things, pay for services, rent and lease property, plant and vehicles. They insure things, employ 
people, hold and transfer cash, earn an income etc.
All these activities can be vulnerable to fraudsters. 

Some common invoice frauds are:

• Staff writing out cheques that they or an accomplice cash themselves or pay via companies that they have 
a financial interest in – this is generally the easiest form of fraud to detect as there is a clear trail to follow, 
but only if there is a system of checks and balances in place that reveal the fraud. A cursory audit might 
match a cheque to an invoice, but it may take a more involved audit to discover that the same cheque was 
used to transfer funds in response to a fraudulent invoice

• False invoices are paid because there are poor auditing procedures in place – in this case a fraudster just 
takes a chance by sending out an invoice and taking a chance that it will be paid. This was happening 
in 1989 when I first started working in the security industry and still happens today. That tells me that 
enough of these invoices get paid to make it worth someone’s time

• Invoices can be inflated, so you end up paying more than you should. This is not always fraud, genuine 
mistakes do happen, but it indicates poor controls

• Duplicate invoices. Again, not always fraud, genuine mistakes do happen, but it indicates poor controls. 
I spoke to an investigator who told me that he knew of a company that had paid the same invoice to a 
fraudster 3 times after it was simply resubmitted, unchanged, 3 times…

• Fraudsters use your own procedures against you – for example if you have a policy of paying invoices 
under a stated amount without checking legitimacy due to the associated cost involved in processing 
then fraudsters quickly learn to submit invoices below that level. A red flag in a case like this, would be a 
sudden increase in the number of small sum invoices

• A fraudster successfully convinces your accounts payable department to change bank details so that 
funds are paid into their accounts rather than the rightful payees. This can be done by using forged 
letterheads or spoofing emails. This is only usually discovered when the legitimate payee asks why they 
haven’t been paid. The problem the business faces here is that they’ve been defrauded, and still owe the 
money! These changes in payment details can also be made by an insider or someone who gains access 
to your systems. The simplest case I heard about was someone posing as an early morning cleaner 
who discovered user passwords left under computer keyboards in the accounts payable team area. The 
fraudster simply logged in and changed details to redirect funds. This demonstrates the importance of 
‘clear desk’ enforcement generally, (it reinforces a security awareness mindset) and additional security 
checks in higher risk areas

• VAT part of an invoice being inflated and hoping that you won’t check

The above is far from exhaustive. Although invoice fraud can be very sophisticated it generally isn’t. In many 
cases it relies on poor systems and inadequate checks and balances on the part of the target business.
The insider threat!

Businesses often bury their heads in the sand but the biggest threats to a business can be their own employees 
or other people with legitimate access to their premises and systems. There was an interesting articles 
published in 2016 in Financier Worldwide Mawgazine that’s worth reading. (Link below)

Although not directly addressing invoice fraud it does make a strong case for greater security awareness. If 
you are not familiar with the insider threat, then this article will certainly be an eye opener! 
Defending against insider fraud: 
https://www.financierworldwide.com/defending-against-insider-fraud 

https://www.financierworldwide.com/defending-against-insider-fraud
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What can security do to help a business defend against invoice fraud?

Many businesses have ‘clear desk’ and other policies and procedures in place, to protect assets and detect 
suspicious behaviour.

I’ve spoken to numerous colleagues who work in buildings where they enforce a clear desk policy but without 
a clear understanding of why it is important, and what they help prevent by being so diligent.

If you find a laptop left on someone’s desk a ‘clear desk’ policy would usually stipulate that it be removed for 
safe keeping, logged, reported and signed back out to the user when they returned to work. So far so good!
However, how long was that laptop left unattended? Had the user left their password accessible so that 
someone else could have logged in, loaded it with malware or a virus, created a backdoor in to the company’s 
system, then shut it down, without the legitimate user being any the wiser?

Even without the password, having a laptop available makes it easier for hackers to interfere with it. 
How damaging would it be for you, never mind a business, if someone installed spyware that transmitted 
every keystroke, every site or intranet page you visited, every username or password that you typed, to a 
hacker?

Do you have a system for monitoring out of hours attendance at the office? There are many legitimate reasons 
why someone might attend work out of their normal working hours, however if no one is aware of it, then it’s 
going to be difficult to verify these reasons.

If you can limit access only to those areas that people need access to, you should do so. If you work in an 
open plan style building where someone has a lot of access once they pass the security point, you need to 
consider other options. Random patrols and floor checks should be carried out where possible. 

In one building I was asked to carry out a count of how many desktop PCs there were in use on people’s 
desks. The building manager then compared this to the number that he was paying for and found a 
discrepancy in the client’s favour as they were paying for more equipment that was actually in use. Although 
this case didn’t turn out to be fraud it does show how a proactive approach and innovative measures can save 
a business a lot of money.  

How do we stop invoice fraud?

The best way to deal with invoice fraud is to prevent it in the first place:
Julian Akakpo of Julian Leslie Accountants says that there are several very simple steps that can be taken to 
help prevent this kind of fraud.
• Know who you are paying! Is there a list of approved suppliers?
• When changing bank details for a supplier ensure that part of the process involves calling the supplier on 

their office number and confirming that they are aware of and have requested the changes. Confirm the 
change in writing to their correspondence address or registered office as a matter of course

• Reconcile accounts payable and your bank account monthly
• Train people to look for red flags and what those red flags are
• Have different employees checking invoices so that a fresh pair of eyes are looking at things

Additional reading: 

https://www.allbusiness.com/detecting-and-preventing-accounts-payable-fraud-12375493-1.html
https://www.kisbridgingloans.co.uk/guide-to-fraud-prevention/what-is-invoice-fraud-and-how-to-protect-
your-business/
https://www.financialfraudaction.org.uk/businesses/advice/invoice-fraud/
https://www.charteredaccountants.ie/Accountancy-Ireland/Articles2/News/Latest-News/how-to-mitigate-
the-risk-of-invoicing-fraud

Mike O’Sullivan

https://www.allbusiness.com/detecting-and-preventing-accounts-payable-fraud-12375493-1.html
https://www.kisbridgingloans.co.uk/guide-to-fraud-prevention/what-is-invoice-fraud-and-how-to-protect-your-business/
https://www.kisbridgingloans.co.uk/guide-to-fraud-prevention/what-is-invoice-fraud-and-how-to-protect-your-business/
https://www.financialfraudaction.org.uk/businesses/advice/invoice-fraud/
https://www.charteredaccountants.ie/Accountancy-Ireland/Articles2/News/Latest-News/how-to-mitigate-the-risk-of-invoicing-fraud
https://www.charteredaccountants.ie/Accountancy-Ireland/Articles2/News/Latest-News/how-to-mitigate-the-risk-of-invoicing-fraud
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Revolutionise the way 
you fill your overtime shifts

Give your frontline staff access to 100% of their earned overtime wages to 
revolutionise the way you fill shifts and the way you do business. Wagestream 
gives your staff power over their pay with a suite of financial wellbeing tools. 

TRACK STREAM SAVE LEARN

wagestream.com

Reduce turnover

More productive workforce

Recruit better talent

No pay advances

Contact Ross to find out more
ROSS.MILLER@WAGESTREAM.CO.UK

Staff stay longer, reducing 
turnover and recruitment costs

Attracted better talent with 
tangible benefits

Reduce staff financial stress for a 
workforce who are more productive

No more manual pay advances and 
CHAPs fees saving money and resource
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The TPSO Magazine
“International Security Industry Champions List”

In recognition of the growing international readership of TPSO magazine and the superb global leaders 
that have come to our attention, the “Key People in Security List” was revamped and updated to more fully 
recognise and celebrate the outstanding work of the World’s top industry professionals, across all sectors.

This list will grow to contain the names of the Men and Women that wield positive influence, actively work 
to improve standards, and freely share their knowledge and experience for the benefit of fellow industry 
professionals, at all stages of their careers.

This is NOT a league table, and the exceptional professionals listed are not ‘ranked’ each year. All are simply 
leaders in their respective fields and countries, and stand equally recognised, admired and respected. 

Neither is this a list of large company CEOs who may do excellent work for their organisations and their 
shareholders, but have little impact in influencing the development of our industry. The “TPSO International 
Security Industry Champions List (ISIC)” contains the industry movers and shakers, the roll-models, the 
inspirational leaders, the champions and vocal campaigners. In short, this list contains the people making a 
difference, and all are shining examples of dedication to the Security industry.

YOU can nominate the people that inspire you or that have earned your admiration and respect. We also 
accept self nominations as we know that not all of the people around you have the time to sing your well 
earned praises or are aware of the full extent of your work....

Follow this link to the short nomination form:  
https://theprofessionalsecurityofficer.com/nominate-someone-for-the-tpso-key-people-directory/

People may drop off the list when they retire or move away from active participation in the security industry, 
but admission to the ISIC List is an acknowledgement of both previous and ongoing achievement and will 
not be affected by fashion or popularity.

It only remains for us to congratulate all those listed on the TPSO Magazine, International Security Industry 
Champions List! 

 
Not all nominations are successful. Any unsuccessful nomination may be appealed with new information and 
evidence, however the decision of the Directors of Peer Publishing Ltd. is final.
If any information we publish about International Security Industry Champions List members is incorrect or out 
of date, contact from the person effected or their representative would be appreciated and we will endeavour to 
get any amendments made without unreasonable delay. Contact Admin@PeerPublishing.Ltd

https://theprofessionalsecurityofficer.com/nominate-someone-for-the-tpso-key-people-directory/
mailto:%20Admin%40PeerPublishing.Ltd%20?subject=
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Name Title/Speciality Organisation Website
Ackroyd, Stephen Senior Lecturer, Aviation Security Bucks New University, UK https://bucks.ac.uk/home
Bassett, Graham Managing Director GBRUK Ltd http://www.gbruk.com

Bell, Richard
Head of Global Cyber Security & IT 
Compliance.

Micro Focus www.microfocus.com

Berkoff, Andrea Editor City Security Magazine https://citysecuritymagazine.com
Betts, Robert Director Elite Academy of Security Training http://www.elite-securitytraining.co.uk
Blackwell, Andy Managing Director Blackwell Security Consulting http://www.blackwell-security.co.uk
Brown, Jason Chairman Security Professionals Australasia https://www.linkedin.com/in/jasonbrown7
Burnett, Allan Operations Director SecuriGroup https://www.securigroup.co.uk
Burns, Alan EMEA Security Manager Lenovo https://www.lenovo.com
Butcher, Sam Business Director – Security Atalian Servest www.atalianservest.co.uk
Butlin, Bonnie Executive Director Security Partners’ Forum https://www.linkedin.com/in/bonnie-butlin
Chapple, Mark Managing Consultant SRSRM Ltd
Cooper, Roy Managing Director Professional Security Magazine https://www.professionalsecurity.co.uk

Cresswell, David Director
International Security Management 
Institute

https://www.ismi.org.uk

Currie, John Executive Director
National Association for Healthcare 
Security

http://www.nahs.org.uk

Dakin, Carl Director Silverback Security Academy Ltd www.silverbacksecurityacademy.com

Davies, Rollo
Managing Editor: TPSO magazine / Brand 
Ambassador: Orka Works

The Professional Security Officer 
Magazine (TPSO Mag)

https://theprofessionalsecurityofficer.com

Drury, Paul Global Director of Corporate Security Experian https://www.experian.co.uk
Dyson, Graeme Physical Security Consultant Morrigan Risk https://www.morrigan-risk.com
Fell, Rowena Global Technology Risk Operations Leader EY www.EY.com
Fellows, Ray CEO Eclipse Strategic Security https://www.eclipse-strategic-security.com
Folmer, Mark Vice President – Security & Industry Robotic Assistance Devices https://roboticassistancedevices.com

Frankland, Jane
Author & Champion for Women in Cyber 
Security

Cyber Security Capital http://cybersecuritycapital.com

French, Peter (M.B.E.) CEO SSR Personnel http://www.ssr-personnel.com
Gardner, Frank Security Correspondent BBC

Geddes, Will Managing Director
International Corporate Protection 
Group

http://www.icpgroupcompanies.com

Gillespie, Mike Managing Director Advent IM Ltd https://www.advent-im.co.uk

Gips, Michael Principal
Global Insights in Professional Security 
(GIPS)

http://www.gipsinsights.com

Greenaway, Nicola Managing Director International Security Expo (ISE) http://www.internationalsecurityexpo.com
Henig, Ruth (Baroness) President The Security Institute https://security-institute.org

Hill, Steve CEO
National Association of Security Dog 
Users

https://www.nasdu.co.uk

Hole, Dan Managing Director Olive Tree Training https://www.olivetreetraining.co.uk
Hopla, Brian InfoSec & Compliance Officer IT Lab
Hurst, Ellie Media Manager Advent IM Ltd https://www.advent-im.co.uk
Hurst, Mike Director HJA Executive Recruitment www.hja.co.uk

Ingram, Philip (M.B.E.)
International Defence & Security, Journalist 
& Consultant

Grey Hare Media https://greyharemedia.com

Janes, Jason Head of Security Aspers Casino, Westfield, Stratford. www.aspersstratford.co.uk

https://bucks.ac.uk/home
http://www.gbruk.com
http://www.microfocus.com
https://citysecuritymagazine.com
http://www.elite-securitytraining.co.uk
http://www.blackwell-security.co.uk
https://www.linkedin.com/in/jasonbrown7
https://www.securigroup.co.uk
https://www.lenovo.com
http://www.atalianservest.co.uk
https://www.linkedin.com/in/bonnie-butlin
https://www.professionalsecurity.co.uk
https://www.ismi.org.uk
http://www.nahs.org.uk
http://www.silverbacksecurityacademy.com
https://theprofessionalsecurityofficer.com
https://www.experian.co.uk
https://www.morrigan-risk.com
http://www.EY.com
https://www.eclipse-strategic-security.com
https://roboticassistancedevices.com
http://cybersecuritycapital.com
http://www.ssr-personnel.com
http://www.icpgroupcompanies.com
https://www.advent-im.co.uk
http://www.gipsinsights.com
http://www.internationalsecurityexpo.com
https://security-institute.org
https://www.nasdu.co.uk
https://www.olivetreetraining.co.uk
https://www.advent-im.co.uk
http://www.hja.co.uk
https://greyharemedia.com
http://www.aspersstratford.co.uk
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Jones, Peter CEO Nineteen Events https://www.internationalsecurityexpo.com/contact-us
Joy, Kate Business Development Manager DipHex http://www.diphex.com
Kaszeta, Dan Managing Director Strongpoint Security http://strongpointsecurity.co.uk
Kennedy, Rob Security Advisor UK Home Office https://www.linkedin.com/in/rob-k-4974b9103
King, Jayne Head of Security & Site Services Guys and St Thomas https://www.guysandstthomas.nhs.uk
Lavery, Peter Chairman The Security Institute https://security-institute.org
Lecky, Grant Co-Founder Security Partners’ Forum https://linkedin.com/in/grantlecky
Liardet, Adam Managing Director Audax Global Solutions Ltd www.audaxsecurity.co.uk
Mackenzie, Stephen Fire, Security & Resilience Advisor Independent Consultant https://twitter.com/StephenFireRisk
McNutt, Farrah Founder Catch a Thief https://www.catchathief.co.uk
Meason, Carl Managing Director Fenix Monitoring http://www.fenixmonitoring.com
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Body Worn Cameras
    ‘10 things to consider in a BWV camera’

Video captured is fully admissible and increasingly used as vital evidence in court. Body worn video systems 
are critical technology for reducing threats and violence against police officers and other BWV users, 
improving policy and transparency in public relations,  reducing offender complaints and speeding up the 
administration of justice.

1. Camera Visibility – it’s a deterrent 
• Body Worn video needs to be Overt and obviously “a Camera” to 

meet legislation and guidance. BWV cameras are used to ensure 
safety, security and the privacy of people being recorded. (See 
guidance – Annex A)

• People need to be made aware that they are being recorded both 
visibly (signage, lights Image etc) and audibly (tell them). Trials have 
shown that members of the public far less likely to behave in an 
abusive / aggressive manner if they know they are being recorded.

• Covert recording of video and audio is generally illegal.
                                                                 
Audax BWV Camera hardware and software are designed from an early stage to 
guarantee security from camera to courtroom. A Security and Privacy by ‘design’ product.

2. Metadata
• Metadata includes: Day / Hour / Minute / Second & GPS location all embedded (watermarked) into 

the Video footage. 
• For evidential continuity, the correct time and date must always be visible in BWV footage. 

Proprietary software should not be required to view the time and date.

For continuity, each recorded incident should have its own file or files, with a unique file name or code. The 
File name or code is not altered when the video file is transferred off the BWV camera.
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3. User Access
• It is important that the User cannot access, erase, interfere or edit recordings and also cannot gain 

access to the settings of the camera. Authentication such as a PIN password is required to replay any 
recording.

4. Memory and Encryption / Security 
• Cameras with removable memory (Micro SDHC cards etc) are not acceptable under DPA standards.   

Evidence can be deleted, cards can be removed and reformatted in any PC. Cards can be lost and 
thus a high potential of a Data Protection Breach.

• Video recordings should be protected if the device is lost. Encryption is recommended by the 
Information Commissioners Office and Surveillance Camera Commissioner as an effective way to 
achieve data security. AES-128 and AES-256 are common standards for data encryption. Password 
Security and Encryption is only effective if access codes and authentication systems are correctly 
managed.

Video recordings should be erased from the device only after being transferred to and secured in the back-
office system.

5. Battery
• Removable batteries are not secure as the recording can be interrupted and thus the chain of 

evidence compromised etc.  Battery Life – Should be capable of recording for a full shift.

6. Pre-Event and Post event recording.
• To ensure no vital evidence is “missed” the use of pre-event recording into a secure overwritten, 

non-accessible “buffer” is an accepted way of meeting privacy requirements as the recording isn’t 
“live” until activated.  
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7. Environment and where it will be used.
• Buy Cheap and buy twice – it isn’t an excuse to inflate the price in the first place!
• THE BWV needs to be robust and fit for continued use in demanding environments.
• IP (Ingress Protection) rating is the UK standard measure of the device’s resistance to dust and 

water. IP67 that is ‘dust tight’ and ‘water proof up to 1m’
• IK (Impact Protection) ratings are the UK standard measure that indicate impact protection from 

the device being dropped.
• IP and IK ratings should be proven by certification by an independent testing laboratory otherwise 

there is no proof that the standards are met.
• Every product imported into the UK needs to be CE marked and the certificate available for 

inspection. 
• If the products uses WiFi/3G/4G then EC-RED Certificate and EMC testing is a legal requirement.

8. Video quality minimum in 2021
• 720P HD produces an acceptable video recording under street lighting and inside buildings. 

Minimum frame rate is 25fps (UK PAL standard)
• Higher resolution and increased frame rates improve quality, but increase file size, data transfer 

time, and storage requirements.
• Boosted low light level performance with the use of automatic / Selectable IR will improve useability 

of the BWV Camera but it does increase battery consumption.

9. Proprietary software
• Often supplied on a disc with imported, low-cost BWV, is often unacceptable for use in the 

Criminal justice system. Proprietary file formats that require specialist replay software should not 
be used.

• A Recording must be viewable in its original format using free software such as VLC media player.
• When transferred or downloaded from the BWV camera, recordings should be preserved in their 

original format and any metadata retained.
• In video terminology, a container file format (e.g. mp4, mov or avi) comprises a video codec e.g. 

H264 or H265), an audio codec (e.g. mp3 or AAC) and information (e.g. technical metadata, time & 
date and subtitles)



49

10. USEFUL additional functions! 
• Photos - Ability to take a photograph while recording is activated is a better method of producing 

an image than acquiring a still from a video recording. High Quality JPEG image format is 
acceptable.

• Geo Tagging - Applies location data to image and video files.
• Wireless Connectivity – Wi-Fi 3G/4G/4G LTE
• Live streaming - video with audio streamed from the BWV device to a control room and then 

displayed on a mobile display device such as a smartphone, tablet or laptop, as well as to a mobile 
command.

• GPS Combined with GPS, allows a user’s location to be monitored.
• Remote control - Recording can be activated and deactivated remotely.

Note: numerous other products utilise a mobile phone as a transitional step to ‘live’ stream video and audio 
onto the 3G/4G network however, this brings many additional issues such as phones having inferior batteries 
(additional device to issue, battery to charge etc) along with security of data, virus protection, unapproved APPs, 
questionable evidence chain with an additional device being used, user security etc etc

Annex A:
The General Data Protection Regulations (GDPR) and the Data Protection Act 2018 (DPA)
The General Data Protection Regulations (GDPR) will be relevant to the retention of CCTV if the footage held 
is about a living person who can be identified from data. Articles 5 and 9 of the GDPR and Ss 34 to 42 of the 
DPA 2018 are the principles with which compliance is required. https://www.gov.uk/government/publications/
guide-to-the-general-data-protection-regulation
Protection of Freedoms 2012 (CCTV Codes of Practice: Aug 2013)
On the 12th August 2013, the Surveillance Camera Codes of Practice came into force. The Codes are pursuant 
to S30(1)(a) of the Protection of Freedoms Act 2012 https://www.legislation.gov.uk/ukpga/2012/9/contents/
enacted

 continued on next page

https://www.gov.uk/government/publications/guide-to-the-general-data-protection-regulation 
https://www.gov.uk/government/publications/guide-to-the-general-data-protection-regulation 
https://www.legislation.gov.uk/ukpga/2012/9/contents/enacted 
https://www.legislation.gov.uk/ukpga/2012/9/contents/enacted 
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Human Rights Legislation
https://echr.coe.int/Pages/home.aspx?p=home

In the picture: A data protection code of practice for surveillance cameras and personal information 
Published by the The Information Commissioner’s Office (ICO) 
https://ico.org.uk/media/for-organisations/documents/1542/cctv-code-of-practice.pdf

Of particular note Chapter 7.2 page 27
• BS 8593:2017 Code of Practice for Deployment and Use of Body Worn Video
• Body Worn Video Guidance – College of Policing 2014
•  Technical Guidance for Body Worn Video Devices – UK Home Office – July 2018 - https://www.gov.uk/

government/publications/technical-guidance-for-body-worn-video-bwv-devices-cast-2018
• Safeguarding Body Worn Video Data – UK Home Office – 2018 - https://www.gov.uk/government/

publications/safeguarding-body-worn-video-bwv-data-2018
• Data Protection Guide for CCTV and Personal Information – ICO
• Data Protection Act 1998 via Information Commissioners Office

Surveillance Camera Commissioner

• https://www.gov.uk/government/organisations/surveillance-camera-commissioner
•  Information Commissioners Office – Conducting Privacy Impact Assessments – Code of Practice – 2014

https://ico.org.uk/for-organisations/guide-to-data-protection-1998/encryption/scenarios/body-worn-video/
https://www.gov.uk/government/publications/guide-to-the-general-data-protection-regulation

Audax will be at these events. Come along, see the product range,
and talk to the industry pioneers:

The Emergency Services Show. NEC, Birmingham, 7-8 September
International Security Expo, Olympia, London, 28-29 September

BAPCO. Coventry Arena, 12-13 October

Visit:
Audax Mobile Video Security  

Body worn video security camera systems 
https://audaxsecurity.co.uk/

https://echr.coe.int/Pages/home.aspx?p=home
https://ico.org.uk/media/for-organisations/documents/1542/cctv-code-of-practice.pdf
https://www.gov.uk/government/publications/technical-guidance-for-body-worn-video-bwv-devices-cast-2
https://www.gov.uk/government/publications/technical-guidance-for-body-worn-video-bwv-devices-cast-2
https://www.gov.uk/government/publications/safeguarding-body-worn-video-bwv-data-2018 
https://www.gov.uk/government/publications/safeguarding-body-worn-video-bwv-data-2018 
https://www.gov.uk/government/organisations/surveillance-camera-commissioner
https://ico.org.uk/for-organisations/guide-to-data-protection-1998/encryption/scenarios/body-worn-vi
https://www.gov.uk/government/publications/guide-to-the-general-data-protection-regulation 
https://audaxsecurity.co.uk/
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Fraud – The MAGNITUDE Of The Problem.
Fraud is a huge problem. And it’s getting worse! Fraudsters are becoming more sophisticated and 
determined. The sums of money stolen as a result are increasing and devastation caused to targets of fraud is 
real and long lasting.

We’ve all read stories about people being ripped off for their life savings and we are exposed to constant 
messages warning us to keep our personal details confidential and to be very careful who you speak to about 
your finances.

A lot of people feel that they aren’t rich enough to become a target for fraudsters. The simple truth is, if you 
have £5 and there is a way of stealing it from you, you are a target!

So, if you with your £5 are a target, it doesn’t take much to work out that 
no individual, company or business of any kind, is immune from being 
targeted by fraudsters. I witnessed someone pick change off a table in 
a café where a blind customer was having breakfast. Seeing someone 
stealing from a blind person so casually was certainly unexpected! This 
tells us that there are no morals restricting the levels to which some 
people will stoop when presented with the opportunity to steal.

Going out and stealing is hard work, risky and involves the thief having 
contact with their targets.
Stealing remotely, by fraud, is potentially more rewarding, in terms of 

return for effort, less risky and usually involves zero direct contact with potential victims.

Dealing with a faceless foe is challenging and gives great satisfaction when they are thwarted. Your business 
will be a target of fraud whether you are aware of it or not. If you are not checking, you don’t know, if you 
start checking you will find anomalies.

Thwarting a fraudster will just see them move on to the next target, which is why awareness and education 
is so vital in combatting them, and why dedicated financial crime experts are needed to detect and deal with 
threats in the first place. Awareness and education will help the next target – but fraudsters will evolve. So, 
awareness and education should evolve as well, which is why TPSO constantly harp on about the importance 
of CPD.

However, fraud awareness, detection and prevention should be considered part of a business culture rather 
than ‘someone else’s job’!

The stores manager who orders extra toilet rolls so that they can take some home can cost a business 
hundreds over the course of the year. Undetected fraud leads to more, its human nature. So before long the 
storeroom manager is ordering extra supplies for family members and starts bringing their car to work to 
load it up. Next comes the market stall and stealing to order. All paid for by an unsuspecting employer. I’m 
using real life examples that I’ve experienced directly during my career.

Little frauds combine to cost an employer a lot. Fraud is by its nature, discrete and very difficult to detect. The 
costs aren’t realised by a business until it is detected and investigated.

Whether or not you want to pursue a career in financial crimes, fraud prevention or similar, being aware of 
fraud and having the ability to recognise and detect warning signs that are often right in front of you, can 
make the difference between you, as an individual, and your employer or client, being ripped off.

Mike O’Sullivan
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Digital Document Fraud.
Peter Darby Associates - Training Course Review.

If you need to check documents and files for evidence of tampering, the Digital 
Document Fraud course from Peter Darby Associates is ideal! I’d been looking 
at their range of courses for some time so when I was I was offered a free place in 
return for an honest review I jumped at the opportunity!

Everyone knows that fraud is a huge problem. Fraudsters are becoming more 
sophisticated. To protect against them, and the mayhem that they cause, we need to 
have the knowledge and skills to do so.

“The Digital Document Fraud course teaches ways to detect digital documents that may have been tampered 
with, copied or faked”

And it does what it says on the tin! Most of my career I’ve worked security in financial institutions, so I’ve 
had some experience in fraud detection. Had I benefited from this course, or similar, early in my career it 
would have been a game changer! 

It’s been a while since I’ve studied, so I started off a bit rusty but was kept on course by very prompt and able 
support from the course tutor! Any questions were responded to fully and expanded on the course material. 
The course material itself was very comprehensive and well structured. Each lesson built on the previous 
with practical exercises interspersed so that students can see the practical applications of the new knowledge 
gained.

All in all, an excellent course, very relevant for anyone – after all the fraudster is everyone’s enemy!

Peter Darby Associates - https://pdacounterfraud.co.uk/
        
              Mike O’Sullivan
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I.D Fraud: How to Spot a Fake ID
(& What to do if You Find One)

If you work as a door supervisor, the chances are good that, sooner or later, you will be employed by a venue 
that requires its patrons to present some form of photographic identification before entering the premises.

 
British law does not require most venues to check for ID 
as a matter of course. Instead, it is at the discretion of the 
venue itself whether or not to check ID at the door. Some 
venues choose to check everyone’s ID at the point of entry, 
while others simply apply ‘spot checks’ to those who appear 
to be underage but are already inside the venue.
 
There are benefits and drawbacks to both approaches. In 
establishments that serve alcohol, checking IDs at the door 
makes it easier for bar staff and people ordering drinks 

to simply get what they want with minimal waiting around or fuss. However, checking at the door usually 
involves longer-than-usual queues, which can be frustrating, as well as off-putting for the patrons outside.
 
Mandatory door checks can also be difficult for patrons who do not carry a valid form of photo ID. After 
all, not everybody carries ID. Those who don’t have a driver’s license or passport, are morally or politically 
opposed to carrying ID, or have simply forgotten to bring any out with them, will need to be turned away.
 
It can be tough to deny entry to a patron that has done nothing wrong, especially if that patron is visibly old 
enough to drink and there are no other reasons to expel them.
 
Nevertheless, by the time you get hired, the venue’s proprietors will have reached a decision one way or the 
other - and it will be your job to enforce that decision.
 
This guide will not attempt to discuss issues such as the Government’s controversial plans to enable a 
universal ‘COVID ID’ scheme, or the ethical and moral issues raised by ID cards in general. Those are 
different debates for another time and are not of specific relevance here.
 
Instead, we will attempt to offer a comprehensive guide to checking IDs and spotting fake IDs as well as 
offering our best advice regarding the correct handling of false documents.
 
Much of the information available here was gleaned from the UK Home Office’s ‘False ID Guidance’ 
document from 2012. The guide is specifically aimed at door staff, as well as other people who work in 
licensed premises. It is available to read in full by clicking HERE.

1.   General Information 
The most common forms of ID used by the British public are driver’s licenses. Both a full driver’s license and 
a provisional driver’s license are acceptable as forms of ID. CitizenCards and Proof of Age (or ‘PASS cards’) 
are accepted by some, but not all, venues.
 
Other acceptable forms of ID include passports of the kind introduced in 2006, passports of the kind 

https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/183495/False_ID_guidance.pdf
https://www.drinkaware.co.uk/facts/alcohol-and-the-law/buying-alcohol
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introduced in 2010, viable passports from nations besides the United Kingdom and, as previously mentioned, 
driver’s licenses.
 
Fake IDs, such as a ‘provisional motorcycle license’ or a ‘UK national identification card’ (or variations 
thereupon) are commonly used in order to convince door supervisors, retailers and bar staff that the holder 
of said card is older than they are.
 
Such cards, though illegal, are relatively easy to obtain. In some cases, the card holder has manufactured 
it themselves, in others, the card has been purchased from a vendor, usually via the Internet. Since the 
companies that produce these cards are often based in other countries, it is very difficult for the UK to 
prevent their manufacture and sale.
 
Some places, though not the type of venues covered here, will accept a letter displaying the person’s name 
and address as a form of ID. This may be something like a water or gas bill, or possibly a payslip. Since 
these do not contain photos of the person, they are not considered to be valid ID by the vast majority of 
establishments. However, a patron may still present them to you with the hopes of gaining entry.
 
Additionally, some patrons do not carry a driver’s license, but, due to concerns about losing their passports, 
don’t carry those either. Instead, some patrons will present a photocopy or scan copy of their passport. 
Although in the vast majority of cases this is entirely innocent, it does not qualify as a valid form of ID as 

such things can be easily created using programs and apps like 
‘Photoshop’.
 
It can be a shame to turn away an otherwise decent and 
reasonable customer due to such a minor issue, but the law 
does not regard these items as legitimate. It is important 
to note, however, that these items are not considered to be 
false documents and are in no way illegal. They are not to be 
confiscated under any circumstances.
 

The perceived harshness of these laws can see many patrons becoming frustrated and upset, especially if it 
ruins their evening. Turning a prospective patron away too harshly can jeopardize their chances of returning 
and damage the business overall, as well as harming your own reputation. As a result, it should always be 
done respectfully and sympathetically in order to minimize the customer’s disappointment.
 
Saying something like, “If you can come back with your passport, I’d be glad to let you in”, or “I’m sorry, but 
that’s the law” demonstrates that you are only doing your job and can go a long way towards dispelling the 
notion that you have ‘singled that person out’ for purely vindictive or prejudicial reasons.

2.   Alcohol in the UK 
The main reason given for the need to produce ID in venues and nightspots is alcohol misuse.
 
The United Kingdom is frequently listed as one of the countries that drinks most heavily. In fact, in 2016, we 
ranked 24th in the world (on a list that included 189 countries), according to the World Health Organisation.
 
In 2005, the government created the Alcohol Misuse Enforcement Campaign (AMEC) in an attempt to 
curb underage drinking. It failed to make much of an impact, so then-Home Secretary Charles Clarke 
called together a group of major retailers to form the Retail of Alcohol Standards Group (RASG). The group 
launched its ‘Challenge 21’ initiative a year later, which was replaced in 2009 by ‘Challenge 25’, whereupon 
the bartender or retailer is required to request ID from any person they deem as looking younger than 25 
years old.
 
The initiative was reasonably successful in its aims, seeing underage drinking numbers reduced significantly. 
However, the UK is still statistically a country that drinks to excess, with or without an excess of underage 

https://en.wikipedia.org/wiki/List_of_countries_by_alcohol_consumption_per_capita#:~:text=2016%20WHO%20data%20%20%20%20Country%20,%20%2068.9%20%2037%20more%20rows%20
https://en.wikipedia.org/wiki/List_of_countries_by_alcohol_consumption_per_capita#:~:text=2016%20WHO%20data%20%20%20%20Country%20,%20%2068.9%20%2037%20more%20rows%20
http://rasg.org.uk/about/
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drinking.
 
In 2009, then-Chief Medical Officer for the United Kingdom, Sir Liam Donaldson, an architect of Britain’s 
smoking ban, claimed that people who drink alcohol from an early age will drink more frequently than those 
who begin drinking at the legal age or above it.
 
Alcohol misuse has been proven to be a cause of, or key contributor to, many serious health problems, 
including liver disease and various types of cancer. Dr. Donaldson therefore proposed a series of stringent 
measures designed to limit the availability of alcohol, these included raising prices and tightening licensing 
laws.
 
Not all of Dr. Donaldson’s recommendations were adhered to, but some certainly were and his advice became 
a rallying point for those in power who were keen to prevent underage drinking specifically.
 
One of these strategies, rolled out in 2010, involved making ID checks a mandatory condition of being 
granted a license to sell and distribute alcohol. Another involved the options of punitive measures being 
taken against retailers and venues that were seen as not taking the new legislation seriously enough.
 
Of course, with the tightening of restrictions came a rise in forged documents and fake IDs, which leads us 
neatly back to the main subject of this feature.

3.   What Types of Fake IDs Am I Likely to Encounter?
 
According to the UK government, there are 5 types of false document. These are:
 

• A genuine document that is being used by someone other than its true owner.
• A genuine document that has been somehow altered.
• A genuine document that has been obtained via fraud.
• A fake document that is a copy of a genuine document.
• A fake document that is designed to look genuine but is of a kind that does not actually exist.

 
Examples may include a younger brother or sister borrowing their sibling’s ID and using it to gain entry to 
venues and buy alcohol, or a younger person doctoring the ‘date of birth’ information on their card in order 
to claim that they are older than they are.
 
It is also possible that a person may scan a real document, then doctor elements of it (such as the date of birth 
information or photograph) using photo editing software. This can make it look practically indistinguishable 
from a copy of a genuine document.
 
Other examples may include an entirely fake ID, created from scratch. A quick Google search for ‘fake 
driver’s license’ or similar, will instantly deliver a plethora of sites that offer easy ‘how to’ guides for the 
creation of false documents. There are even downloadable smartphone apps dedicated to this purpose.

4.   Fake IDs and the Law
 
Several laws cover the use of fake IDs and false documentation; these include the Forgery and Counterfeiting 
Act 1981, the Fraud Act 2006 and the Identity Documents Act 2010.
 
The Forgery and Counterfeiting Act is pretty straightforward. It basically states that a person is guilty 
of forgery if they create a false document with the intent of themselves or somebody else passing it off as 
genuine. The act also deals with counterfeit currency, such as notes or coins.  
 
The Fraud Act 2006 better defines fraud in the eyes of British law. The act defines three key types of fraud, 
including false representation (such as would be committed by a person using a fake ID) and unambiguously 

https://en.wikipedia.org/wiki/Liam_Donaldson
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defines the use of false IDs as a type of fraud.
 
The Identity Documents Act defines what is meant by ‘identity documents’ (and, by extension, basically tells 
us what forms of ID are acceptable in various 
scenarios). It also makes the offense of using (or 
having in your possession and intending to use) 
a fake ID or false identity document, punishable 
by up to 10 years in prison.
 
This law does contain some leniency, however, 
as it ensures that the punishments are reserved 
for those people who know that the document 
is false. It is possible, if a little unlikely, that 
a person in possession of a fake ID may have 
no idea that it is a fake. If this could be proven 
beyond reasonable doubt, the person would not 
be found to have violated this law.
 
Finally, it is important not to profile people. A person may look a little ‘rough around the edges’, but this, 
by itself, is not in any way evidence that their ID is fake. Indeed, the patron in the expensive suit with the 
perfectly coiffed hair could just as easily be wielding fake documents.
 
Profiling often stems from the prejudices held, either consciously or unconsciously, by the door staff 
themselves. If these prejudices come to influence decision making, you could find yourself falling afoul of the 
Equalities Act 2010, which can be devastating for a business.
 
It is important that you take each case on its merits and remember that people can always surprise you.

5.   How do I Spot a Fake ID?
 
Really good forgeries are almost indistinguishable from the real thing. However, there are always giveaways.
 
The first thing to be aware of is your first impression upon being handed the ID. If it feels somehow ‘off’ – 
and this could be indefinable at first, it’s worth taking a closer look and trusting your instincts.
 
You may not know this, but you have about 1,300 nerve endings for every 6-and-a-half square centimetres in 
your hands. They are truly incredible instruments.
 
A few years ago, an American team at the University of California determined that the human hand is so 
sensitive that it can feel the difference between  surfaces that differ by just a thin layer of molecules. You 
might not know why the ID feels ‘wrong’ in your hand - and it may look perfectly fine, but if you’ve handled 
enough identical cards, one that is different will probably stand out.
 
If the card feels too stiff or too floppy, too light or too heavy, rougher, bumpier or even ever-so-slightly bigger 
or smaller than it ought to be, you may well be handling a fake ID.
 
Another clue may be in the colouring. If the colours are slightly ‘wrong’ (e.g., if they appear a shade too 
bright or too dull) you may be looking at a fake ID.
 
In some cases, such as in instances whereby a young person is using the ID of an older sibling, the person 
using the fake ID may attempt to alter their appearance in order to match the photo image on the ID. 
Examples of this may include wearing high heels in order to appear taller, bleaching or dyeing hair and 
generally dressing to appear older.
 

https://www.biomat.com/hands-feet-and-reflexology-the-gateways-to-total-body-health/#:~:text=There%20are%207%2C200%20nerve%20endings%20in%20your%20feet%2C,nerve%20endings%20per%20square%20inch%20in%20your%20hands.
https://www.biomat.com/hands-feet-and-reflexology-the-gateways-to-total-body-health/#:~:text=There%20are%207%2C200%20nerve%20endings%20in%20your%20feet%2C,nerve%20endings%20per%20square%20inch%20in%20your%20hands.
https://www.universityofcalifornia.edu/news/amazing-sensitivity-human-touch
https://www.universityofcalifornia.edu/news/amazing-sensitivity-human-touch
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In terms of faces, the chin and forehead generally remain constant over time. Our ears and noses, on the 
other hand, never actually stop growing (because cartilage continues to divide and grow as we age), so these 
are not always good indicators that a photograph has been faked.
 
Noses, while usually good for identification, aren’t always 100% reliable, either. A broken nose, for example, 
can cause the nose’s shape to change dramatically. In addition, rhinoplasty (commonly referred to as a ‘nose 
job’) is also among the most common forms of plastic surgery available.
 
Ears that jut out a bit in the photo may have since been pinned back for cosmetic reasons. A person may also 
age; developing jowls, wrinkles or other lines, or else gain or lose a significant amount of weight, which also 
changes the face. They may even wear coloured contact lenses, which can change their eye colour.
 
The chin and the forehead, on the other hand, are unlikely to change much in a person’s lifetime. A forehead 
may become more visible due to hair loss (for example, in cases of male pattern baldness), but it will still 
retain the same basic shape and size relative to a person’s face. If these seem ‘right’, then changes in hairstyle, 
weight or age are probably explainable. Of course, some patrons can grow beards, which can obscure the 
chin. In such cases, focus more on the nose and forehead.
 
Remember that a British passport comes up for renewal once every 10 years, as does the photo ID component 
of a driver’s license. Think about how much you and the people you know have physically changed in the last 
decade. Conceivably, a person may be using a picture of them that was taken when they were 33 and showing 
it to you now that they are 43. As you are probably aware, a lot can happen to a person in a decade!
 
When handing you a fake ID, some people may attempt to distract from the ID itself by making conversation 
or causing a minor disturbance. Always regard such behaviour as slightly suspicious. It is important to 
always examine an ID carefully in order to be absolutely certain of its authenticity.
 
If you have doubts, you might ask the patron to recite some details from the card. A healthy person ought to 
have no trouble telling you their date of birth or home address (although you should allow for some people to 
be slightly flustered by the question).
 
When you request this information, listen for the way in which the person answers. Are they telling you 
something that’s obvious to them, such as where they live or how old they are, or do they sound like they’re 
reading from a script? Does the person seem nervous, are they showing any visible signs of lying?
 
You may also ask patrons to tell you their star sign. This might seem silly, but it can be a good way of catching 
people out. Whether we follow astrology or not, most of us know our star signs and can recite them without 
much, if any, effort. So, a person whose ID lists them as being born in February would be either a Pisces or 
an Aquarius. If they answer with anything else, this could be evidence that they are lying about their date of 
birth. People who have prepared fake answers can sometimes be caught out this way.
 
If they can’t answer any questions at all, it goes without saying that this is very suspicious – and should be 
treated as such.
 
One other way to tell if an ID is a fake is to request that the patron show you another card from their purse, 
pocket or wallet. If their ID is giving you reason to doubt them, ask to see (but do not handle) a bank card. If 
the names on the bank card and the ID don’t match, this could be evidence that the ID is a fake. Wallets can 
include things like library cards, store cards, membership cards and more besides. At least one of these ought 
to match the ID being shown if, indeed, that ID is genuine.

6.   What Should I Do If I Find a Fake ID?
 
As a door supervisor, you have the power to confiscate any illegal items found on the premises. This includes 
things like drugs, weapons and false documents (illegal under the Forgery and Counterfeiting Act 1981).
 

https://www.gov.uk/government/news/be-passport-aware-check-passport-expiry-before-booking-trips
https://www.moneysavingexpert.com/travel/renew-driving-licence/
https://www.moneysavingexpert.com/travel/renew-driving-licence/
https://hackspirit.com/how-to-tell-if-someone-is-lying/#:~:text=How%20to%20tell%20if%20someone%20is%20lying%3A%2010,...%207%20Hardline%20Pauses.%20...%20More%20items...%20
https://hackspirit.com/how-to-tell-if-someone-is-lying/#:~:text=How%20to%20tell%20if%20someone%20is%20lying%3A%2010,...%207%20Hardline%20Pauses.%20...%20More%20items...%20
https://www.horoscope.com/zodiac-signs
https://www.quora.com/Can-bouncers-in-England-legally-confiscate-a-persons-I-D
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However, this law only applies if the fake ID is discovered while the patron is inside the venue (i.e., during a 
door check, spot check or search) or if the venue has a confiscation policy in place.
 
If the patron is outside the venue when the ID is discovered and the venue does not have a specific policy 
concerning fake IDs, you will legally have to return the document or else face accusations of theft.
 
If the document is discovered inside the venue, you do have the power to detain a suspect until the police 
arrive (although this would be highly irregular). In most cases, door staff simply confiscate the fake ID before 
escorting the patron from the premises and passing the ID on to the police.
 
The person attempting to use a fake ID has broken the law. However, you will not be able to perform a 
Citizen’s Arrest upon them, as those should only be attempted in extreme circumstances such as instances of 
violent crime or attempted burglary.
 
On the whole, your course of action upon discovering a fake ID may be determined by a number of factors. 
The venue may have a strict policy of reporting all fake IDs, as well as those using them, to the police. In 
which case, this is what you will have to do.
 
In cases where the venue does not have a specific policy in place, the decision may fall upon you and your 
conscience. A person caught with a fake ID may face up to 10 years in prison, as well as incurring a large fine. 
In some cases, you may be able to explain this to the person, especially if they are young. It’s up to you, but 
sometimes a strong verbal warning can be enough to make sure that person never again breaks the law.
 
It is worth remembering, however, that bar staff who serve alcohol to minors can face hefty fines themselves, 
so this is still a serious issue.
 
Once a fake ID has been viewed or confiscated, it should be recorded in the venue’s incident book. It may also 
be worth providing a brief physical description of the person who attempted to gain entry with it.
 
If the ID was confiscated, it must be kept in the same secure place as any other contraband and then passed 
on to the police at the earliest opportunity.
 
It is definitely advisable for the venue to put up a written warning about the consequences of carrying false 
IDs. Not only does this reduce anger or frustration being taken out on door supervisors, it also makes it clear 
that the person using the fake ID was aware of their transgression and its consequences, which can help in 
situations that end up going to court.  

7.   Technology that can Help
 
There are a number of technological 
innovations that can help you to detect fake 
IDs. Included among these are ID scanners. 
These usually take the form of small desktop 
devices that can scan passports and driver’s 
licenses quickly and with incredible accuracy.
 
Smartphones can be used to virtually check 
people off of a guest list, which also makes 
formal events slightly safer and easier to 
manage.
 

https://www.workingthedoors.co.uk/why-it-is-important-that-you-are-point-of-entry/
https://www.gbgplc.com/en/products/venue-id-scanner-scannet/nightclubs/
https://patronscan.com/id-scanner-for-bars/
https://patronscan.com/id-scanner-for-bars/
https://www.nightclub.co.uk/about-us/
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Technology that can help door supervisors in various ways is already widely available, from metal detectors 
in venues, to a better standard of portable equipment and more besides.
 
However, nothing has yet been invented that can keep a place as safe as a well-trained, reliable door 
supervisor with a dedication to their duty and a firm-but-fair demeanour.

www.greyharemedia.com/TPSO
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It’s raining it’s pouring and cyber-crime is soaring…
(The Rise and Fall of Cyber Crime.)

First Published in TPSO, 2018

I was speaking at an event a while back, and the host Matt Royle of Probrand highlighted some recent 
research they’d done showing how, in the UK, a cyber-attack is more likely than rain (which given our 
weather, is pretty depressing.)

“36% of days saw precipitation in the UK” but “43% of UK businesses attacked each year” –
YES in the UK, cyber-attacks are more common than rain…
Considering how us Brits are known for our rain, I thought that it was a brilliant and very impactful way 
of highlighting figures and stats we know (but often ignore). That old children’s rhyme came to mind, “It’s 
raining, it’s pouring and cybercrime is soaring….” (In fact it’s soaring so much that a study by Cybersecurity 
Ventures predicts the annual global cost of cybercrime will be $6 trillion by 2021 –up from $3 trillion in 
2015).

So why is cybercrime continuing to grow and why aren’t more resources being thrown at it?

The Appeal of Cybercrime…
Criminals make the same Risk decisions we do – they can’t always measure the potential reward of their 
crime, but they can strive to lower their risks and maximize their gains.
Traditional crime, such as breaking into a building with a crowbar in the middle of the night, requires lots of 
effort, is risky and carries higher potential punishment (for rewards such as petty cash and used PC’s).
In contrast, cybercrime is low effort, hard to detect, currently has lower punishments and vastly multiplies 
their reward. Cybercrime is a numbers game – and it’s not in our favour….

So what is typically at risk?
Client databases and financial information for multiple people (including yours as employees). Information 
on large value client transactions (property, acquisitions, mergers etc.) Valuable IP (how you do the things 
you do and growth plans etc.)
Your ability to operate as a business (how much do you need system access to perform routine work?)

https://cybersecurityventures.com/hackerpocalypse-cybercrime-report-2016/
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Why isn’t it being taken more seriously?
The UK Government IS taking it seriously – It’s been a key area of discussion for decades – securing our 
critical national infrastructure against cyber-attacks is a visible priority, (as is helping “Joe Public” and SME 
business owners become more secure too, but it’s not an easy task.)

In June 2014, the UK Government launched a scheme called Cyber Essentials, an information assurance 
scheme to help businesses and organisations adopt good practice in cyber security and protect against a wide 
variety of common cyber-attacks. Operated by the National Cyber Security Centre (NCSC), organisations 
can obtain 2 levels of certification; a self-assessment of systems where the assessment is then independently 
verified, or an enhanced certification where the systems are independently tested and Cyber Essentials is 
integrated into a business’s information risk management.

Working alongside the NCSC are Regional Organised Crime Units (ROCUs), these units have specialist 
cyber security teams that work with businesses and organisations to help them reduce their risk of falling 
victim to cybercrime. There are currently 10 of these units across the country, each with their own website 
and social media channels; advising on news, best practice and contact information.

There are also a number of professional industry organisations and high quality publications (such as this 
one) providing valuable thought leadership, practical guidance and accessible content. I’ve spoken at events 
held by both CREST and IISP (Institute of Information Security Professionals) and have seen first-hand their 
drive to advance standards of professionalism and increase the industry talent pool.

What does this mean for you?
The average person or business owner has more readily available advice on good practice (that you can easily 
follow to reduce your risk) than ever before – and as an industry we’re getting better at communication. 
People are calling out vendors who operate on “smoke and mirrors” and although there’s still too much 
jargon – things are getting clearer.

In the end though, it all comes down to you as an individual – deciding what YOU are going to do about 
security. Some of the actions you can take are in the advice and links at the bottom of this article but 
ultimately criminals are counting on you not to take them.

Is your risk increasing and what can you lose?
YES – Whilst traditional crime is generally decreasing, cybercrime risk is increasing.
Your money, your information, your reputation, your IT equipment and your IT based services are all at 
risk. Whether you manage your own systems and devices, or rely on third-party hosted systems (i.e. ‘in the 
cloud’), your risk is real, constant and growing.
Criminals have always tried to find the easiest marks with the richest rewards – these are things that increase 
your risk:
High potential for Ransomware extortion – data reliance, or a strong reputation you want to protect.
High reward for successful man in the middle attacks – intercepting client funds.
Financial data with high value, that can be sold on the Dark Web for secondary profit.
Strong reliance on systems access – for your team to be able to operate your business.
A need to safeguard your reputation – especially for protecting clients’ confidential information.
Having weak security practices or defences – in comparison to their reward if successful.
N.B. If you’re a trusted advisor e.g. a publisher, a security company who sends out client updates, an 
accountant, a lawyer (anyone whose emails might be immediately “trusted” and clicked on) you may be 
targeted for your access into others systems. Criminals can make additional money by exploiting your 
trusted advisor status (and systems), to deliver malicious software to your clients and then extort them too! 
(It’s the ultimate criminal pyramid scheme and often referred to when discussing “supply chain breaches”).

Protecting yourself & the people you care about:
Managing cyber risk is a business AND personal decision – you may be worried about making the right 
choices. However, even though your risks are increasing, reducing them has never been easier!
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So what can you do about cyber security?
1) Make sure you have your “Cyber Essentials” covered.
An easy way to check this is to investigate the UK Government’s “Cyber Essentials Scheme”. It contains 
practical, Government backed advice, from globally recognised cyber experts (including GCHQ / CESG).
The information from Cyber Essentials is FREE – it helps you understand the real implications and 
consequences of a cyber-attack and gives you the inside track from GCHQ on protecting yourself.
Evidence shows implementing Cyber Essentials can reduce your chances of a successful attack – by up to 
80%.

2) Check where your Service Providers store your data, and how they are protecting it.
Ask the same questions of your service provider, as you would with your own in-house team. They ARE 
your own systems and it is your data, even in the cloud! (Even with a hosted service, the data risks, GDPR 
requirements and legal responsibilities, remain yours).

3) Take action, almost any action – is better than no action.
Harden Your System Defences – e.g. enabling auto-update for software patches, anti-virus etc. Reduce 
“Human Factor” Risk– e.g. providing cyber security training on Phishing etc.
(It not only helps protect your business, it helps protect your employees’ families too!)
Protect Yourself if Things go Wrong – e.g. making offline backups.
(Backups that are made and stored separately to your system, so ransomware can’t infect them)
Know that consistent small actions over a period of time (Kaizen) will all add up to significantly reduce 
your risk…

Useful Links & Further Reading:
Cyber Essentials
Government-backed walk-through on protecting yourself against cyber threats + accreditation options. Take 
Action! Reduce your Risk – Protect your Reputation.
(It’s not difficult and will help you protect your assets and clients.)
https://www.cyberessentials.ncsc.gov.uk/

A Cyber Guide for Small Business (UK Government)
Policies and practices to Fast-Track your understanding and make Cyber Simple. 
https://www.ncsc.gov.uk/collection/small-business-guide

Nicola Whiting MBE

Chief Strategy Officer at acclaimed cyber security company, Titania 
Group. Nicola is an Amazon bestselling author, writer and advocate for 
diversity in all forms.
In 2017 & 2018 SC Magazine named her one of the top 20 most 
influential women working in cybersecurity. Nicola was also recently 
named on SC Magazine’s Women of Influence Top 30 Global 
CyberSecurity Leaders (2021). 
In 2020 she received an MBE for Services to International Trade and 
Diversity.

https://www.ncsc.gov.uk/cyberessentials/overview
https://www.ncsc.gov.uk/collection/small-business-guide
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TPSO Magazine’s Corporate Partners!

TPSO Magazine’s Corporate Partners!

The Professional Security Officer Magazine works closely with a small group of outstanding quality 
organisations, who support our goals and objectives. These organisations meet our ethical and 

professional standards and are wholeheartedly endorsed by TPSO as exceptional companies in their 
respective fields. Many apply. Few are accepted. In return for the financial assistance that keeps the 

magazine FREE, and not overwhelmed by advertising, we enthusiastically support and promote them to 
the Security Industry. Being a TPSO corporate partner is a mark of quality and we salute our 2020 /2021 

allies, and thank our new primary sponsor, Audax Global Solutions Ltd.

If you have a company that operates in the UK security industry and would benefit from the substantial 
exposure and support that TPSO magazine can provide, both in our publications, and across our social media 
outlets, then why not get in touch and find out about the substantial advantages that Corporate Partnership 
brings.

Drop Mike O’Sullivan a line at: admin@peerpublishing.ltd

mailto:admin%40peerpublishing.ltd?subject=
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Understanding Your Vulnerability To 
The Fraud Risks

Have you undertaken an assessment of your fraud risks and measured the maturity of the 
governance and prevention surrounding the risk of Fraud Bribery or Corruption within 
your organisation?

Can you identify the Fraud Risks, have you assessed the impact Fraud, Bribery or Corruption may have in 
terms of financial loss and the commercial challenges it may bring?

Fraud, Bribery and Corruption are becoming more widespread, causing organisations to suffer financially 
and a loss in confidence of their brand or the service they provide, resulting in damage to their reputation 
and the ability to operate in the same manner as before the fraud. 

There are two types of fraud affecting organisations, “high financial value but low volume of transactions, or 
low financial value but high transactional volume”.

Meaning either a one-off incident where the organisation suffers a large loss, or an ongoing fraud that 
happens regularly, but generally the loss is much smaller.
 The most common fraud type, is low value but high volume, this is generally because organisations have 
controls in place to mitigate against the large value fraud. Additionally, why as a fraudster would you steal 
£1M from one person, when they can steal £1 from a million people and generally it goes unnoticed.  

Two key questions to ask yourselves:
How vulnerable is my organisation to fraud? 
Can my organisation improve its Fraud Risk Management?

Once you have answered the fundamental questions, you need to take account of different factors that may 
affect your fraud landscape:
The extent to which you understand the fraud, bribery and corruption risks within your organisation;
As to whether you have an effective strategy in place which is tailored to address the potential problems;

Do you have a counter fraud structure which dovetails the strategy; 
Are results recorded, are they effectively measured, identified and delivered.
Obviously, the more concise Fraud Risk Management an organisation has in place, the less it will lose to 
fraud.

Fraud Risk Management is about investing time, whilst seemingly gaining no financial reward, although 
its difficult to quantify the value, Fraud Risk Management will prevent, detect, deter the areas of risk and 
therefore lead to savings of the potential loss and the recovery of the actual loss.

Quantifying the cost of work undertaken is difficult to predict but based upon a basic review of the current 
arrangements in place to assess the maturity of the organisation, This would include ensuring basic 
Corporate Governance is in place, that is supported by Senior Leadership and approved at Board Level. 
Depending on the findings, further work can be divided into specific areas of prevention, detection and 
deterrence varying as to the requirements according to the risks as opposed to encompassing everything at 
once, regardless of the need.   
   
The industry needs to embrace transparency, collaboration and clear communication. This starts with the 
“tone from the top bods” accepting that clients and sponsors no longer wish to work within this culture, who 
have thankfully followed suit by insisting that they implement a combination of preventative measures and 
ongoing detection and monitoring. 
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Let us look at the basics around fraud, I hear far too many people commenting, very proudly “we don’t have 
any fraud”, wow sounds impressive doesn’t it, but is it really, how do they know that they have no fraud, have 
they ever looked for it, via pro - active exercises looking into patterns and trends,.

My favourite is to ask how much education and awareness they do. “Why would we do that, we don’t have 
ANY fraud, so I don’t want to make people aware it exists, this may scare some and may give others’ ideas”
 If you don’t undertake awareness and education, how do staff know what fraud is, what it looks like, what 
they should do, if they suspect it is happening.

There are many well publicised articles and thoughts of what Risk Management looks like and what it covers 
but very rarely is fraudulent behaviour a factor. The nuances of Risk Management are there for all to see, but 
what about Fraud Risk Management does it differ and why?

We say Love is in the eye of the beholder, well to an extent I consider fraud to be too , not because I’ve worked 
in the area for many years and although I remain extremely passionate about it,  I feel it’s the same for many 
organisations and how they deal with fraud, do they see it as a threat, or do they embrace the fact that it 
happens and therefore have to be prepared.

Very few organisations deal with Fraud Risk Management at all, but let’s consider the foundations as to why, 
the “Tone from the Top” is a very well used message that is pumped across social media and many articles 
referring to Fraud, but what does it really mean, can it make a difference.

Tone from the Top determines the culture and behaviour of an organisation, whether from a leadership 
perspective or results driven or the way in which organisations wish to perform or does it and how does 
fraud fit into this.

How often do we analyse the what it actually means when referring to fraud, is it just hot air from the top 
table, an MD or CEO on an ego trip? Its often thought of as ‘only words, nothing will change, it never does, 
despite what they say’ How many times do we hear this, how many of you can resonate with hearing similar.
This to me is why I love Fraud Risk Management, sad I know, but I believe in it, I believe “tone from the 
top” can really make a difference to an organisation and drives change especially around the behaviours 
& improve the culture of the organisation but and only but if there are consequences for falling foul of the 
behaviours that are implemented. 

Far too often, we hear of organisations introducing “zero tolerance” towards Fraud, Bribery and Corruption, 
what does this mean, and is it possible to introduce into any organisation?

Strictly speaking, this means that action will be taken against those who commit the smallest of 
misdemeanours, whether that be a £ or a pen/pencil. Reality though it is extremely different, many find 
it difficult to pursue large systemic cases because of reputational risk, loss of confidence in the service or 
business continuity.

So behaviours/culture starts here, ensuring that we actually do what we say we will do, not just hollow words 
telling everyone we have this and that in place but reality is its only words or paper but it’s never actioned! 

ACTIONS SPEAK LOUDER THAN WORDS
Let us look at why this is, ‘that’s what’s always happened’ nothing will ever change’ unfortunately becomes 
the norm and Fraud, bribery and corruption will continue because it is common knowledge that the CEO, 
MD states we are tackling the issues, we are doing this to help prevent and deter but staff know the truth, the 
culture and behaviours drive the consequences and complacency breeds contempt.

So how can we help your organisations change and what would that look like and what difference, if any, 
would that make to staff morale, the bottom line, perceptions. It begins at the top so the MD or CEO only 
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communicates verbally or on the intranet, by email  what the Board and Senior Leadership Team are going 
to actually do and start to make changes, whilst accepting it’s difficult to have “zero tolerance” and actually 
take action against all so therefore don’t say it, that’s not an issue, it’s the truth. That’s not to say, you can’t 
have a punishment for all types of fraud, regardless of the value of the loss, it may be as simple as you have 
to reimburse the organisation, albeit only a £ or two but it can go into a charity fund, similar to the original 
swear box, people will soon stop doing it, this will help create the right behaviours and see behavioural 
changes.

In the bigger incidents, the organisation needs to act, it doesn’t always have to be prosecution, it may be 
disciplinary, it may be recovery of the loss it can obviously be all 3. Not only do you begin taking action you 
also need to publicise the fact that you have taken action whatever it may be, when I say publicise, I don’t 
mean National Press although the red tops will love it I know but internally its paramount that you notify 
everyone that a fraud has taken place, outline what happened but you don’t have to name the individual, 
merely put on weekly notifications or the intranet that disciplinary action or recovery of the loss has taken 
place. Why, that’s not good I hear many say, well it is, it’s the greatest deterrence you can implement, all 
employees will be aware times have changed and action is now being taken and despite the bravado of many, 
in truth they don’t want to be disciplined, even sacked or see the loss taken from their next salary payment. 
The message is heard loud and clear, I need to stop or that may be me, the temptation soon disappears into 
the ether.

The culture and behaviours of the organisation are now changing because there are consequences for their 
actions and misdemeanours. So, we are making a difference, but we’ve admitted we have fraud, bribery and 
corruption in our organisation but we are educating the Senior Leadership Team who in turn are cascading 
that message throughout the organisation and education and awareness are now a daily occurrence.
This will encourage employees to report suspicions they may have because they now know what fraud looks 
like and they have the confidence that something will be done so it’s worth reporting it.

By imposing Fraud Risk Management throughout an organisation and taking a proactive approach to 
tackling the risks you will prevent, detect and deter against the Fraud, Bribery or corruption risks, ensuring 
less likelihood of it happening and minimising the impact if potential issues do arise, to ensure resources can 
be focussed in areas where they are needed most. 
So, we have come a long way but there is more to be done to purify the industry overall of the fraud, bribery 
or corruption risks and this can be achieved, “if” and it may seem a big If, as an industry we work together as 
opposed to silos trying to tackle it alone.

Behaviours, Culture and Consequences are no longer just words, they really can make a difference and it 
starts at the top. 

Robert Brooker.
Robert Brooker is Head of Forensics and Fraud within PKFL/GM and 
formerly Head of Fraud at Transport for London (“TfL”). He is an 
Accredited Counter Fraud Specialist (“ACFS”), Accredited Financial 
Investigator and Wicklander - Zulawski Non-Confrontational Interview 
Technique trained.
Robert has led disciplinary and criminal investigations, concerning Fraud, 
Bribery and Corruption, security breaches, cybercrime, intellectual property 
breaches and procurement allegations. He has worked in the private, public 
and not for profit sector within fraud, bribery and corruption, in addition to 
Fraud Risk Management, for over 20 years.
Robert is also Chair of the London Fraud Forum, a public/private partnership 
dedicated to best practice in preventing, detecting and investigating fraud, 
bribery and corruption.
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Who to Follow on Social Media
Social media can be a fantastic source of news, knowledge and even networking opportunities. Just 
recognise and avoid the current torrent of, and I hate to use the term, “Fake News”...
Twitter tends to be the ‘go to’ source for up to date news and views. LinkedIn has a huge stockpile of 
articles giving advice and guidance across the whole spectrum of Security. Facebook has a large number of 
interactive pages on many security fields, giving you a chance to voice your opinion and hear the thoughts of 
others.
Instagram has a huge stockpile of people photographing their dinner or showing everybody how great they 
look in a mirror! (Very bitter. Did you get banned again?. Ed.)
For our purposes, Twitter and LinkedIn are the formats to get involved in, with the highest amount of 
industry professionals out there, giving their valuable views and advice.

If I were you, I’d find and follow these people:-

Michael O’Sullivan @ProSecurityMag
Co-Founder TPSO Magazine, worked UK security industry since 1989, many 
different roles. Military experience French Foreign Legion Rapid Intervention 
Force
https://twitter.com/ProSecurityMag

Paul Drury FSyI @ChatbackSy
Security Pro and Fellow of @syinstitut 
https://twitter.com/ChatbackSy

Philip Ingram MBE @PhilipIngMBE
Freelance Norn Iron security, cyber, intelligence, terrorism and geopolitics 
journalist. CBRN expert. Former senior intelligence and security officer. Usual 
Caveats
https://twitter.com/PhilipIngMBE

Dan Kaszeta @DanKaszeta
Life-long security and CBRN specialist. Veteran. Writer. Londoner. US-UK Dual 
National.
https://twitter.com/DanKaszeta

Mike Hurst, CPP @_MikeHurst
Disrupting paradigms. CPP®Top 10 security influencer. MD - HJA Recruitment
https://twitter.com/_MikeHurst
 

Andy Blackwell @bsc_secure
Threat and Risk Consulting. Director @BSC, @3DAssurance. Advisor @ 
ISARRUK. Partners: @NCCGroupPlc @Redline_AvSec. fmr. Head of Security @ 
virginatlantic. SeMS
https://twitter.com/bsc_secure

https://twitter.com/ProSecurityMag
https://twitter.com/ChatbackSy
https://twitter.com/PhilipIngMBE
https://twitter.com/DanKaszeta
https://twitter.com/_MikeHurst
https://twitter.com/bsc_secure
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Mike Gillespie @Advent_IM_MD
Managing Director of Advent IM Ltd, Member of Select Committee on Cyber 
Intelligence CSCSS
https://twitter.com/Advent_IM_MD

Brian Sims BA (Hons) Hon FSyI @RiskXtra
Risk Xtra (Pro-Activ Publications)
https://twitter.com/RiskXtra

Michael Gips JD, CPP, CSyP, CAE
Business Executive, Security Expert, Content Strategist, Legal Advisor
 https://www.linkedin.com/in/michaelgips/

Will Geddes willgeddes
Intl Security Specialist | Analyst for Press and Media | Cat Dad | Best-Selling 
Author of: Parent Alert: How to Keep Your Kids Safe Online https://twitter.com/
willgeddes

ASIS UK CHAPTER @ASIS_UK
With 35,000 members we are the global leader in security education, certification 
network and standards,. Educate, Engage, Empower Xchange. https://twitter.
com/ASIS_UK

Cúchulainn Morrissey
Founder of CSS a society for security professionals based in Cork, Ireland. 
Owner of Celero Consultancy
https://www.linkedin.com/in/cumorrissey/
 
Mahbubul Islam CSyP @MahbubulCSyP
Director - The Security Institute. Chartered Security Professional who likes to 
highlight that Cyber Security is a property of something else. Amputee and 
proud. 
https://twitter.com/mahbubulCsYP

Mark Tucknutt @MarkTucknutt
Founder of Toren Consulting. Co-Chair of the SyI Built Environment Security 
SIG. SQSS, SABRE CP and CA. Tweets do not reflect SyI positions. 
https://twitter.com/marktucknutt

Nicola Whiting M.B.E @CyberGoGiver
CSO, Titania Ltd | Infosec Geek | ESTJ-A| Amazon Bestselling Author and 
Speaker | Believes in Go-Giving | Is Actually Autistic 
https://twitter.com/cybergogiver

https://twitter.com/Advent_IM_MD
https://twitter.com/RiskXtra
https://www.linkedin.com/in/michaelgips/
https://twitter.com/willgeddes
https://twitter.com/willgeddes
https://twitter.com/ASIS_UK
https://twitter.com/ASIS_UK
https://www.linkedin.com/in/cumorrissey/
https://twitter.com/mahbubulCsYP
https://twitter.com/marktucknutt
https://twitter.com/cybergogiver
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Richard Bell
 @securityspeak Director @cybersimplified • @hyufc_official • @FootBellR
https://twitter.com/securityspeak

Security Analyst @Selyst
Managing Consultant at SRSRM, Member of the Security Institute. Can help 
with that sticky security problem.
https://twitter.com/selyst

Stephen Mackenzie @StephenFireRisk
Independent fire, security and resilience advisor. International innovator, 
researcher and campaigner. Public speaker, media commentator and technical 
author.
https://twitter.com/stephenfirerisk

Tony O Brien
Training and Development Specialist
Specialist in the field of security, safety and the management of conflict and 
risk in organisations. Helping organisations develop solutions to their risk 
management and conflict management processes. 
https://www.linkedin.com/in/tonyobriensecurity
 

Peter Lavery
Chair The Security Institute
https://twitter.com/SyIChair

Michael Allen @MichaelAllen
CSO Security Advocate. Author
https://twitter.com/MichaelAllenCSO

James Morris @JamesMorris82
https://twitter.com/JamesMorris82

Bonnie Butlin
Co-Founder and Executive Director, Security Partners’ Forum and Expert 
Network Member (Cybersecurity) @ World Economic Forum https://www.
linkedin.com/in/bonnie-butlin-560b2439/

Ellie Hurst ASyI
Cyber Security Consulting * Reducing the risk of cyber security incidents 
through friendly, bespoke services and training https://https://www.linkedin.
com/in/elliehurst/

https://twitter.com/securityspeak
https://twitter.com/selyst
https://twitter.com/stephenfirerisk
https://www.linkedin.com/in/tonyobriensecurity
https://twitter.com/SyIChair
https://twitter.com/MichaelAllenCSO
https://twitter.com/JamesMorris82
https://www.linkedin.com/in/bonnie-butlin-560b2439/
https://www.linkedin.com/in/bonnie-butlin-560b2439/
https://www.linkedin.com/in/elliehurst/
https://www.linkedin.com/in/elliehurst/
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Nicholas Reed (ASMS, MSc, MSyI, MIPSA, TechIOSH)
Head of Protective Services - passionate strategic risk, security, safety and 
governance professional
https://www.linkedin.com/in/nicholasreed1978/

Rollo Davies F.ISRM, MSyI.
The Professional Security Officer Magazine
Editor of this new publication for FRONT LINE Security Professionals, always 
passionate about security, in all its forms. 
https://www.linkedin.com/in/rollodavies
 

Grant Lecky MSc. CSyP, CBCP, CMCP, CORP
Training & Development Specialist
Editorial Board Member, Canadian Who’s Who and Expert Network Member 
(Risk and Resilience) at the World Economic Forum. 
https://www.linkedin.com/in/grantlecky

John Sephton FSyI
Account Director and business continuity and risk professional. 18 years 
experience in improving, managing and innovating security contracts. Leading, 
mentoring and motivating large teams. 
https://www.linkedin.com/in/johnsephton

Peer Publishing Ltd
The Professional Security Officer Magazine
The magazine for FRONT LINE Security Professionals. Written by front line 
Security Officers, it will have all the news, views, helpful info, product reviews, 
good ideas and articles that YOU want to read. https://www.linkedin.com/in/
tpso

Peter Houlis BA(Hons) CSyP, FSyl, CTSP
Chartered Security Professional Security Consultant 
https://www.linkedin.com/in/peter-houlis-ba-hons-csyp-fsyl-ctsp-4548262/

Peter Jones
Chief Executive | Nineteen Group | International Organiser of Major-Scale Trade 
Exhibitions
https://www.linkedin.com/in/peter-jones-0b501010/

Dr Rachel Anne Carter, MSyI
Cyber Innovation; Manager and Co-Founder Journal of Terrorism and Cyber 
Insurance; Insurance Director 
https://www.linkedin.com/in/rachelannecarter/

https://www.linkedin.com/in/nicholasreed1978/
https://www.linkedin.com/in/rollodavies
https://www.linkedin.com/in/grantlecky
https://www.linkedin.com/in/johnsephton
https://www.linkedin.com/in/tpso
https://www.linkedin.com/in/tpso
https://www.linkedin.com/in/peter-houlis-ba-hons-csyp-fsyl-ctsp-4548262/
https://www.linkedin.com/in/peter-jones-0b501010/
https://www.linkedin.com/in/rachelannecarter/
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Dr Richard Diston DSyRM MSc CISSP CISA CRISC CGEIT
Cyber Security Instructor at Firebrand Training 
https://www.linkedin.com/in/dr-richard-diston-dsyrm-msc-cissp-cisa-crisc-
cgeit-32a8021b/
 

The Security Institute
The Security Institute is the largest membership organisation based in the UK 
with members worldwide. Currently over 3,500 members across all types of 
businesses, and at all stages of their security career.
 https://www.linkedin.com/company/the-security-institute/

John Currie
Head of Security, Lewisham and Greenwich NHS Trust and Executive Director 
at National Association for Healthcare Security
https://www.linkedin.com/in/john-currie-348423a/

The Guild of Security Industry Professionals.
Peer support network for all UK front line security professionals. Help us make 
our industry better! 
https://twitter.com/UKGoSIP

www.3dassurance.com    Twitter: @3DAssurance
andy.blackwell@3dassurance.com

john.wood@3dassurance.com

Delivering	Security	Risk	Assurance

We answer the hard questions
• How do I get real insight into the strength of 

our security?

• What are the right priorities for security 
management?

• How do I make outsourced security contracts 
work for both sides?

• Why are we failing to really empower the 
front-line security team? 

• How do we empower the front-line security 
team and deploy their expertise?

• What is the best way to ensure breaches and 
incidents are properly handled?

• Where can I get guidance on the best security 
management practice?

• What is wrong with the arithmetic of Risk 
Assessment?

• How do I simplify security without making it 
simplistic?

Systems, Training & Mentoring, Implementation

https://www.linkedin.com/in/dr-richard-diston-dsyrm-msc-cissp-cisa-crisc-cgeit-32a8021b/
https://www.linkedin.com/in/dr-richard-diston-dsyrm-msc-cissp-cisa-crisc-cgeit-32a8021b/
https://www.linkedin.com/company/the-security-institute/
https://www.linkedin.com/in/john-currie-348423a/
https://twitter.com/UKGoSIP
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Advertisement 

We are the 

Guild of Security Industry Professionals.

(GoSIP)

If you're a front line UK Security worker 

Join the Guild of Security Industry

Professionals Today!

The Guild is a Peer Support Network set

up by front line Security Officers for our

front line professional colleagues.

We're campaigning on the big issues.

We are working to increase standards and professionalise the industry.

Together we can make Security better, 

and gain the respect and reward we deserve.

First 12 months subscription is absolutely FREE!

Both SIA regulated and in-house staff are welcome.

We encourage personal career development and provide a growing list

of free and heavily discounted training content from the UK's most

respected providers, and lots lots more.

The Guild of Security Industry Professionals.
"Working Together for a Better Future".

Visit: GSIP.co.uk 

Email Mike at: Admin@GSIP.co.uk 



What The Security Industry Does Now Will Be 
Judged By The CBRN 

(chemical, biological, radiological or nuclear) professionals, the 
health community, and the public!

The CBRN (chemical, biological, radiological or nuclear warfare) sector are mostly made up of academics 
and professional practitioners that research and consider the above- mentioned threats.

For nature disasters, the governmental related body has their academics and manpower that takes full 
responsibility for servicing security, medical, the feeding and housing the population because they are paid 
for it through taxes.

For Biological Threats, the governments for specific reason use the military and police function on a macro 
level will be involved in managing specific protocols on the ground. However, it is the private security 
industry which is way larger than the military and police in some countries that will play its part on the 
ground.

Actually, the two bodies that play an important role is the health community that set protocols (infection 
testing, social interactions and hygiene) for biological threats and it is the security industry that rolls the 
health protocols out besides manages the implementation on the ground.

However, the security industry does more. The security industry adds security protocols to the mix because 
there are issues relating to tools (technology and equipment) that are used, the behaviour of the people and 
the crime related to the threats, being the threat itself and the outcome of the threat being the economic 
meltdown.

It is virtually impossible for the military and police to manage the health protocols, investigate the amount of 
crime and type of new crime in this scenario besides managing the numbers of people involved.

The CBRN community comprehend the fact that there are millions of private security practitioners on the 
ground that are actually doing the job of taking temperatures, managing the flow of people and ensuring 
hygiene criteria are met. Therefore, they realize that it is the private security industry (psi) is the largest 
force on the ground to limit the collateral damage, as it is, the psi that also has the equipment and skilled 
manpower to do such.

This current mutating biological threat has taught some lessons to some that bothered to be present and 
relevant, and the flip side, is that some in the security industry that do not realize that they are actually doing 
biological threat security.

Now based on the recent experiences, the private security industry has researched the issues related to this 
pandemic and thoroughly investigated specifics taking into consideration various issues.

When 911 happened, the security exhibitions grew huge in size because of two reasons. Firstly, at the same 
time the IP (Internet Protocol) technology began to display their wares and all technologies ran onto the 
market with their solutions, be it biometrics, IP access control and IP driven CCTV, etc., which was mostly 
geared towards counter terror.
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When COVID-19 began, once again the manufacturers ran onto the market with thermal imaging 
technologies which some did not comply with the department of the health criteria. Yes, the health 
community have got protocols relating to taking the temperature of people and have also explored the 
criteria for using thermal imaging. Unfortunately, there are brands that do not confirm to the standards 
out of ignorance to the factual criteria and also there are some that provide misinformation about their 
capabilities.

But - it is the security industry that went through this scenario before during 911 which brought about 
laboratories to test brand performance of emerging technologies and equipment. This means that the 
protocols for managing a biological threat and using technology or equipment must confirm to the health 
department besides labs that check brand performance.

The health community has set protocols for social distancing but has not realized that the population are not 
sheep. The security industry knows that the behaviour of people can be extremely aggressive and volatile. 

Having said such there are security practitioners that themselves have not acknowledged that their team on 
the ground are on ground zero where the staff are more at risk than medical teams such as nurses or doctors.

In a hospital the medical teams know who is sick and who is not. They then have protocols to dress according 
to the threat and apply the ‘dress-code’ using specific protocols. They have been trained in such. On the 
ground, the security practitioners have no idea of who is sick and who is not sick. They handle people that are 
shouting and perhaps pushing others around without out any form of medical grade protection or the full 
complement of protection gear that is used by ICU wards.

The protocols for the managing people in security is by layering specific staff with certain character traits or 
skillsets to ensure a safe environment for the public and themselves. Security companies that are not using 
protocols place their client’s customers at risk besides their own staff. When customers avoid going to a site, 
then the client loses revenue. This is not about loss prevention but more so profit protection. Furthermore, 
new crime and increased numbers of criminals erodes the profits of a site, besides impacting once again the 
profits of a site.

There is also crime related to the threat that causes issues, such as, theft of oxygen bottles or the reselling of 
oxygen using old bottles (organized crime, gang crime or entrepreneurial street venders) that could contain 
black fungus in the tubes or valves that is responsible for a 50 percent mortality rate. Never-the-less the lack 
of oxygen simply causes ciaos which could increase infection rates because of people fighting over oxygen 
or mass ‘hysterical’ riots when people fear that they will not obtain oxygen. The private security industry is 
involved in all aspects as one can fathom from the above, and the list of high-risk targets and motivations 
that drive issues are far too numbersome to list in this article.

The CBRN teams may suggest in the future certain steps to take but at the end of the day - it will be the 
private security industry that will roll it out and manage it on the ground.

If the Security Industry does not stand together and use the same protocols that fit standards and compliance 
criteria - then it will not be able to limit the level of collateral damage as it should with a mutating biological 
threat.

When the security industry does take action then it will earn the trust and respect from the CBRN 
community, the Health Community and the Public at Large.
We, ISIO |International Security Industry Organization & CAPSI (Central Association of Private Security 
Industry) representing +7 million practitioners) call on all stakeholders to participate alongside on mission. 

For more information about the ISIO visit:
https://www.intsi.org/isio/
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You can contact me on 07908 617694
or via www.peterbleksley.com

or on social media                              as Peter Bleksley

I CAN GUARANTEE THAT I WILL NEVER DISCLOSE YOUR IDENTITY.

HE IS WANTED FOR TWO MURDERS.

Kevin Parle has been  
on the run for over 16 years.

The first murder was the shooting dead of a 16-year-old 
boy, Liam Kelly, in June 2004. The second murder was 
the blasting to death of 22-year-old mother of three young 
children, Lucy Hargeaves, in August 2005. Both these 
crimes occurred in Liverpool. 

I have been hunting Parle since April 2019. During this time 
many thousands of people have helped me, and continue 
to do so. This has now become the people’s hunt for Kevin 
Parle. You can do your bit by spreading the word about 
Kevin Parle. He will be found... Thank you very much. 

Kevin Parlefor
The People’s Hunt

LIAM KELLY
Shot Dead on

19th June 2004

LUCY HARGREAVES
Shot Dead on

3rd August 2005

You can find out more about the 
hunt for Parle by listening to our 

BBC podcast: ‘Manhunt:  
Finding Kevin Parle’

If you have any information, or know the 
whereabouts of Kevin Parle, please get in 
touch with Peter.
Alternatively you can contact Crimestoppers 
anonymously on 0800 555 111

I have also written a book 
about my hunt for Parle: 

‘Manhunt’Peter Bleksley

Kevin Parle
for

The People’s Hunt
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Meet the TPSO Team:
Michael O’Sullivan.

After 5 years distinguished service in the French Foreign Legion, Mike returned 
to the UK and commenced a career in the physical security industry in the City 
of London. Looking to diversify and better utilize his skills, Mike ran a very 
successful training organisation for many years and gained valuable qualifications 
and experience in counselling, and psychology.

Mike was eventually drawn back to his vocation, as a protector, returning to 
the security industry, but his drive to make a difference, increase standards and 
improve the working life of front line security professionals, lead him to come up 
with the idea for “The Professional Security Officer Magazine”.

Not stopping there, Mike is also the Co-Founder of the new Guild of Security 
Industry Professionals (GoSIP).

A man on a mission......
Mike is taking the helm at the Guild and is also currently hard at work developing 
advanced training packages for Front Line security workers, to help create a 
new “advanced standard” for GoSIP members within the industry. He is also 
responsible for the outstanding TPSO website and a number of genuinely Industry 
Changing research initiatives.

Rollo Davies F.ISRM MSyI.

In 2019 Rollo was named on the prestigious IFSEC Global Influencers list, as World 
#2 for Security Industry “Thought Leadership” and was the Winner of the George 
Van Schalkwyk Award for outstanding contribution to the UK security industry, 
presented by the Security Institute. Including service in the Metropolitan Police, 
Rollo has spent 30 years in the physical security industry, mainly in operational 
management roles.

He became increasingly disillusioned by the lack of appreciation, respect and 
recognition afforded those in the front line of the industry, so he tried to do 
something about it. Firstly in 2011, he founded, a now sadly dissolved, trade union: 
The National Security Workers Union, (NSWU.) In 2018 he had a phone call from 
an old friend with an idea for a magazine. The rest is history.

He is unsurprisingly, the other Co-Founder of the Guild of Security Industry 
Professionals, an enthusiastic member of The Security Institute, an established 
international social media commentator and together with Mike, an increasingly 
influential campaigner for improved standards, industry wide.
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SmartTask for Security Operations
SmartTask eff ortlessly connects guard scheduling, incident reporting, with mobile patrol offi  cers, 
time and attendance confi rmation, electronic DOB, electronic forms and offi  cer management — 
keeping you in control through real-time overview and notifi cations, evident contract compliance, 
improved client satisfaction and data driven decision making.

• A Single platform for monitoring security activities

• Transparent accountability for security tasks

• Digitised security offi  cer management and reporting

• Gather insights in to 24x7 security operations for KPI reporting

• Create customised patrols to ensure offi  cers deliver the required services 

• Improve compliance and security offi  cer engagement

• Remove paper-based processes and increase accountability

• Save time, increase effi  ciency

• Complete control of your security operation Designed, built and supported in 
the UK SmartTask off ers Flexibility, 
Easy adoption and Rapid return on 
investment. Our European Award 
Winning Software is trusted in the 
most demanding mobile applications, 
supporting over 16,000 sites using 
SmartTask daily, with around 5.5 million 
check-points scanned in 250,000 
patrols last year.

Developed in collaboration with the UK 
security industry SmartTask combines 
the key functions required to manage 
a manned security operation across a 
wide range of client types. Our Patrol 
Monitoring App can use a range 
of checkpoint types and with our 
smartforms integrated in to our eDOB 
you can create custom solutions for 
unique business needs.

Operational Monitoring Helping 
Highlight The Critical

By providing the security offi  cers and management 
team with easy to use electronic tools they can 
capture day-to-day KPI data without impacting their 
performance. These tools help them to highlight 
critical incidents and bring them to the attention of 
clients and management whilst helping ensure the 
offi  cer is looked after and has everything they need to 
complete their tasks.
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Corps Security undertook a 
detailed review of the patrol 
monitoring marketplace, 
selecting SmartTask based

on the fl exibility of the system and the company’s partnership 
approach. This will begin with a patrol monitoring solution 
initially implemented at 100 sites and a light version, based on 
SmartTask’s DOL solution, which will provide an alternative to 
paper-based Daily Occurrence Books (DOBs) at a further 600 
locations nationwide. Using SmartTask’s DOL, security offi  cers 
will be able to quickly make entries electronically, including 
capturing any supporting images, with incidents escalated with 
an automated alert to the control room and if appropriate the 
contract manager. As well as delivering a simple communication 
tool, it will also remove the cost of providing, distributing and 
archiving paper-based logs.

Client Focus - Corps Security

With greater levels of transparency and accountability across our team 
of 3,000 security offi  cers, we can quickly respond to issues, enforce 
compliance and demonstrate the value we are providing to our customers.

Key Benefi ts
• CSR - No more paper-based DOB’s or site visit reports and the opportunity to replace

many more types of paper forms within client contracts.

• eDOB - paperless, easily accessible, real-time, on the web page, with search
parameters making it easier to fi nd certain entries or view a group of relevant entries.
Incident highlighting, with automated email being generated if an incident is logged in the
eDOB.  The eDOB can be accessed remotely and if required monitored and added to from
a central control room.

• eSVR - proof of visits by the management team, ensuring perception is correct, and
evidencing visits with our customers and colleagues. Meaningful audit information and
valuable visit details with a summary emailed to customer at the end of the visit, also
viewable on the web, all in real-time.

• Patrol System - Proof of patrol and points visited, exception reporting, with real-time
visibility on the web. Patrols can be confi gured to meet customer needs from providing
straight forward patrol points visited to structured and randomised patrols controlling the
times specifi c points are visited.

“ “

For further informa� on please visit our website www.smar� ask.co.uk/security 
or contact 01494 444044 or send an email to tellmemore@smarttask.co.uk

CORPS
SECURIT Y

Tony Frost, IT Director at Corps Security

Selected by 20% 
of the top 30 UK 
security fi rms

Saves 48 hrs 
a month on 

management time

Over 200 clients 
across the UK 

and beyond

Saves 30% on 
admin time
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The Professional Security Officer Magazine
2020/21 Charity.

The Security Benevolent Fund (SBF)
The Fund was founded in 2006 as “Here 4U”by the then Master of the 
Worshipful Company of Security Professionals (WCoSP), John Purnell, and 
his successor, Peter French.

They identified the need to create a safety net for the most vulnerable people 
working in, and retired from the Security Profession, the Blue Light Services 
and the Armed Forces. Many people working in security on the front line are 
at the lower end of pay scales and often when illness or injury strikes, they 
need help, guidance and support to get back to work or to return to normal 
life. Those who have retired often have limited financial resources to help them 
when problems occur.

In 2010, to avoid confusion with other charities it was rebranded as “The Security Benevolent Fund” (SBF). 
The SBF is a Reserve Fund within the wrapper of the WCoSP Charitable Trust (Charity No 1088658) and is 
administered by the Trustees who are an independent body.

The fund was established by a combination of a fund raising appeal to Members of the WCoSP and grants 
from the WCoSP Charitable Trust, which included funds previously received from the BSIA. Since the fund 
was established, there has been a steady increase in applications for help from serving and retired members 
and their families from across the security profession. The SBF is not in competition with other bodies in the 
industry. It aims to work alongside and support other charities as required. It provides welfare, legal, medical 
and health related guidance and support for current and ex-employees from the security sector. The SBF 
website gives guidance of how to apply for a grant from the fund:

To learn more about the SBF visit:
https://wcosp.org.uk/the-security-benevolent-fund/#           

The SBF aims to provide financial or other practical support for individuals 
who cannot pay for urgent medical treatment or have fallen on hard times and 
need help. This is subject to completion of an application, which is considered 
by the trustees, who will not normally pay money directly to an individual but 
will settle an invoice or release funds to a reputable body who will supervise the 
spend.

Many of the requests for SBF support come via other organisations such as The 
Royal British Legion or other service charities. Requests are reviewed by the SBF 
Welfare Officer who advises the Trustees on the merits of each application. He is 
sometimes able to recommend small emergency payments to resolve an urgent 
issue.

THE SECURITY BENEVOLENT FUND urgently needs additional funds to assist the ever-increasing 
numbers seeking support. We would be enormously grateful for any donations to the fund. Please send 
donations to:

https://www.gofundme.com/f/the-security-benevolent-fund
Contact: clerk@wcosp.org        or Post to:  The Security Benevolent Fund. Clerk to the Worshipful Company 
of Security Professionals. 4 Holmere Farm Cottages, Goose Green, Ashill, Thetford, IP25 7AS.
               
                Thank You.

https://wcosp.org.uk/the-security-benevolent-fund/#
https://www.gofundme.com/f/the-security-benevolent-fund
mailto:clerk%40wcosp.org?subject=
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Security Industry “Events”: 
August to October 2021

Well I am more than happy to announce the return of face to face security industry events! The big names 
are back, along with a wealth of other interesting expos, conferences and presentations. Remember that 
many of these events would still like you to sanitise, wear a face mask and maintain social distancing, but 
this is probably a small price to pay on the journey to normality. So without further ado TPSO magazine 
recommendations for forthcoming events:

7th & 8th September. The Emergency Services Show. NEC, Birmingham. 
Welcome to ESS2021 e

https://www.emergencyuk.com/

7th – 9th September. The Security Event. NEC, Birmingham. 
https://www.thesecurityevent.co.uk 

14th – 16th September. CTX 2021. ExCel, London.
CTX 2021 - Counter Terror Expo 

https://www.ctexpo.co.uk/

28th & 29th September. International Security Expo. Olympia, London.
https://www.internationalsecurityexpo.com 

12th October. Lone Worker Safety Live. Lords Cricket Ground, London. 
https://loneworkersafetylive.com 

12th & 13th October. BAPCO Conference and Exhibition. Richo Arena, Coventry.
 BAPCO Annual Conference & Exhibition | 12 - 13 October 2021 

https://bapco-show.co.uk

18th & 19th October. Global MSC Conference & Exhibition. Bristol Hotel, Bristol.
http://www.globalmsc.net/ 

28th October. Security Institute Annual Conference. Royal Society of Medicine, London.
SyI Annual Conference - Security Institute 

https://security-institute.org/

Don’t forget to check out the websites for these events as they’ll all require pre-booking, but many are 
completely free to attend..

https://www.emergencyuk.com/
https://www.emergencyuk.com/
https://www.thesecurityevent.co.uk   
https://www.thesecurityevent.co.uk   
https://www.ctexpo.co.uk/
https://loneworkersafetylive.com 
https://bapco-show.co.uk
https://www.globalmsc.net/
https://security-institute.org/
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Our approach is based on over 100 years of our Principals' experience protecting
iconic venues and events in UK Crown dependencies, Europe, the Middle East,

Olympic and Commonwealth Games. This proven methodology is underpinned by
recent Defence And Security Accelerator Studies.

There are three strands to our offer: 

CONTACT
MARK CHAPPLE 

MANAGING CONSULTANT

+447411310757
markc@srsrm.co.uk
https://www.linkedin.com/company/srsrm-ltd/
@Selyst

M o n t h l y  N e w s l e t t e r

THREAT &
VULNERABILITY

ASSESMENT

We present you with options:
How, where and when a
chosen adversary would
approach your site and

attempt, or succeed to gain
access?

THREAT-RELATED
PLANS, TRAINING AND

EXERCISES

Scenarios can include fire,
transport outage, terrorism,

single issue groups and adverse
media management. Single
player game for suspicious

behaviour awareness training. 

SRSRM models current threats to venues and systems to
keep your operations and customers safe.

OPERATIONAL
REQUIREMENTS (OR)

DEFINITION

Working to the CPNI OR process
we outline a range of physical
and procedural measures to
mitigate these risks: physical,
technical, procedural, public

information and response.
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Coming October 2021......

Edition #11 of The Professional Security Officer Magazine will be 
looking at: “Front Line Security and the Law!”  

With a constant flow of social media content showing security officers in a bad light, or worse, there is a real 
need to ensure that we all have an in-depth knowledge of the laws applicable to our jobs. I’m tired of seeing 
security officers threatening photographers for taking pictures whilst on a public footpath, or levels of force 
usually only seen in MMA fights, being used to eject people from premises. A sound knowledge of the Police 
& Criminal Evidence Act (PACE), Common Law and what you can and can’t do in a range of circumstances, 
will protect you from prosecution, or staring in someone’s highly edited ‘click bait’ video. That makes the 
entire industry look bad!

TPSO will also, as always, feature all the general security features and information you’d expect including 
our regular items:

• Industry News & Update.
• Useful Contact Info.
• Who to Follow on Social Media.
• International Security Industry Champions List.
• Recommended Industry Events.

And much much more......

Have you got an ideas or suggestions for an article? Why not write a 
piece for us?

Get in touch...

It’s YOUR magazine!

Email: Rollo@PeerPublishing.Ltd

mailto:%20Rollo%40PeerPublishing.Ltd%20?subject=


This advice helps you to spot the most obvious signs of targeted phishing
emails. These attacks, also know as business email compromise, are
typically sent to executives or budget holders within larger organisations in
order to trick staff into transferring funds, or revealing sensitive information.

Business email compromise
Dealing with targeted phishing emails

Make yourself a
harder target

Tell tale signs
of phishing
Spotting a phishing email is
becoming increasingly difficult
and will trick even the most careful
user. Having the confidence to ask
‘is this genuine?’can be the difference
between staying safe, or a costly mishap.

Information about you that's
easily viewed on your work
and private websites (including
social media accounts) can be used by criminals to
make their phishing emails appear more convincing.

PASSWORD:

Review your privacy settings, and think about
what you post across your social and
professional accounts. Think about your usual working

practices around financial
transactions. If you get an email from
an organisation you don't do
business with, treat it with suspicion.

Be aware what your friends, family and
colleagues say about you online, as this can also
reveal information that can be used to target you.

What is business
email compromise? Look out for emails that appear to

come from a high-ranking person
within your organisation, requesting a
payment to a particular account. Look
at the sender's name and email address.
Does it sound legitimate, or is
it trying to mimic someone you know?

If you have received an email which you’re not
quite sure about (you may just have a hunch), flag
it as spam/junk in your email inbox. Tell your IT
department that you've identified it as potentially
unsafe.

Business email compromise (or
BEC) is a form of phishing attack
where a criminal attempts to trick a senior
executive (or budget holder) into
transferring funds, or revealing sensitive
information. Will the emails you send get mistaken for phishing

emails? Consider telling customers what they
should look out for (such as 'we will never ask for
your password').

. Ensure that all important email requests
are verified using another method (such
as SMS message, a phone call, logging
into an account, or confirmation by post
or in-person).

The criminals behind BEC send
convincing-looking emails that might
request unusual payments, or contain
links to 'dodgy' websites. Some emails
may contain viruses disguised as
harmless attachments, which are
activated when opened.

What to do if you've
already clicked ?
The most important thing is to not
panic. Your IT department will have
steps in place to help staff who think
they've been phished.

Does the email contain a veiled threat
that asks you to act urgently? Be
suspicious of words like 'send these
details within 24 hours' or 'you have
been a victim of crime, click here
immediately'.

.

Unlike standard phishing emails that are
sent out indiscriminately to millions of
people, BEC attacks are crafted to
appeal to specific individuals, and can
be even harder to detect. BEC is a threat
to all organisations of all sizes and across
all sectors, including non-profit
organisations and government.

If you think you've been a victim of a phishing
attack, tell your IT department as soon as you
can. The earlier you tell then, the more likely
they'll be able to help.

Some emails will try and create official-
looking emails by including logos and
graphics. Is the design (and quality)
what you'd expect?

© Crown Copyright 2020
www.ncsc.gov.uk @NCSC National Cyber Security Centre @cyberhq

PASSWORD:

+
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Report fraud 
and cyber 

crime to

CHOOSE THE RIGHT SERVICE FOR YOUR SITUATION:

Action Fraud is not an emergency service; in an  
emergency you should dial 999.

If the crime involves your bank account or credit 
card, always contact your provider first.

Face-to-face crime which involves a  
local suspect, can be dealt with by  

your local police by dialling 101.

WHEN TO CONTACT ACTION FRAUD:

Action Fraud makes it easy and  
quick to report non-emergency  

fraud and cyber crime.

You can also tell us about a  
suspicious call, letter, text or  

email even if you haven’t  
lost any money.

actionfraud.police.uk

Action Fraud poster A3.indd   1 12/04/2017   13:59

https://www.actionfraud.police.uk/
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Aspers are a premium employer of security services – we invest so that 
you can be the best! As an Aspers employee, we offer ongoing training, 
an employee benefits package, good working conditions and ongoing 
support! If you are interested in a career in the demanding world of casino 
security then get in touch!

jason.janes@aspers.co.uk

aspers.indd   1 09/09/2019   18:41:06
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The Security Institute is 
the largest membership 
organisation for security 
professionals in the UK, 
with members from all
over the world. We 
promote standards, 
develop and endorse 
education across the 
sector and provide 
a rich membership 
experience.

 WHAT WE CAN DO FOR YOU

Membership of the Security Institute 
bestows credibility, enhances career 
prospects, provides a valuable network 
of excellent contacts, offers mentoring, 
runs a comprehensive continuing 
professional development (CPD) scheme 
to recognise your efforts in maintaining 
and adding to your skills base; and 
fantastic networking opportunities.

1 The Courtyard, Caldecote, 
Warks, CV10 0AS
024 7634 6464
info@security-institute.org
www.security-institute.org

 HOW TO JOIN THE SECURITY INSTITUTE

Visit our website at www.security-institute.org or contact paula@security-institute.org for an application 
pack. She can also review your CV to give you hints and tips for a better application.

Membership is awarded on a points basis, based on your experience and any security-related education or 
training undertaken. Anyone who works in a role in security and wishes to develop a career in security can 
join, including students. Once a member, you can work your way up through our membership grades as 
your experience grows. 

We also offer Group Membership – please speak to Paula to learn more about this.

MEMBERSHIP LEVELS AND FEES 

There is a £95 one-off application fee payable by everyone applying to join (students are exempt).

Student

Affiliate

Associate

Member

Fellow
 

For anyone studying for a qualification in security

For anyone just starting on their career path in security or who has 
an active interest in the field of security and wishes to take part in 

the Institute’s activities.

Professional grade of membership for those with some experience 
in the security profession and/or security qualifications.

Standard Route: 4 – 20 points and minimum of 3 years general 
security experience ; or -

 Fast-Track Route 1: SyI Certificate, Diploma or Advanced Diploma in 
Security Management, or other security-related qualification at 

Level 5 Diploma or above
Fast-Track Route 2: Security related qualification at Level 3 or above 

and a minimum of 3 years general security experience.

Professional grade of membership for those with considerable 
experience/qualifications in the security profession.

Standard Route: 21-60 points including a minimum of 5 years general 
security experience ; or -

Fast-Track Route: SyI Diploma or Advanced Diploma or other 
security-related qualification at Level 5 Diploma or above

Not applicable for new members. 
Fellows must have been a current member at Member level and 
must have completed CPD, both for a minimum period of 2 years 
immediately prior to application. To work your way up to Fellow 

level, a minimum of 61 points will also be required.

MEMBERSHIP            POST                                                     APPLICABILITY                                                ANNUAL 
    GRADE                NOMINAL                                                   CRITERIA       FEE  
    

/company/the-security-institute/   
@SyInstitute   
@thesecurityinstitute   
Security Institute

*Students on the Institute’s Distance Learning Programme qualify for free student membership. Other universities vary – please enquire.

JOIN US
RESPECTED | RECOGNISED | PROFESSIONAL 

security-institute.org

 KEY BENEFITS OF YOUR MEMBERSHIP

■  Benchmark your training qualifications and 
 leverage your experience

■  The value of your membership is recognised by   
 employers and universities   

■  Exchange experience with other members at our   
 networking events  

■  Enjoy access to job opportunities and our online   
 careers services

■  Gain valuable insights by being involved in our 
 mentoring programme, whatever your career 
 stage

■  Enjoy member-only discounts 

■  Bi-Monthly newsletter with exclusive offers and   
 weekly eNews update   

■  Members-only Linked-In Group

■  Continuing Professional Development that 
 evidences your professionalism  

■  Access to accredited and employer-recognised 
 security related qualifications

■  Participation in a genuinely supportive 
 community

■  Membership to the London Chamber of 
 Commerce and access to their facilities, events
  and resources.
 Commerce and access to their facilities, events
  and resources.

£50 *

£125

£145

£170

£195

n/a

n/a

ASyI

MSyI

FSyI
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